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Vast Spy System Loots Computers in 103 Countries
New York Times (03/29/09), J. Markoff

Researchers at the University of Toronto's Munkt@efor International Studies say a mas-
sive electronic spying operation has successftties documents from hundreds of govern-
ment and private offices around the world. The aed®ers say the system was controlled
from computers almost exclusively in China, butytltannot conclusively say the Chinese
government is involved. The researchers were abidtie office of the Dalai Lama to exa-
mine its computers for signs of malware and disoede vast operation that, in less than 2
years, managed to infiltrate at least 1,295 compute 103 countries, including computers
belonging to many embassies, foreign ministridseiogovernment offices, and the Dalai La-
ma's Tibetan exile centers in India, Brussels, lomdand New York. The researchers say
that in addition to spying on the Dalai Lama, tgstem, which they named GhostNet, also
focused on governments in South Asian and Southfsiah countries. GhostNet is by far
the largest, in terms of the number of countriéscaéd, spying operation to be exposed, and
it is believed that this is the first time thateaschers have been able to uncover the workings
of a computer systems used for intrusions of suagmtude. The researchers say GhostNet
continues to infect and monitor more than a dozam computers a week. The malware not
only "phishes" for unwary victims but also "whaldst specific, important targets. The mal-
ware can even turn on the video and audio featofes infected computer, enabling the
malware's operators to see and hear what goes fsanhof the computer. The researchers
have notified international law enforcement agemakthe spying operation, which they be-
lieve exposes shortcomings in the legal structficylberspace.

Experts See Early Activity From the Conficker Worm
New York Times (04/01/09) P. Al14; J. Markoff

An informal group of computer security experts stidy have observed early attempts by
the Conficker virus to communicate with a contreh&r, but they are unsure if the attempts
were successful. The Conficker malware, which lyggessively spread since October, is de-
signed to unite infected machines into a botnetuBty researchers who have examined the
most recent version of the malware, Conficker @ #awas ready to try to download com-
mands from an unknown Internet location on AprilAlthough the choice of April Fool's
Day has led some experts to speculate that thegromay be a hoax, others warn that Con-
ficker, which has infected at least 12 million cartgrs, could cause serious harm. Neverthe-
less, security specialists agree that it will mosly take several days before the purpose of
the program can be determined. The program wasdateto start contacting 50,000 Internet
domains on April 1st. In a global effort, researshereated a system that will trap all of the
attempted botnet communications, which involves iteoing the domains of 110 countries.
A spokesperson for the Conficker Cabal, a secwuriigking group organized by computer se-
curity companies, says as of March 31st the gragrio new information on the activity of
Conficker. IBM says company researcher Mark Yasmhdecoded Conficker's internal com-
munication protocol, which will make it easier feecurity teams to detect and interrupt the
program'’s activities.
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Intruder Alert: TAU's 'Smart Dew" Will Find You!
American Friends of Tel Aviv University (03/26/09)

Tel Aviv University researchers have developed $rbaw, tiny sensors as small as dew-
drops that can be arranged in a network. The ines{pe sensors are equipped with a cont-
roller and a radio-frequency transmitter/receiviegl Aviv University professor Y. Shapira
says a Smart Dew network has no scale limitatiatnéch would make it useful on farms or
boarders where it would be too difficult and imgieal to install fences or constantly send
patrols. "Most people could never afford the mangiote guard such large properties,” Sha-
pira says. "Instead, we've created this Smart @edotthe work. It's invisible to an intruder,
and can provide an alarm that someone has enteegurémises.” Each sensor can detect an
intrusion within a parameter of 50 meters at a obstbout 25 cents per sensor. A major be-
nefit of Smart Dew is that it is nearly impossilibesee. "Smart Dew is a covert monitoring
system," Shapira says. "Because the sensors fBrtlaet Dew wireless network are so small,
you would need bionic vision to notice them." E&rhart Dew sensor can be programmed
to monitor a different condition. The sensors catedt the presence of metal, sounds, tempe-
rature changes, carbon monoxide emissions, vilmistior light. Each sensor sends a radio
signal to a base station, which collects and aralytze data.

Advances in Data Safety Drawing Wider Attention
University of Texas at Dallas (03/25/09), D. Moore

University of Texas at Dallas (UTD) computer scisinB. Thuraisingham recently traveled

to Australia and Taiwan to discuss the school'saeh in the field of assured information
sharing. Thuraisingham is leading an effort, withDJprofessors L. Khan, M. Kantarcioglu,

and K. Hamlen, to develop an assured informatiaris lifecycle, with each researcher
working on a different challenge. Thuraisingham tlegeloped a prototype system for poli-
cy-based information sharing to handle untrustwoghrtners, Kantarcioglu has developed
techniques based on game theory to manage servikrtisy partners, Khan has developed
data-mining techniques to obtain defensive inforomabperations with untrustworthy part-

ners, and Hamlen is examining program rewritindgpégques that address offensive informa-
tion operations executed by untrustworthy partnétge are exploring the application of po-

licy-based information sharing for health inforneatiand beginning collaborations with

healthcare experts,” Thuraisingham says. "We @@ abplying semantic Web technologies
for information sharing and have projects with t&tional Science Foundation, the Intel-
ligence Advanced Research Projects Activity, aral National Geospatial-Intelligence A-

gency."

Senate Legislation Would Federalize Cybersecurity
The Washington Post (04/01/09), J. Warrick; W. Pings

The US Senate is considering legislation that wagiNeé the federal government an unprece-
dented amount of control over the security of th@am's information technology (IT) net-
works. The bill would broaden the US governmenyisetsecurity efforts to include private
IT systems that control important infrastructunegts as the electric grid and water systems.
In addition, the legislation would create the CGdfiof the National Cybersecurity Adviser,
which would report directly to the president aneéi®ee cybersecurity efforts across all fede-
ral agencies. The bill also calls on the Natiomatitute of Standards and Technology to cre-
ate measurable and auditable cybersecurity standaad both the government and private
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companies would be forced to meet. The legislatimo contains several other provisions,
including one that calls for an ongoing, quadrehagsessment of the US's cyberdefenses.
The introduction of the legislation comes amid @ne that a sustained attack on the nati-
on's private computer networks could compromisestart down the IT systems used by
banks, utilities, transportation companies, ancotdssential service providers. "People say
this is a military or intelligence concern, bus it lot more than that," says J. Rockefeller IV
(D-W.Va.), one of the bill's cosponsors. "It sudgegets into the realm of traffic lights and
rail networks and water and electricity."

Purdue, Rutgers Will Lead $30 Million U.S. HomelandSecurity Research Center
Purdue University News (04/02/09), F. Fiorini

Purdue University and Rutgers University will leal international research and education
group in a six-year, $30 million US Dept. of HomedaSecurity project dedicated to creating
methods and tools for the analysis and managenienassive amounts of information gene-
rated by missions in all areas of homeland secudgmeland Security's new Center of Ex-
cellence in Command, Control, and InteroperabiNtlf include Purdue and Rutgers teams,
which will contribute to developing new methodsatesist Homeland Security personnel in
preparing for, detecting, preventing, respondingatal recovering from terrorist attacks and
natural and man-made disasters. Purdue and 14 wthesrsities will focus on visualization
sciences, and Rutgers will explore data sciencksady the center has formed partnerships
with local, state, and national groups to provideversity researchers with real-world exam-
ples to test and refine technology. Purdue professd center director D. Ebert says turning
vast amounts of data into manageable informatiasitas to homeland security. "For examp-
le, in the event of a catastrophe such as a chéspdh natural disaster, disease outbreak or
a terrorist attack, information will be coming framany sources, including camera images,
data from sensors and simulations, and text doctsrfesm police and health-care agenci-
es,” he says. "The amount of information gathenarthd a crisis can be crushing if not ma-
naged correctly." Ebert says his team will expangbievious work by the Purdue University
Regional Visualization and Analytics Center.

French Lawmakers Reject Internet Piracy Bill
Associated Press (04/09/09), S. Sayare

French lawmakers have unexpectedly rejected dhaitlwould have created the world's first
surveillance system for Internet piracy, forcingehmet Service Providers to disconnect cus-
tomers accused of making illegal downloads in certases. The proposed law would have
allowed music and film industry associations tehiompanies to analyze the downloads of
individual users to detect piracy, and report wiolas to a hew agency overseeing copyright
protection. The agency would have been permittagséthe downloading computer's unique
Internet Protocol address to trace illegal downsoadindividuals. After the first violation the
agency would send a warning by email, while a sdagalation within three months would
warrant a second warning by certified mail, andhiedtviolation within a year would allow
the agency to force the service provider to terteirs@rvice. Music labels, film distributors,
and artists say that the bill is a decisive stegatd eliminating online piracy. An earlier ver-
sion of the bill was passed by the French Senatiewhen the bill was presented to a near-
empty National Assembly, it was rejected by a waft@1 to 15. The government plans to re-
submit the measure to both houses of parliameet #fe legislators return on April 27. So-
me French activists say that the law representgy@8Bther intrusion on civil liberties, and
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say that users downloading from public Wi-Fi hotspar masked IP addresses could be im-
possible to trace.

Researchers Enhance Spam Call Filtering
Helsinki University of Technology (04/02/09)

Helsinki Institute for Information Technology (HIl)Tresearchers are developing a new sys-
tem for filtering spam calls for Internet-basedef#ony. Internet-based telephone services
such Skype, which offers free calls using peerdgermetworks, are rapidly growing in popu-
larity, but they carry with them an increased midlspam calls. HIIT researchers J. Koskela,
J. Heikkila and A. Gurtov have developed a systemfiftering calls on peer-to-peer net-
works with more flexibility. The new system allowsers to accept calls from people who a-
re unknown to the user, but are in the contacthatf user's friends, or even friends of those
friends, instead of only accepting phone calls fioomediate friends or accepting all calls.
Users can be alerted about unknown callers befag answer as well. The increased flexi-
bility makes spam call prevention more practical] enakes it easier to filter unwanted calls.
The objective of the new system is to implemenagpplication integrating Host Identity Pro-
tocol and Peer-to-Peer Session Initiation Protogbich provides VolP and IM capabilities
using trust chains to prevent spam calls. A chgkethe system faces is finding a way to
form trust chains from call trace data without wirhg privacy. HIIT, a joint research institu-
te of the Helsinki University of Technology and tdaiversity of Helsinki, focuses on future
Internet research and basic and strategic reseansformation technology.

Should Online Scofflaws Be Denied Web Access?
New York Times (04/13/09) P. B4E. Pfanner

Policy makers attempting to make Internet acceselyiavailable while deterring digital pi-
racy face the dilemma of defining such access therea basic human right or a privilege
earned by good behavior. This issue was raisechtlgdey French lawmakers' rejection of a
plan advocated by President Nicolas Sarkozy, whalked for terminating Internet access
for people who disregard repeated warnings to s8ipg unauthorized file-sharing services.
"There's increasing understanding that broadbafdhdamental to basic economic and soci-
al participation," says Organization for EconomigoBeration and Development economist
S. Wunsch-Vincent. "Some people wonder whetherishi®nsistent with cutting off Internet
connections." In March, the European Parliamenptatba nonbinding resolution defining
Web access as a fundamental freedom that couldbenhgstricted by a court of law. Envi-
sional's D. Price says that although file shariggober-to-peer networks seemed to be flat-
tening worldwide, sites that offered alternativesibwnloading, such as streaming of pirated
movies, were quickly proliferating. Pirates alse agsorting to file-hosting services that let
users upload files that are too large to emaibg@ownloaded by others.

Cyber Spying a Threat, and Everyone Is in on It
Associated Press (04/09/09), P. Haven

The computers of Tibetan exiles and the US eledtgcid were recently breached by hac-
kers, highlighting the growing threat of cyber es@ige. The White House is currently finis-
hing a 60-day review of how the federal governnaam better use technology to protect e-
lectronic information such as the US's electricad, ghe stock market, tax data, airline flight
systems, and even nuclear weapon launch codedJShgept. of Homeland Security reports
that in 2008 there were 5,499 known breaches ofgo\&rnment computers by malicious
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software, a big jump from the 3,928 known breadhe®007 and 2,172 in 2006. A former
US government official says the hackers who comjsedthe electrical grid could have left
behind computer programs that will allow them terdpt service. He also says the sophisti-
cation of the attack indicates that it was statmspred and the government does not know
the extent of the attack because federal officalsnot monitor the entire grid. "We expect
that the attacks we've seen are only the tip ofdbleerg,” say the official, who requested a-
nonymity because he was not authorized to discatalsl "We follow the attacks to their
source, and many come from China."

A New Technology to Secure Integrated Systems andr€uits
Centre National de la Recherche Scientifique (04/029), L. Louis

The Laboratoire d'Informatique de Robotique et derdélectronique de Montpellier (LIR-
MM) has developed Secure Triple Track Logic (STTkghnology that reduces data leakage
in integrated circuits during electronic transagsioSTTL can protect the integrated circuits
in smart cards, SIM cards, processors, and otleeepiof hardware that need both data aut-
hentication and confidentiality. STTL reduces datkage from integrated circuits by up to
95%, compared to conventional logic circuits, tlglouwo distinctive features. STTL has
constant computation time and keeps the circutt8gp consumption at a steady level. LIR-
MM also has developed a framework for a collectibrsmall components, using STTL lo-
gic, capable of performing basic functions.

5from5



