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Overview 

Voice over IP (VoIP) is a key enabling technology, which provides new ways of communication. VoIP technologies take advantage of existing data networks to 

provide inexpensive voice communications worldwide as a promising alternative to the traditional telephone service. At the same time, VoIP provides the means 

for transmitting bulk unsolicited calls, namely SPam over Internet Telephony (SPIT). SPIT is, up to a given extend, similar to email spam. However, it is expected to 

be more frustrating because of the real-time processing requirements of voice calls. In this research work, we set the foundations of a holistic approach for 

management and handling SPIT. The proposed approach incorporates specific components for indentifying SPIT attacks, and proposing specific actions for 

countering them. Furthermore, the use of ontologies sets a common understanding of the SPIT domain and facilitates the reuse of the SPIT-related knowledge 

amongst VoIP stakeholders.   
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Problem and main goals of the Research 

The shift that VoIP technology seems to establish for telephony (from PSTN to IP networks), will not just allow the integration of advantages from both 

technologies, but of their drawbacks also. Specifically, the use of the Internet as the underlying infrastructure for voice communications, may introduce several 

new threats and vulnerabilities. One of these identified threats is similar to the email spam phenomenon, which in VoIP context, is called SPam over Internet 

Telephony (SPIT). SPIT constitutes a new type of threat in VoIP environments that demonstrates several similarities with email spam. These similarities include 

the use of the Internet to target groups of users, and the instantiation of bulk, unsolicited calls or instant messages. These threats might impede the further 

adoption and use of VoIP technologies. However, although VoIP and its basic protocol (SIP) have been introduced for more than a decade, the spam issue in 

VoIP has been only recently identified. This fact, gives us the opportunity to deal with SPIT, before it receives a realistic potential to growth and before it 

becomes proportional to the email spam problem.  

In this context, the main goals of the specific research were: 

 To study and understand the SPIT phenomenon. 

 To identify the SIP vulnerabilities that facilitate the conducting of SPIT violations and attacks.  

 To model the recognized vulnerabilities in an effort to define specific SPIT scenarios and patterns. 

 To define a set of SPIT identification criteria; helping the detection of SPIT attacks. 

 To construct an ontology (ontoSPIT), which describes the SPIT domain in an effort to facilitate the reuse of SPIT-related knowledge and to build specific 

rules for detecting and countering (handling) SPIT attacks.  

 To define a baseline anti-SPIT policy for better handling the SPIT phenomenon.    

VoIP: An emerging technology 

Voice-over-IP (VoIP) increasingly penetrates the telephony market, as it appears to be an attractive 

alternative compared to traditional telephony. This is mainly due to its seamless integration with 

the existing IP networks, to its low-cost, and to the use of computer-based soft-phones. Currently, 

VoIP services drift to the Session Initiation Protocol (SIP), due to its simplicity and its strong mar­ket 

acceptance. SIP is used for establishing communications between users, and provides services such 

as voice telephony and instant messaging (IM).  

The main advantages of VoIP technology are: 

Reduced network admin/operating costs 

 Integrated data/voice/video applications 

 Greater mobility options 

 Extends value of networking  

VoIP Technology (in)Security 

The rapid adoption of VoIP introduced new attack signatures, whilst new threats have been recorded which have not be reported in traditional telephony.   

SPIT: SPAM over Internet Telephony 

SPIT is considered the equivalent of email SPAM in VoIP environments. SPIT is defined as a set of bulk unsolicited voice calls or instant messages. Currently, 

three different types of VoIP spam forms have been recognized, namely: (a) Call SPIT, which is defined as bulk, unsolicited session initiation attempts in order to 

establish a multimedia session, (b) Instant Message SPIT, which is defined as bulk, unsolicited instant messages and it is well known as SPIM, and (c) Presence 

SPIT, which is defined as bulk, unsolicited presence requests so as the malicious user to become a member of the address book of a user or potentially of 

multiples users. 

In general, SPAM and SPIT share similar kinds of attack ideas and methods, such as automatic generation of bulk messages for cost reduction, impersonation of 

end users’ addresses, harvesting addresses, dictionary attacks, as well as zombies that may use unsuspected users’ machines for launching the end attacks. 

Despite these similarities between SPAM and SPIT, there are also major differences between them, which are summed up below:   

 Type of communication: Email communication is not real-time (asynchronous), while VoIP communication is both real-time (synchronous) and not real-

time (asynchronous) during its different phases of the sessions (synchronous during the session itself and asynchronous during the session’s establishment). 

 Time frame of communication: Due to the not real-time nature of email, users are acquainted to delays in such communications. However, such delays 

may not be acceptable by users in the VoIP context. 

 Means: Spam e-mail messages consists mainly of texts, hyperlinks, and sometimes images, while SPIT focuses mainly on phone calls (as telemarketers) or 

video sessions, and secondarily on texts. 

 Main impacts: A spam message may lead to disruption of activities and to moderated user annoyance. However, a SPIT call can cause significant network 

overload and considerable user annoyance due to sound. 

Anti-SPIT Techniques  

SPIT has received low attention until now, mainly due to its rather embryonic stage of employment. However, several anti-SPIT frameworks have been already 

proposed, focusing on countering the SPIT phenomenon by adopting concepts, approaches, and techniques mainly used for fighting email SPAM. The effectiveness of 

these tools is usually considered inadequate, mainly due to their ad-hoc nature, as well as due to the real-time nature of VoIP communications.  

Mechanism Prevent Detect Handle 

AVA   

Anti-Spit Entity   

Reputation/Charging   

DAPES  

PGM [  

Biometrics    

RFC 4474   

SIP SAML    

DSIP    

VoIP Seal     

VSD     

SPIT-related SIP Vulnerabilities 

Spam over Internet telephony (known as SPIT) consists of two parts: signalling and 

media data. Analyzing data content may be not only impractical but also not legal in 

many cases. Any call handling decision must be made in real-time before the actual 

media session starts. Therefore, the commonly agreed requirement of a SPIT solution 

is to detect the call as spam before the actual call happens, i.e. during signalling 

exchange stage. For this reason we examined the SIP protocol regarding its underlying 

threats and vulnerabilities, which might facilitate conducting SPIT attacks.  

The threats that we have identified are classified into four categories: (a) threats due 

to SIP protocol vulnerabilities, (b) threats due to the SIP protocol optional 

recommendations, (c) threats due to interoperability with other protocols, and (d) 

threats due to other (generic) security risks and are summarized on the following 

table.  

Vulnerabilities Category Recognized Threats 

Threats due to SIP protocol 
vulnerabilities: Exploit a 
mandatory characteristic in the 
description of the structure and 
functionality of the SIP protocol. 

 Sending ambiguous requests to proxies 
 Listening to a multicast address 
 Population of “active” addresses. 
 Contacting a redirect server with ambiguous 

requests. 
 Misuse of stateless servers 
 Anonymous SIP servers and B2BUAs. 
 Sending messages to multicast addresses 
 Exploitation of forking proxies 
 Exploitation of messages and header fields 

SIP’s Optional Recommendations: 
Exploit optional recommendations 
of the SIP protocol. 

 Exploitation of registrars servers 

Interoperability with other 
protocols:  Exploit weaknesses of 
protocols used by SIP 

 Exploitation of particular domains’ address 
resolution procedures 

Other Security Risks: Exploit 
security weaknesses 

 Monitoring traffic near SIP servers 
 Port scanning on well-known SIP ports 
 Proxy-in-the-middle 
 Exploitation of the record-route header field 

SIP Vulnerabilities regarding SPIT  

Modeling SIP Vulnerabilities using Attack Graphs 

Attack graphs is a formal means for modelling security vulnerabilities, together with all possible 

sequences of steps, that attackers might follow. In essence, attack graphs are graphs describing all 

likely series of attacks, in which nodes and edges represent the sequences of possible attacker steps. 

Through this way, we can recognize specific attack scenarios and patterns that will be used as our 

basis for SPIT attacks detection. The proposed attach graph regarding SPIT attacks are depicted in the 

next figure, while in the table, below, we present the relationships amongst the different types of 

attacks.  

SPIT-related Attack Graph SPIT Identification Criteria 

SPIT management requires, appropriate criteria in order to identify SPIT calls and/or messages. Such a list of criteria, categorized according to their role in SPIT 

calls/messages could be used as detection rules for identifying suspicious SIP messages and handle them in appropriate way.  The list of the proposed criteria are 

depicted in the following table.  

Identification Criteria Comments 

Caller/Sender Properties Criteria 

Caller/Sender Trustworthiness The address of the cal­ler­/sender is analyzed, so as to determine if she belongs to a specific list of potential spitters. 

Domain Trustworthiness The domain address is analyzed, in order to determine if the specific domain is a potential source of SPIT calls/messa­ges. 

Message Properties Criteria 

Path traversal 
A call or a message might pass through many intermediates before reaching its final destination. Thus, if a SPIT-suspicious 

domain is recognized in these headers, then the call or the message may be SPIT. 

Number of calls–messages sent in a specific time fra­me 
It analyzes the number of call (messages) attempts made in a specific time period by a user. If this number is greater than a 

predefined threshold, then the call (message) is characterized as SPIT. 

Receivers’ address patterns If the receivers’ ad­dres­ses follow a specific pattern (e.g. alphabetical SIP URI addresses), then the call (message) can be SPIT. 

Small percentage of answered/dialed calls 
It indicates the number of successful call completions from this cal­ler per a pre-defined time period, which is relative to the 

number of failed ones. 

Large number of errors 
When a user sends a large num­ber of INVITEs messages and the SIP proto­col returns a large number of error messages (e.g. 

404 Not Found), then this user may be a spitter. 

SIP Message size 
A set of SIP messages sent by a user to other users is analyzed. If the messages have a specific size, then they may have been 

sent by an automated (“bot”) software, therefore the call is considered as SPIT. 

Headers Semantics Analysis Criteria 

Headers Specific headers of a SIP packet are examined regarding their content   

Request- Messages The message body of the request messages is examined.  

Response Messages The message body of the response messages is examined.  

Reason Phrases The message body of the reason phrases presented in response messages is examined.  

Techniques adopted by email SPAM paradigm 

State-of-the-art frameworks for handling SPIT 

SPIT Attack Scenarios 

SPIT attack graph and the recognized criteria are capable of including and describing all possible practical attack scenarios. They are also applicable and reusable to 

several contexts. This fact facilitates the construction of the specific attack scenarios, which will provide us with the ability to reuse them in real-life VoIP systems. These 

scenarios could be used towards the specification of a specific set of SPIT identification and detection rules, thus identifying different types of malicious behaviours and 

react according to a predefined set of anti-SPIT protection rules. An example of such scenario is:  

Scenario: “The spammer is running her network card in promiscuous mode, capturing SIP or IP packets on a communication path. Next, she processes the received 

packets that were initially forwarded to a Registrar or a Proxy Server. Then, she extracts the To, Via, and Contact header fields from the SIP messages, creating a list 

of possible SPIT message recipients.” 

A SPIT-related Ontology (ontoSPIT) 

An ontology is an explicit specification of a conceptualization, which can be used to describe 

structurally heterogeneous information sources, helping both people and machines to communicate 

in a concise manner. In this context, we propose a conceptual model, based on an underlying 

ontology, which describes the SPIT domain. The ontology provides capabilities, such as modelling the 

SPIT phenomenon in a SIP-based VoIP environment, a common understanding of SPIT domain, as 

well as reusable SPIT-related knowledge interoperability, aggregation and reasoning. The use of the 

ontology, in accordance with the recognized criteria and the defined attack scenarios, as its 

underlying axioms and rules, could enhance the correlation and management of SPIT incidents. It 

could also support SPIT detection, thus facilitating the better protection of VoIP environments in a 

holistic, cooperative, and effective way.  

The proposed framework  

Based on the previous analysis, we propose a framework that manages the SPIT phenomenon in an holistic manner. More specifically, based on the set of recognized 

criteria and attack scenarios, we build specific conditions that trigger the activation on appropriate actions regarding the received SIP messages. This information is 

stored in the ontology model, which is capable of making conclusions and proposes appropriate actions for countering SPIT attacks. In the sequel, each VoIP domain 

chooses a desired combination of conditions and actions and defines its preferred anti-SPIT policy . In accordance, with that policy, the ontoSPIT system follows the 

rules defined by the policy and handles the recognized SPIT attacks.     
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