CARTHA A

CAPTCHA a contrived acronymfor "CompletelyAutomated PublicTuringtest to tell Computersand HumansApartdt A CAPTCHA

Security policies and audio CAPTCHA focused ofb&$Ed VolP

challengas atest that mosthumanscanpassbut currentcomputerprogramscannotpass

CAPTCHAhallengesare automatically
generatedand graded by a computer
Sinceonly humansare ableto return a
sensible response, an automated
Turing test embedded in the above

protocol canverify whetherthereisa

humanbehind the challengeccomputer

The proposed CAPTCHAust be: (a) Easyfor humansto pass ,(b) Easyfor a tester machineto

generateandgrad,.and(c) Hardfor a softwarebot to pass

CAMTTEA Aataierdesies
1. Visual CAPTCHASextor Imagebased

2. Audio CAPTCHASSpokenCharacteBased

3. LogicalCAPTCHASimplequestionbased

answerof a visual CAPTCHAdowever,an audio CAPTCHwould be really usefulto defendagainstautomatedunwantedaudio messages a VolP

Infrastructure

Inteqration

Twvpe the sight numbers:

[
T ‘ me CAPTCHA
:r_ P 2pam

ad bbooks.

We havea motherandherdaughter

Whoisthe youngerof thosetwo?

Audio CAPRTHEAIAndISPANV AVeDUae Nt M gREYSRITISPIT)

Audio CAPTCHAsere createdto satisfypeoplethat are visualimpaired and they want to registeror make use of a servicewhich demandsthe

SIP message exchange for CAPTCHA

ReseacbQuestion and Methodology

How do we developan effective CAPTCH#at humansare willing to take?Thisquestionstraddlesthe fields of humancomputer

Interactions(HCland computersecurity

The methodology we followed in order to answer adequately to the answer is (a) to propose a classificationof the

characteristics/attributesof an audio CAPTCHAD) to create CAPTCHAsasedon variouscombinationsof the attribues, (c) to

identify a strong publiclyfree bot, in order to test our producedCAPTCHAend (d) to validateour CAPTCHAsith & & S NJsRrdza €

tests

Audio CAITEA Ehatatteisitss

Duration

Automated Bot and Audio Analysiis

It ismadeby Jocheniormandit employsfrequency
andenergypickdetectionmethods Thechoicewas
basedon the bigsuccessate it hasto breachknown
audioCAPTCH@Google>30) andthe minortime
periodit needs Inthe figuresit showsthe
transformationof the audiofile andthe way it
managego identify the digits. TheaudioCAPTCHAS

wascreatedafter four unsuccessfuries
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Seairitiy Policy and Categniradioom

We propose a security policy that is consisted of rules, which can handle and identify the posdialgeediBttacks during theolP

Openlssue and Methodology
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communication.

Policies can be sorted into two basic types according to Sloman M.
Lupu E., namely: authorization policies and obligation policies.
Authorization policies are used to define access rights for a subject
(management agent, user, or role). They can be either positive (per
action on target object), or negative (forbid action on target object).
such, authorization policies are used to define access control rules
Implemented by several types of mechanisms in a network security
system, such as packet filters. Obligation policies are ewveygered
conditionaction rules are used to define what kind of activities a
subject (human or automated manager components) must perform
objects in the target domain. In the network security context, obligat
policies can be used to specify the functionality of mechanisms, suc
Intrusion detection systems (IDS).

We consider the Sipolicy as an obligation policy.

The open issue which appears with the utilization of ab@ged security Policy is that it should consist rules for identifyisgries

of attacks which can be accomplished by using or compromising the protocol or various applications vulnerabilities anpdnase

SIP protocol. The methodology we follow in order to create éb&#ed security policy is:

(a) Toanalyzethe policyinto distinctmodules,whichperform discreteprocedures

(b) Toidentify the attributes of eachmodule

(c) Todefinewith a formal and automatedwaythe connectionbetweenthose modules(APIs)

(e) Tofind a strict method to transformeveryrule-actionto a data presentationlanguagen order to be easilyintegratedto a SIR

BasedVolPenvironment

(f) Toidentify an efficientwayto enforcetheserulesin A SIPBasedcommunication

Policy modules
There are five main modules:

1. Application Attributesmodule which consists of the attributes which can exploited in order an attack to be

accomplished. The application attributes are based on (a) protocol attributes, (b) specific application methods, (c)asestem b

2. User/Default Preferencesodule, which recognizes the need of some entities to be treated in a special way

3. Rules and Countermeasure®dule, which is based on the above mentioned attributes and consists of strict defined

rules and the appropriate set of action for each one.

4. Detectionmodule, which takes as input the rules and it dynamically checks if a possible attack is accomplished and it

triggers the appropriate action.

5. Enforcementnodule, which is responsible whether the proposed action should be activated or not.

Implementation
Stepl: PolicyDevelopment

An electronic policy should contain policy rules, which are the condition that is fulfilled in order to identify that @hatsa

been set and the appropriate action to counterfeit it.

Step 2: Policy Integration in an SBased VolP Infrastructure

The SIP parselt is an automated process, integrated to the SER server and used to support the routing of the incoming SIP

messages. The SIP parser can scan SIP messages and extract the message attributes

The XML parserThe parser reads the XML policy into memory, and provides easy access to tag values of the document.

The policy enforcement (or decision) point. The input to it is the parsed xml document, together with the message attfibutes.

a condition described in the policy is met then the appropriate action is applied.
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