
CAPTCHA 

CAPTCHA is a contrived acronym for "Completely Automated Public Turing test to tell Computers and Humans Apart“. A CAPTCHA is a chal-

lenge-response test, or else a “human-or-bot” authentication means, based on open A.I. problems that most humans should be able to 

pass easily but current computer programs should be very hard to solve. Thus, any correct  solution to a CAPTCHA challenge is presumed to 

be from a human. There are three main CAPTCHA categories: (a) Visual, (b) Logical, and c) Audio CAPTCHA. 

A “human-or-bot” authentication means  for VoIP systems in the AmI context  The idea of the poster is based on Y. Soupionis on-going Ph.D. research at AUEB, being performed under the supervision of Prof. D. Gritzalis.  Alexios Mylonas receives founding from the Propondis Foundation. 
  

 

 

 

 

 

Figure 2: SIP message exchange for CAPTCHA 

Design methodology 

In order to develop an effective audio CAPTCHA that 

will achieve the optimal performance (high human 

success rate and very low bot success rate), we 

decided upon a number of audio CAPTCHA 

attributes/characteristics, which were selected via an 

incremental testing procedure consisting of five stages. 

In each stage of this procedure, we measured the 

CAPTCHA efficiency, namely the success rate of the bot 

and the success rate of humans. 

  

User and bot success  – Frequency and energy detection 
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Visual CAPTCHA  
(Text or image based) 

Logical CAPTCHA 
(Simple questions) 

Which day, from Thursday, 
Wednesday, Sunday, or Tuesday, 

is part of  the weekend? 

Audio CAPTCHA 
(Spoken character based) 

Regardless of the CAPTCHA category, each one of them must be: (a)  Easy for humans to pass, (b)  Easy for a tester machine to generate 
and grad, and (c) Hard for a software bot to solve. 

Audio CAPTCHA as an effective defense against SPIT attacks 

Audio CAPTCHAs were initially created to satisfy visual impaired users which wanted to register or make use of a service which demanded the 

answer of a visual CAPTCHA. However, audio CAPTCHAs can be a very effective defense against the SPIT problem in a VoIP infrastructure. 

VoIP popularity and the SPIT issue 

VoIP is an emerging technology which utilizes traditional data networks to provide in-

expensive voice communications worldwide as a promising alternative to the traditional 

PSTN telephony.  Due to this fact, VoIP solutions have gained wide-spread popularity from 

home users to enterprises. Unfortunately, its popularity makes VoIP particularly interesting 

to attackers, which can target and exploit its features for their benefit. 

One potential source of user annoyance in VoIP environments is the problem of SPam over 

Internet Telephony (SPIT). 

VoIP Spammers, namely “spitters”, are exploiting VoIP to call individuals and produce audio 

advertisements through the use of bots. 

USA VoIP statistics  

Residential Subscribers, 
2006  

9.6 Million Dollars 

Residential Subscribers, 
2010  

44.0 Million Dollars 

Vonage Subscribers, Q2'06  1.8 Million Dollars 

Revenues, 2005  $1.1 Billion Dollars 

Mobile VoIP Revenues, 2012  $18.6 Billion Dollars 

Fixed VoIP Revenues, 2012  $11.9 Billion Dollars 

SMB Spend, 2005  $2.1 Billion Dollars 

SMB Spend, 2010  $8.9 Billion Dollars 

Spend on Equipment, 2008  $5.8 Billion Dollars 

Subs Growth per Month  100.000 Dollars 

Figure 1: Audio CAPTCHA attributes/characteristics 

VoIP Integration 

In order to test the bots in a VoIP environment we decided that the implementation procedure should consist of three stages: 

Stage 0: When the callee’s domain receives a SIP INVITE message, there are three possible distinct outcomes: (a) forward the message to 

the caller, (b) reject the message, and (c) send a CAPTCHA to the caller. 

Stage 1: An audio CAPTCHA is sent (in the form of an 182 message) to the caller. In the proposed implementation, the caller is replaced by a 

bot. The bot must record the audio CAPTCHA, reform it to an appropriate audio format, and identify the announced digits. 

Stage 2: When the bot has generated an answer, it forms a SIP message that includes the DTMF answer. The answer is sent, as a reply to 

the CAPTCHA puzzle. If the caller does not receive a 200 OK message, then a new CAPTCHA is sent and the bot starts recording again. 
 

The above procedure should be completed in a specific time frame. This time frame begins when the whole audio file (CAPTCHA) has been 

received by the caller, and expires when the allowed timeout for user input (the answer) is exceeded. The duration of the CAPTCHA play-

back does not affect the time frame because the waiting time for an answer starts when the playback is complete. If there is no answer 

before the timeout, then the bot is allowed for another try.  

We propose an indicative timeout of six (6) seconds for the answer and a total number of three (3) attempts. This will give adequate time 

to humans to answer the CAPTCHA, as well as limit the effectiveness of a potential automated brute-force attack against the CAPTCHA. 
 

Automated bot and audio analysis  

– Speech recognition 
The second bot, which was used against the proposed 

CAPTCHA was a widely used, state-of-the-art and open-

source speech recognition system, namely SPHINX. 

Figure 5: Sphinx-4 Architecture 

Bot success – Speech recognition 

SPHINX performance was really poor against the proposed 

CAPTCHA,  achieving a low 27% success rate only in stage 1.  

In stages 2 and 4 the success rate was 0.7-0.8%, whereas in 

stages 4 and 5 it was practically zero (~ 0,003%). 

The main issue  for the above results is that such speech recognition tools are effective only in “controlled” conditions, 

such as with only one speaker, without any noise. Moreover, these methods are demanding in hardware and time resour-

ces, because they use combinations of speech recognition methods. Additionally, they do not focus on how quick they 

reach a result, but rather on how correct the result is. 

Automated bot and audio analysis  
– Frequency and energy detection 
One of the bots that was used to test the propo-

sed CAPTCHA efficiency is developed by J. van 

der Vorm. It employs frequency and energy peak 

detection methods. 

The selection of this bot was due to its high 

success rate against known audio CAPTCHA 

(Google >30%), as well as to the limited time it 

requires to generate the result. 

Selected attributes 
The attributes that were selected for the production of our CAPTCHA are the following: 

1. Vocabulary: 1) A data field (pool of characters) consisting of ten one-digit numbers (0-9) is used, allowing the users to respond to the 

CAPTCHA using the DTMF method. 2) A variable number of characters is also used in order to harden automated analysis, and 3) Since the 

mother tongue of the users is playing a major role in achieving high human success rate, our CAPTCHA can be easily adjusted to the mother 

tongue of the users. 

2. Noise : 1) Noise has been added to each and every digit of the audio CAPTCHA as well as between the digits, creating high-energy peaks, 

resulting the bots being unable to segment the audio file correctly. 2) Use of sound distortion techniques is also implemented, preventing bots 

from isolating the spoken characters from the voice message correctly. 

3. Duration: The proposed CAPTCHA avoids using fixed time intervals in order to harden the automated analysis. 

4. Audio production: 1) The generation of the audio CAPTCHA files is done periodically to avoid real-time overhead as the production is a 

resource intensive process and 2) Avoid producing the generation of identical snapshots for extended periods of time. Moreover, different 

announcers are used, having the announcer of each and every digit selected randomly.  

The digits of the CAPTCHA are distributed randomly in the available space. 

Conclusions 
The proposed CAPTCHA, which aimed to address the SPIT problem in VoIP environments, has achieved a considerable 

human success rate, as well as a low success rate against two widely known bots. For future research, we envisage to 

compare the proposed CAPTCHA with additional audio CAPTCHA implementations [5] and aim at optimizing further its 

success rate, mainly against frequency and energy detection bots. 

Figure 6: SPHINX success rate vs. proposed CAPTCHA 

Source: 
http://www.metrics2.com/blog/2006/09/25/voip_by_
the_numbers_subscribers_revenues_top_servi.html 

Figure 3: Frequency and energy analysis  

Figure 4: User and bot success rates 


