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Privacy 

Ç User privacy over the Internet is at stake.  

Ç ICT are often accused for facilitating surveillance exploiting Internet capabilities. 

Ç Disclosure of sensitive information (political views, religion etc.). 

Security 

Ç Insider threat prediction via Social Media using  automated psychosocial evaluations. 

Ç Examination of the predisposition towards malevolent behavior via Social Media. 
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Introduction 

Ç Rapid explosion of Social Media, which contain user generated content. 

Ç Multiple usage purposes (professional, amusement, communication, etc.). 

Ç Users transfer their offline behavior to the online world [1]. 

Ç Changes in social dimensions of information sharing and (mis)use. 

ÇOpen Source INTelligence (OSINT) in the service of profiling and data processing. 

Ç Constant battle between security and privacy in Social Media. 
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Conclusions 

ÇUser/Usage profiling leads to classifying users into predefined categories. 

ÇBoth social media offer mechanisms that facilitate the data collection process. 

ÇExamination of delinquent behaviour, so as to mitigate the insider threat. However, it 

should be only applied to certain cases (e.g., critical infrastructures staff appointment). 

ÇProactive individuals/organizations protection capability. 

ÇThis topic combines well with similar experience and publications of our Lab [5-11].     

Figure 1:  YouTube Tag Cloud 
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ÇMethodology: 

üExamine user's content (i.e. comments, videos, video 

lists), via machine learning techniques, so as to draw 

conclusions over the categories of interest it falls into. 

üDraw video conclusions through its comments. 

Twitter 

ÇSecurity: Predict the insider via  Narcissism [3]. 

üNarcissism: Trait closely connected to the manifestation of malevolent insiders. 

 

 

 

 

 

 

 

Crawled Greek community consists of: 

YouTube 

ÇSecurity: Predict the insider via  her  

attitude towards law enforcement [1]. 

üThe anger towards  authorities  may 

lead to  delinquent behavior. 

 

 

 

 

Crawled Greek community consists of: 

ÇPrivacy: Raise user awareness [2] over: 

(i) Political profiling. 

(ii) Data processing  for discriminative 

 purposes. 1.075.859 
users 

41.818 
fully crawled 

users 
2.043.362 

comments 

207.377 

videos 

12.964 

users 
7.125.561 connections  

among them. 

Ç Insider Threat Prediction: 

üTrain classifier to detect content 

(comments) that expresses 

negative attitude towards law 

enforcement and authorities. 

ÇMethodology: 

üAnalyse each user under the prism of usage deviation, using graph theoretic tools. 

ÇExamination of: 

üUsage intensity valuation (based on the content generated by the user). 

üKlout score (based on the rate of the ǳǎŜǊΩǎ participation in the medium). 

ü Influence (based on the number of involving users on ǳǎŜǊΩǎ tweets). 

Figure 5:  Proposed Twitter user taxonomy 

ÇhǳǘƭƛŜǊΩǎ common characteristics lead to the following user taxonomy: 

Figure 3:  Logistic  Regression metrics Figure 4:  Multinomial Logistic Regression Metrics 

ÇPolitical Profiling: 

üTrain classifier to detect Radical 

(R), Conservative (C) and Neutral 

(N) content in comments. 

ÇUsers assigned to category News Media & Personas express narcissistic behaviour. 

ÇPredisposed negatively users 

towards law enforcement are 

likely to manifest malevolently. 

ÇRegarding their content, users can 

be classified into 3 broad categories 

of political affiliation. 

Figure 2:  Conclusion process 


