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Introduction Security
C Rapidexplosionof SociaMedia, which containusergeneratedcontent C Insiderthreat predictionvia SociaMediausing automatedpsychosociagvaluations
C Multiple usagepurposedprofessionalamusementcommunication etc.). C Examinatiorof the predispositiontowardsmalevolentbehaviorvia SociaMedia
C Userdtransfertheir offline behaviorto the onlineworld [1]. Privacy
¢ Changesn socialdimensionsof information sharingand (mis)use C Userprivacyoverthe Internetis at stake
C OpenSourcelNTelligencgOSINTIN the serviceof profilinganddataprocessing C ICTareoften accusedor facilitatingsurveillanceexploitingInternet capabilities
¢ Constantattle betweensecurityandprivacyin SociaMedia C Disclosuref sensitiveinformation (political views, religionetc.).
YouTube Twitter
C Security Predict the insider via her C Privacy Raise user awareness [2}er: C Security Predictthe insidervia Narcissisnj3].
attitude towards law enforcement [1]. (i) Politicalprofiling. U NarcissismTraitcloselyconnectedto the manifestationof malevolentinsiders
U The anger towards authorities may (ii) Data processindor discriminative CrawledGreekcommunityconsistof:
lead to delinquent behavior. purposes. 1.075.859
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C Methodology

U Analysesachuserunderthe prismof usagedeviation,usinggraphtheoretictools.

C Examinatiorof:
U Usagantensityvaluation(basedon the contentgeneratedby the user)
U Kloutscore(basedon the rate of the dza Spidd#pationin the medium)

U Influence(basedon the numberof involvinguserson dza StiMdata).

C h dzi f corBmizharacteristicdeadto the following usertaxonomy

Category Influence Valuation | Klout Score | Usage Valuation

Loners 0-90 3.55-11.07 0-500
Individuals 90 - 283 11.07 - 26.0 500 - 4500
Figurel: YouTube Tag Cloud Know Users 283 - 1011 26.0 - 50.0 4500 - 21000
. News Media & Personas 1011 - 3604 50.0-81.99 21000 - 569000
G Methodology User ) Figure 5 Proposed Twitter user taxonomy
U Examineuser'scontent (i.e. comments,videos,video \
Video C Usersassignedo categoryNewsMedia & Personagxpressarcissistidoehaviour

lists), via machinelearningtechniques,so asto draw

conclusion®verthe categorief interestit fallsinto. Comment Conclusions

U Drawvideoconclusionghroughits comments C User/Usagerofiling leadsto classifyinqusersinto predefinedcategories

Figure 2 Conclusion process | | | N |
C Bothsocialmediaoffer mechanismghat facilitate the datacollectionprocess

G InsiderThreat Prediction G PoliticalProfiling, C Examinationof delinguent behaviour,so asto mitigate the insiderthreat. However, it
U Train classifierto detect content U Train classifier to detect Radical . . L .
shouldbe only appliedto certaincaseqe.g., critical infrastructuresstaff appointment)
(comments) — that  expresses (R), Conservative(C) and Neutral C Proactivaendividuals/organizationprotection capability
negative attitude towards Ilaw (N)contentin comments

C Thistopic combineswell with similarexperienceand publicationsof our Lab[5-11].
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