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Introduction 

 Security of Information Systems is a major issue for every organization. 

 A security incident may result in loss of availability, confidentiality or 

integrity of assets for the organization. 

 RA/RM is very important for organizations in order to protect their assets, 

maintain their continuity and their quality of services. 

 There are several RA/RM methods to choose from. 

 There are specific similarities and differences between the RA/RM methods. 

 There are RA/RM methods that are more appropriate than others, in order 

to perform risk assessment in an organization according to its needs. 

 There is no formal method to evaluate the various RA/RM methods. 
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Evaluation Table 

Evaluation Scale & Weight 

Very Poor 2 

Poor 4 

Fair 6 

Good 8 

Very Good 10 

Flexibility Scale & Weight 

No Flexibility 3 

Relatively Flexible 6 

Flexible 9 

Conclusions 

 Standardized criteria for the evaluation of the RA/RM methods do not exist. 

 Many researches suggest their own criteria based on previous work or experience. 

 Usage of the suggested criteria is limited and the respective comparison includes only a few number of 

RA/RM methods (usually 2-4 methods). 

 Most of the RA/RM methods use a qualitative model analysis and are supported by at least one software 

tool. 

 Most RA/RM methods are technologically outdated (latest update more than five years ago).  

 A framework for comparison and evaluation of the existing RA/RM methods is a necessity.   

 Each organization should weight the evaluation criteria (using AHP) and choose the most appropriate 

RA/RM method which fits its needs. 

Usability Level Scale & Weight 

Non Satisfactory 3 

Relatively satisfactory 6 

Satisfactory 9 
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Validity 

• Phases 

• Preparation (1) 

• Risk Identification 
(2) 

• Risk Analysis (3) 

• Risk Assessment (4) 

• Type of Analysis 

• Qualitative 

• Quantitative 
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• Complexity 
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with  standards 
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(type, size) 
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Overall Evaluation Score (with ranges) 

Very Poor 35-39 

Poor 40-44 

Fair 45-49 

Good 50-54 

Very Good 55-59 

http://www-misc.aueb.gr/new-identity/logos/b.LOGO-KATHETO_1.jpg

