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Introduction

 Insider threat: Major issue in cyber and corporate security

[ Rapid explosion of participation and increase of user generated content in OSN
dUsers transfer their offline behavior to the online world

(JOpen Source INTelligence (OSINT) in the service of profiling and data processing
[ Exploitation of user chronicity to detect deviations in the digital world

dDeviations may be related to experiencing increased stress levels

User chronicity

A Chronicity refers to the usage deviations that users may exhibit within the context of
OSN over time

] Detect usage pattern fluctuations of users’ OSN generated content

[ Split users’ usage patterns into weekly time periods

1 Form clusters based on the usage patterns manifested in user’s digital life

[ Clusters with the least populations indicate potential usage deviations
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Figure 1: Accessed information
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(J Detect usage deviations in user’s digital life

J Examine usage behavior in time periods of one week

(J Detect the least populated clusters as the deviating ones
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J Methodology:

» Examine user's content in order to detect deviations over user’s usage behavior
» Classify content into predefined categories of interest

» Analyze usage behavior based on chronicity metrics

» Form clusters of similar usage behavior and detect the deviating ones
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Figure 2: Chronicity analysis — Clusters of usage patterns

Metrics
SVM
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] Content classification:

belonging to: (a) sports, (b) music,

(c) politics, and (d) miscellaneous.

Figure 3: Support Vector Machines metrics
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Figure 4: Chronicity analysis metrics

[ Decision process:
» Analyse each user’s content using the SVM classifier and the chronicity analysis
metrics

» Perform clustering using a voter as depicted in Fig. 5
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Figure 5: Overall decision process

Conclusions

[ User classification facilitates user/usage profiling offered by OSINT.
J Ability to detect deviating time periods in user’s online behaviour.

J Deviations in digital behaviour may indicate predisposition of delinquent behaviour.

- Perform chronicity analysis so as to mitigate the insider threat. However, it should be
only applied to certain cases (e.g., critical infrastructures staff appointment).

[ Proactive individuals/organizations protection capability.

[ Ability to enhance protection against the insider threat in business process security

management systems.
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