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** Development of a Nessus parser, written in Java, for

automatic results exportation Sl Security Extended
¢ Proposal of a Penetration Testing Report template Engineering Assessment analysis of all

extended methodology stages

Basic Principles | |
% There is no perfect methodology Penetration Testing proposed Methodology: Stages

suitable for any purpose
** All phases of a penetration testing

methodology are equally important : "
. 5Y ey Planning and Vulnerability o
** The success of a stage depends on ) e . Exploitation

. Preparation ldentification

the success of the previous stages

¢ Technology is no help for a
enetration tester without a e Agreement e Passive and e Automated tools e Optional e Password e Concise

P

proper methodology between parties Active e Specific purpose cracking e Clear
¢ The results of a penetration testing e Rules of e Network tools e Backdoor e Self-explanatory

must be concise, clear and fully engagement Mapping e Techniques for installments e Remediation

understood by the management

validation

actions

Nessus parser and report compilation Penetration Testing Proposed Methodology: Tools

The Nessus tool parser
opens a .csv file, and
reads it. Each line
represents an object of a

C'aSS-_Tth%S? ObJ'ZCtS -lnes—Information  Vulnerability Exploitation Maintaining
are printea in a .aocx - . [ .
output file created Gathering Identification Acess

automatically by the

parser. The parser creates

the output according to
these rules:

* The vulnerabilities are Nmap
grouped by each host.

* The vulnerabilities are
shown in a descending
form, Critical — Medium Fierce
— Low — Informational.

* The fields shown are IP
address, Description,
CVSS, CVE, port,
synopsis and solution.
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