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Thesis scope 
 Five major penetration testing methodologies: ISSAF, NIST, 

OSSTMM, PTES and PTF 
 Comparison analysis of methodologies on specific criteria 
 Proposal of a unified penetration testing methodology 
 Proposal of a penetration testing tools set 
 Lab Setup and Results Analysis of a Penetration Testing 

scenario 
 Development of a Nessus parser, written in Java, for 

automatic results exportation 
 Proposal of a Penetration Testing Report template 

  Conclusions 

 Planning and Preparation are usually overlooked by the 

penetration testing team. 

 Information Gathering stage is the stage that provides the next 

stages with information. 

 Vulnerability Identification stage results must be verified 

through Validity processes. 

 Exploitation occurs only after there has been an agreement with 

the tested party. 

 Maintaining Access involves password cracking and installation 

of backdoors. 

 The preparation and creation of the report is a procedure that 

must be written and presented in an understandable way. 

 All tasks must be executed by well-trained personnel.  
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Basic Principles 
 There is no perfect methodology 

suitable for any purpose 
 All phases of a penetration testing 

methodology are equally important 
 The success of a stage depends on 

the success of the previous stages 
 Technology is no help for a 

penetration tester without a 
proper methodology 

 The results of a penetration testing 
must be concise, clear and fully 
understood by the management 
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Penetration Testing Methodologies 

Penetration Testing proposed Methodology: Stages 

Planning and 
Preparation 
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Information 
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Penetration Testing Proposed Methodology: Tools 
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Nessus parser and report compilation 
The Nessus tool parser 

opens a .csv file, and 

reads it. Each line 

represents an object of a 

class. These objects - lines 

are printed in a .docx 

output file created 

automatically by the 

parser. The parser creates 

the output according to 

these rules: 

• The vulnerabilities are 

grouped by each host. 

• The vulnerabilities are 

shown in a descending 

form, Critical – Medium 

– Low – Informational. 

• The fields shown are IP 

address, Description, 

CVSS, CVE, port, 

synopsis and solution. 
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