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Abstract. Online Social Networks (OSN) are not only a popular communication and entertainment platform but also a means of self-representation. In this paper, we adopt an
interdisciplinary approach combining Open Source Intelligence (OSINT) and user-generated content classification techniques with a user-driven stress test as applied to a Greek
community of OSN users. The main goal of the paper is to study the chronicity of the stress
level users experience, as depicted by OSN user generated content. In order to achieve that,
we investigate whether collected data are able to facilitate the process of stress level detection. To this end, we perform unsupervised flat data classification of the user-generated
content and formulate two working clusters which classify usage patterns that depict
medium-to-low and medium-to-high stress levels respectively. To address the main goal of
the paper, we divide user-generated content into chronologically defined sub-periods in
order to study potential usage fluctuations over time. To this extent, we follow a process
that includes (a) content classification into predefined categories of interest, (b) usage pattern metrics extraction and (c) metrics and clusters utilisation towards usage pattern fluctuation detection both through the prism of users’ usual usage pattern and its correlation to
the depicted stress level. Such an approach enables detection of time periods when usage
pattern deviates from the usual and correlates such deviations to user experienced stress
level. Finally, we highlight and comment on the emerging ethical issues regarding the classification of OSN user-generated content.
Keywords: Online Social Networks (OSN), Open Source Intelligence (OSINT), Privacy,
Usage Pattern Deviation, Stress Detection, Insider Threat, Threat Intelligence.
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Introduction

Modern mediated means of communication have been radicalised by the introduction of Web
2.0 (O'Reilly, 2009), where users are not mere observers. Instead, they are able to contribute
and thus become content generators. As a result, another aspect of users’ behaviour and personality is manifested within the context of Online Social Networks. Initial debate on whether
users present their real self when being online or not has concluded to differentiated results;
Amichai-Hamburger and Vinitzky indicated that users tend to transfer their offline behaviour
online (Amichai-Hamburger and Vinitzky, 2010) while Tufekci (2013) introduces some conceptual issues which question that. These results may be used to further study human behaviour
and personality through the prism of OSN usage patterns and what they depict.
These studies have introduced and widened the area of psychosocial characteristics detection and extraction, making it possible to examine users’ OSN behaviour (Rogers, Smoak and
Liu, 2006). This area has been further developed by the use of Open Source Intelligence (Best,
2008) which is defined as “data produced from publicly available information that is collected,
exploited, and disseminated in a timely manner to an appropriate audience for the purpose of
addressing a specific intelligence requirement” by the US Dept. of Defense. Further research
has indicated that a variety of psychosocial characteristics (e.g., predisposition towards law
enforcement, narcissism, various personality traits etc.) may be extracted via Open Source Intelligence (OSINT), produced in the context of OSN and by further data mining (Kandias et al.,
2013a) or graph theoretic processing (Kandias et al., 2013b). Regarding possible applications
of the results, research indicates that when a person experiences stress, she is more vulnerable
to fall prey to third parties, overcome moral inhibitions, or manifest deviant behaviour (Greitzer

et al., 2012; Shaw et al., 1998; FBI, 2012). These research papers indicate that stress can be an
important indicator when analysing potential insiders, in advanced Threat Intelligence feeds
and in forensics analysis of past incidents.
Our major contribution relies on the development of a method that extract results and statistics over the stress level that usage patterns depict through the prism of the “chronicity” of
OSN usage. The term chronicity refers to the usage deviations that users may exhibit in the
context of OSN over time. To this extent, we selected a Greek community of OSN users (after
accepting their informed consent) and classified its members to detect their stress levels over
time.
Initially, we conducted unsupervised flat data classification to explore the dataset and formed two working clusters that detect overall usage patterns. The first cluster included mainly
users with medium-to-high and high stress level, according to the stress test, while the second
cluster included mainly users with low and medium-to-low stress level. In this process, the
results of the user-driven stress test were utilised only to calculate the amount of users who
were classified in each cluster. One could argue that these results could be linked to the Big-5
trait of neuroticism (Hayes and Joseph, 2003), but analysing this is beyond the scope of this
paper and will be addressed in our future work.
In order to study deviations that appeared in the users’ OSN usage pattern we utilised machine learning techniques so as to categorise user content into predefined categories of interest
(sports, music, politics and miscellaneous). We also examined usage patterns over time in order
to form clusters of similar characteristics. For doing so, we developed a series of usage chronicity metrics and fed them to a classification/polling scheme, similar to other relevant classification methods (Veeramachaneni and Arnaldo, 2016), that decides over the usage fluctuations
of the OSN. Forming clusters of similar (OSN-usage) time periods enables detection and
matching of usage patterns and time fractions. We tested several time-windows, varying from
one day to one month, and observed that the time-span of one week suits better the purposes of
our research. As a result, rarely observed usage patterns are considered potential deviations
from usual, which may mean that the user has experienced real-time events that have consequently affected the OSN usage pattern. We have formed and evaluated eight usage pattern clusters that share similar characteristics and correlated them with users’ stress levels.
These methods inherently include a series of ethical issues along with conflicts between
stakeholders. Regarding the ethical issues, the methods may interfere with user privacy and
lead to a social threat. Regarding the conflicts, it is understandable that law enforcement, crime
prevention agencies or even employers or HR managers may request to “connect the dots” and
combine information about potential suspects or employees respectively. At the same time,
citizens/employees demand that their privacy be respected. Thus, processing user-generated
content could be ethically acceptable solely under strict terms and conditions and given the
informed consent of the user.
The paper is organised as follows: in section 2 we review the existing literature. In section
3 we describe the dataset collection methodology. In section 4 we describe statistical and content analysis of the dataset. In section 5 we describe the flat data classification method. In section 6 we describe the chronicity analysis and quote our results. In section 7 we discuss the
ethical issues. Section 8 concludes the research results.
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Related work and motivation

The advent of Web 2.0 has contributed to the transformation of the average user from a passive
reader into a content contributor. Web 2.0 and OSN have, in particular, become a valuable
source of personal data, which are available for crawling and processing, allowing for the extraction of a variety of evaluations through them. Data Science was applied to Psychology issues
only recently. The existing literature includes studies that focus on the area of personality, psychopathology and behaviour in relation to OSN usage.
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2.1

Psychology-focused studies

Regarding personality traits and OSN usage, research highlights that in the context of OSN,
users reveal their actual personality rather than self-idealisation (Back et al., 2010). This is
further supported by another research that highlights a strong connection between personality
and Facebook usage (Amichai-Hamburger and Vinitzky, 2010), supporting that users tend to
transfer their offline behaviour online. To this extent, Rosenberg and Egbert (2011) investigates
the utility of personality traits and secondary goals as predictors of self-presentation tactics
employed by Facebook users. Furthermore, the Big-5 model (Hayes and Joseph, 2003) is studied through the prism of OSN usage. Ross et al. (2009) investigates how the 5-Factor Model
of personality relates to Facebook use. They demonstrate a series of correlations between the
Big-5 elements and the Facebook usage (e.g. individuals high on the trait of extraversion belong
to more Facebook groups but do not have significantly more friends). Similar results are shown
by Bachrach et al. (2012) about how users' activity on Facebook relates to their personality, as
measured by the standard Big-5 Model, where they attempt to predict personality traits on the
basis of Facebook usage patterns. Another research examines the influence of all Big-5 personality traits on Facebook usage and the interactions of traits in this context based on Torgersen’s
typological approach (La Sala, Skues and Grant, 2014). Further research based on the Big-5
personality traits and the use of OSN reveals differential relationships between them and highlights the ability to extract correlations (Hughes, Rowe, Batey and Lee, 2012; Quercia et al.,
2012; Correa et al., 2010; Ryan and Xenos, 2011). In these studies, personality traits are studied
(openness, conscientiousness, extraversion, agreeableness, neuroticism) and correlated to a series of Facebook usage metrics, such as usage intensity, post length, time of engagement, number of posts per day, etc. These publications show that the higher the openness score is, the
higher the number of likes and posts per day are. On the other hand, the higher the conscientiousness, the lower the number of likes and posts per day. Furthermore, extraversion is directly
connected to the number of likes, posts per day and group associations. However, there are
studies such as Tufekci (2013) which have introduced some conceptual issues which question
the aforementioned.
Research has also focused on psychopathology issues and the way they are related to OSN
usage. Depression seems to gain more attention with Pantic et al. (Pantic et al., 2012) studying
it through the prism of the time spent using OSNs. Skues et al. (Skues et al., 2014) try to detect
associations between depression and Facebook use. Jelenchick, Eickhoff and Moreno (Jelenchick, Eickhoff and Moreno, 2013) do not find evidence supporting a relationship between
OSN use and clinical depression. Another attempt on a broader spectrum of disorders (schizoid,
narcissistic, antisocial, compulsive, paranoid and histrionic personality disorders and major depression, dysthymia and bipolar-mania mood disorders) checks into whether the use of specific
technologies or media, technology-related anxieties and technology-related attitudes would
predict clinical symptoms of disorders (Rosen et al., 2013). Finally, researchers have examined
if criteria regarding users’ profiles could discriminate among individuals who were higher and
lower in social anxiety (Fernandez, Levinson and Rodebaugh, 2012).
Another group of studies focuses on users’ behaviour, their personality dependencies and
OSN usage. (Alloway, Runac, Quershi and Kemp, 2014) examine the relationship among use
of Facebook, empathy, and narcissism in adults. Narcissism has been studied by Bergman et al.
(Bergman et al., 2011) who examine the link between narcissism and both OSN activities and
motivation behind them. Carpenter (Carpenter, 2012) measures self-promoting/narcissistic Facebook actions and anti-social behaviour. Clayton et al. (Clayton et al., 2013) examine the relationships between loneliness, anxiousness, alcohol and marijuana use in the prediction of college freshman students’ connections with others on Facebook, as well as their emotional connectedness to Facebook. College student performance and quality of life, in conjunction with
Facebook usage, is studied by Kabre and Brown (Kabre and Brown, 2011).
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2.2

Computer-science-focused studies

Regarding the research carried out by computer scientists, Kandias et al. (2010) propose a combination of technical and psychological approaches towards detecting malevolent insiders, while Greitzer et al. (2012) took into consideration the psychosocial perspective of an insider.
Greitzer et al. (2012) developed a psychosocial model to assess employees’ behaviour that
could lead to insider abuse with an increased risk. According to that research, stress has been
found to be a very useful indicator regarding insider threat manifestation. This result has been
supported by other researchers, too (Shaw et. Al, 1998, FBI, 2012). As a results, stress level
could be consider as an Indicator of Compromise in cyber fraud involving malevolent insiders.
Brdiczka et al. (2012) propose an approach that combines Structural Anomaly Detection from
social and information networks and psychological profiling of individuals to identify threats.
Personal factors that may increase the likelihood of someone developing malevolent behaviour
is proposed by FBI (2012) and Greitzer and Frincke (2010).
Opinion mining, sentiment analysis, and relational or flat data classification techniques
(Witten and Frank, 2005) are computational techniques used in social computing (King et al.,
2009). Social computing is a computing paradigm that involves multidisciplinary approach in
analysing and modeling social behaviour on different media and platforms to produce intelligence and interactive platform results. One may collect and process the available data so as to
draw conclusions about a user’s mood (Choudhury and Counts, 2012). Choudhury and Counts
explore ways in which expressions of human moods can be measured, inferred and made visible/exposed from social media activity. As a result, user and usage profiling and conclusion
extraction from content processing are more feasible and valuable than ever. Researchers have
examined the psychosocial traits described by Shaw and other researchers (Shaw et al., 1998;
Greitzer and Fincke, 2010), indicating that such characteristics can be extracted via social media. To this extent, conclusions over traits, such as narcissism (Kandias et al., 2013a) or predisposition towards law enforcement (Kandias et al., 2013c; Kandias et al., 2013d) have been
extracted via Twitter and YouTube, demonstrating the capability of online monitoring of users’
malevolent behaviour.
Automated user profiling can lead to accurate prediction of personal information, such as
ethnicity, religious or political views (Kosinski et al., 2013; Kandias et al., 2013b). Jakobsson
et al., as well as Ratkiewicz (Jakobsson et al., 2008; Jakobsson and Ratkiewicz, 2006) have also
carried out research on a realistic social media environments regarding online fraud experiments, such as phishing, with respect to users’ privacy. Such approaches are proposed as a
reliable way to estimate the success rate of an attack in the real world and as a means to raise
user awareness on the potential threat. The researchers note the social threat that emerges from
automated user and usage profiling (Mitrou et al., 2014).
Further information on the detection of usage pattern deviation in social media is feasible.
Usage patterns tend to vary during different time periods or during particular life events. Such
changes have also been examined by Facebook’s Data Science Team. During 2014, the team
showed alteration of timeline posts before and after the initialisation of a relationship (Facebook
Data Science Team, 2014b). Similar behaviour was identified during the NFL season (Facebook Data Science Team, 2014a). The researchers examine the emotion expressed in anonymous status updates to provide an intuitive and useful measure of how fans feel about their
teams. Also, the sentiment seemed to vary from negative to positive depending on their favorite
team’s results.
Based on the above, researchers have focused on psychosocial characteristics and their correlations to OSN behaviour and usage patterns, thus forming an interdisciplinary area of research that combines data science and psychology elements. To this extent, we focus on detecting potential correlations between OSN usage patterns and the stress level experienced by OSN
users. Furthermore and to the best of our knowledge, there has been no publication on stress,
personality or usage pattern deviations over time.
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3

Background

According to Greitzer and Fricke (2010), an individual is stressed when she appears to be under
physical, mental or emotional strain or tension that she finds difﬁcult to handle. In order to draw
conclusions about the user’s stress levels, we used the Beck Anxiety Inventory (BAI) questionnaire (Beck et al., 1988), a widely used and acknowledged test.
Our research uses the Beck’s stress questionnaire into a Facebook application, usable solely
by people who have given their informed consent. By transferring Beck’s questionnaire to an
online form we are able to examine stress along with the user-generated content and the usage
pattern exhibited in Facebook.
The issue of informed consent and whether it introduces a significant consent bias is a very
interesting and diachronic issue in social studies which has been heavily researched upon since
the 1960s. One of the most recent studies (Rothstein & Shoeben, 2013) conclude that the
amount of consent bias is overstated, commonly known statistical methods can account for
consent bias and “any residual effects of consent bias are below an acceptable level of
imprecision”. As a result, the consent bias is deemed as a sensible social cost for researchers to
conduct research within ethically and legally accepted limits. Regarding the applicability of
informed consent in the context of big data and modern analytics Ioannidis (2013) contributes
by highlighting the importance of informed consent and sheds light in other emerging issues.
3.1

Beck’s anxiety inventory

Beck’s anxiety inventory is a broadly used and acknowledged test that measures an individual’s
stress level. It consists of 21 questions that refer to common symptoms of stress and asks the
responder to indicate how much she has been bothered by those symptoms during the past four
weeks. The responder is asked to answer to these questions according to a Likert scale of 4
possible answers. At the end of the test the answers are aggregated and the respondent is classified into one of three categories, namely (a) low stress level, (b) medium stress level and (c)
high stress level. Furthermore, the results of this test are utilised as ground truth in order to
connect stress level with OSN usage patterns.
As almost every psychometric tool, Beck’s Anxiety Inventory has been thoroughly
researched upon and a lot of interesting results have been extracted. Since stress and anxiety
are part of all DSM manuals, including the last DSM 5 (American Psychiatric Association,
2013), psychometric tests that attempt on quantifying stress and anxiety have a clear clinical
and research targeting. BAI tests has been reported to have some correlation with depression
and depict different results for different populations. Regarding the test’s correlation with
depression and BDI, researchers have claimed that this happens due to the extensive
comorbidity of stress and depression (Maruish, 2004). Nonetheless, BAI test remains one of
the most highly utilised measure both in research and clinical practice (Maruish, 2004).
Furthermore, it is a self-report instrument which is brief and self-explanatory, which makes it
ideal for self-assessments such as the one used in this research. Yet another significant
advantage this test provides us with is its fundamental characteristic of depicting users’ stress
level on a time-stamp basis. This facilitates the chronicity analysis module (described in Section
6). In conclusion, this research inherits both strengths and limitations of the BAI stress test, the
psychometric parameters are beyond the scope of this paper, however further analysis of its
applicability and correlation to BDI based on user-generated content is part of our future work.
3.2

Facebook

Facebook is an online social networking service published in 2004. Its users are able to create
online profiles, add friends to their networks, communicate by messaging each other and receive notifications about their friends’ activity. It’s one of the most popular OSNs and its users are
willing to share a vast amount of their personal information and time too.
As Facebook does not permit direct crawling of its users’ data, we developed a Facebook
application in order to get access only to data the user allowed us to, the Facebook Application
named “Stress Calculator” was active between September 2013 and September 2014. The data
we have access to consists of (a) user information (friends list and profile description), (b) user5

generated content (statuses, comments and links), (c) groups of interest (communities, events
and activities) and (d) likings (music, actors, sports, books; content that the user has liked and
is displayed in her profile). Provided the user’s informed consent, we stored her results and the
user-generated data she gave us access to. The developed application has an opt-out ability
integrated which deletes all user data upon selection, thus implementing the right to be forgotten
(Rosen, 2012). If the user has set privacy settings that do not allow access to parts of information we want to crawl, Facebook does not give us access to them. For example, if the user has
not made her friend-list visible to other users, we don’t have access either, thus her personal
privacy settings prevail.

Fig. 1. Accessed user profile information

3.3

Data Crawling

In order to create our dataset, we used a Facebook application that would allow us to gather the
required data after the completion of the questionnaire by the user and given her informed consent. The application uses Facebook’s API to get access to users’ data and to simplify the gathering procedure. The application development is based on Facebook’s SDK that provides access to Facebook Graph API (https:// developers.facebook.com/docs/ graph-api) and allows the
developer to manage the interaction between Facebook and the application.

Fig. 2. Data crawling architecture

The process of collecting users’ data consists of three phases. In the first phase, the user
connects to her Facebook account and then installs the application for the first time. At this
stage, the user accepts the permissions required and explicitly allows access to her data. In the
second phase, an authentication token is generated by Facebook which allows our application
to have access to users’ data using Facebook API. This token is used every time our application
performs a request to Facebook for specific information about a user. Access is allowed only
to data that the user has chosen to give. If an API call requests data that are not permitted by
the token, a notification error alert will occur and no data will be sent as a reply. The third phase
6

involves the use of the authentication token to gather users’ data from Facebook. For each user
that has installed the application, completed the questionnaire and given their informed consent
we perform API requests with the authentication token to access their data and store them in a
database for later processing.
We have also added an anonymisation layer to the collected data. More specifically, usernames have been replaced with MD5 hashes so as to eliminate possible correlations between
collected data and real life users. Each user is processed as a hash value, so it is hardly feasible
for the results to be reversed. Consequently, single real life users cannot be detected. The
collected dataset includes (a) 405 fully crawled users, (b) 12.346 user groups, (c) 98.256 liked
objects, (d) 171.054 statuses and (e) 250.027 comments. The 51 users who did not offer
informed consent, didn’t fully fill the questionnaire or withdrew Facebook access rights for the
application are excluded from the study. A brief description of user demographics including
ages, gender and average statuses per user and per day are quoted in Table 1, further
demographics analysis is beyond the scope of this paper.
Table 1. User Demographics.
Demographics

Age

Gender

13-17

5%

18-24

37%

25-34

38%

35-44

14%

45-54

6%

Male

52%

Female

48%

Average statuses per user

338 statuses

Average statuses per user/day

0.7 post/day

4

Results from Descriptive Statistics

Upon completing the data crawling process we performed data analysis of the dataset in order
to evaluate its statistical validity. Data analysis was performed by using IBM SPSS Statistics
(ver. 20). Furthermore, we conducted content analysis of the gathered user-generated content
in order to detect users’ major axes of interest (sports, music, politics, miscellaneous).
4.1

Statistical data analysis

In order to statistically anlyse the sample we conducted sample descriptive statistics with means
comparisons among the data mining groups (53 users belonging to low stress category Category0, 186 to medium stress category - Category1 and 166 to high stress category - Category2, making a sum of 405 users). Furthermore, we performed factor analysis with extraction
method principle components and varimax rotation method. This served as an interdependency
technique to find the latent factors that account for patterns of collinearity among the available
metric variables.
Additionally, in order to calculate the determinate of the matrix of the sums of products
and cross-products from which the intercorrelation matrix is derived, we utilised the Bartlett's
Test of Sphericity. The null hypothesis is that the intercorrelation matrix is derived from a population in which the variables are non-collinear (namely an identity matrix) and that the nonzero correlations in the sample matrix are due to sampling error. Statistical decision for the
Bartlett's Test of Sphericity from the calculated Chi-Square=3968.521 with p=0.000<0.001 was
that the sample intercorrelation matrix did not come from a population in which the intercorrelation matrix is an identity matrix and that the non-zero correlations in the sample matrix are
not due to sampling error.
7

The Kaiser-Mayer-Olkin (KMO) Measure of Sampling Adequacy (which indicates whether the sample size is adequate for performing factor analysis and varies from 0 to 1.0) was
0.840, higher than the recommended level of 0.6 (Hair et al., 2009). Variable-factor correlations
may highlight the underlying structure. For this reason we have checked the Absolute Factor
Loadings that allow for the quick interpretation of the correlation structure. According to our
findings, it was revealed that Weighted OutDegree, StronglyConnected ID, Modularity Class
and stress_score are the most important independent variables in our dataset. The discriminant
analysis begins with the purpose of the statistical separation between two or more groups of
cases. These "groups" are defined by the specific situation of the investigation (namely the
available data mining clusters). The discriminant analysis was conducted by means of a
stepwise selection process with the use of the Wilks’ lambda criterion in order to extract Fisher's
linear discriminant functions.
4.2

Content analysis

For a better understanding of the content of the collected data, we visualised it in order to identify the basic axes of content. Fig. 3 represents the categories of most common Facebook objects
that are liked by our collected users.

Fig. 3. Tag cloud of top categories of liked objects.

As one may notice, the major interests of the users refer to music, entertainment, sports, politics,
traveling, technology, etc. Furthermore, we examined the content of Facebook posts and comments in order to detect common interest axes with regard to categories of liked objects. The
major axes that both categories of content seem to converge at are music (27% of posts), politics
(14% of posts) and sports (17% of posts). Following, smaller subsets are detected to involve
shopping (less than 1% of posts), leisure (2% of posts), cars (2% of posts), cooking and dinning
(slightly more than 2% of posts), fashion (3% of posts) and the rest of posts were unclassified.
Due to the small amount of the content in these categories, we decided to form a broader category (i.e. miscellaneous) that contains the former. For future work, we intend on forming more
categories further analysing the dataset.

5

Exploratory unsupervised flat classification

In the initial phase of our research, we explored the collected dataset and we were not aware of
any underlying characteristics. To this end, we decided to conduct unsupervised learning and
enquire if stress characteristics could be depicted in the dataset. This module does not serve as
input to the chronicity module even though it could be linked to the Big-5 trait of neuroticism;
alternatively, we could have conducted supervised learning based on the ground truth of the
stress test results, however these approaches are beyond the scope of this paper and will be
addressed in our future work.
Regarding the questionnaire scores each participant achieved, we observe that 39% of the
dataset users belong to the high stress category, 38% to the medium stress category and 23% to
the low stress category as depicted in Fig. 4. In order to enable flat classification, we transformed the relational database that stored users’ data (gathered by our Facebook application) into
8

a single tuple record containing solely users’ comments and statuses. The output of this process
is a document containing the total amount of words and expressions used per user. In an effort
to achieve better results and reduce the dispersion of different words, each user’s flat data tuple
was subjected to a stemming process. The produced document was used as input for the EM
(Dempster et al., 1977) classification algorithm. Classification data were selected via feature
selection based on tf-idf frequencies and term occurrence (greater than 6). This configuration
has produced the best results. We avoided using bigrams, trigrams and parts of speech as features because they had been found to decrease the accuracy of the algorithm.

Fig. 4. Questionnaire results clusters.

The purpose of this approach is to perform unsupervised learning and let the machine form
clusters of users based on their comments and statuses, along with content-related meta-data,
such as number of comments or words in a comment. Thus, we were able to examine potential
common user characteristics, the parameter being the result they obtained at the BAI test. Fig.
5 presents the clusters of users produced by the classification algorithm. The number of clusters
was automatically generated by the process/machine according to the clustering conducted and
is based on the combination of linguistic usage patterns along with content-related metadata.
5.1

Results analysis

As a follow-up to the aforementioned clustering, further examination of the population of each
cluster produced by the unsupervised learning procedure was conducted. For each one of the
detected clusters, we examine each user with regard to her BAI test score to draw conclusions
about each cluster segment.
By comparing the flat classification results (Fig. 5.) we observed that Cluster_0 contains
less than 10% of the dataset users. Along with the fact that it contains users from all the spectrum of the BAI test results, the referring cluster is of minor interest. On the contrary, Cluster_2
contains 48% of the dataset users and consists mainly of users who have scored low or medium
score in the BAI test. Consequently, this cluster depicts the lower bound of stress score users.
Indicatively, 89% of the cluster consists of users with low and the lowest bound of medium
stress valuation. Regarding Cluster_1, it contains more than 42% of the dataset’s users and its
contents are almost complementary to Cluster_2. In both clusters 1 and 2 the percentage of
users characterised by medium stress, according to the BAI test, is almost the same, contrarily
to the users characterised by low and high stress levels. This is better explained by the fact that
users with medium stress valuation belonging to Cluster_1 have scored very close to the upper
bound of the category valuation, while those who belong to Cluster_2 have scored closer to the
lower bound of the medium stress category. Furthermore, users of each cluster share similar
characteristics, such as vocabulary and OSN communication patterns which further fed the
chronicity analysis presented in the following section.
The results indicate that the flat data mining process formulated two working clusters able
to classify users according to the stress level that their OSN communication patterns indicate.
Cluster_1 includes those users who tend to have medium to high stress scores contrarily to Cluster_2 which includes mainly users who tend to have medium to low stress scores. Thus, these
results imply that a correlation exists between users’ OSN usage patterns and BAI stress scores.
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Fig. 5. Flat classification clusters.

6

Chronicity

There have been several studies that classify users into predefined categories according to OSN
user-generated data. However, there is a lack in current bibliography regarding the possible
differentiations of OSN usage patterns over time.

Fig. 6. Chronicity analysis example - Clusters of usage patterns.

Therefore, our research attempts to detect such usage pattern fluctuations of users’ OSN
user-generated content. To do so, we decided to split users’ usage pattern into weekly time
periods by using the four weeks prior to the BAI stress test response as a basis for the chronicity
analysis module. This is because the BAI test measures stress symptoms as experienced by the
respondent the past four weeks. We followed similar approaches (Eagle and Pentland, 2006)
and experimented over time periods of 1 day, 2 days, 1 week, 2 weeks, 1 month. The time-span
of one week has been found to be the most appropriate, as, according to our observations, users
tend to manifest usage patterns based on certain events of their routines, which almost take
place on a weekly basis. Additionally, for time periods greater than seven days, potential deviations are harder to detect as they are affected by the overall usage pattern. This is what we
define as chronicity of users’ OSN usage pattern and it’s depicted in Fig. 6. More specifically,
we group each user’s weakly usage patterns into clusters of similar OSN behavior, so as to
detect common usage patterns, periods of deviant OSN usage patterns and detect correlations
between usage patterns and stress level experienced by the user (the four weeks prior to the
completion of the BAI stress test serve as ground truth).
6.1

Chronicity Analysis

In order to tackle the challenge of studying OSN user-generated content through the prism of
chronicity, we developed a system consisting of two major modules. Throughout our process,
we were based on the fact that the BAI stress test corresponds to a bounded time period (four
weeks prior to undertaking the test). This way we had a ground truth about the time period prior
to the completion of the BAI test by the users. The first module (preprocessing data module) is
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responsible for the processing of input data, i.e. user comments and statuses, in order to be
transformed in an appropriate form that maximizes the information gained. Additionally, such
processing facilitates the latter content categorisation by using appropriate classifiers. Content
categorisation is also conducted by this module. The second module (usage pattern analysis
module) is responsible for receiving the preprocessed output from the first module and analysing usage patterns based on a set of metrics (further described in Section 6.3).
The preprocessing data module transforms the input data it receives by setting all letters to
lower case, removing stop words and stemming all words. The major problem that had to be
tackled in this module was the use of “Greeklish” in users’ content. The term “Greeklish” refers
to the writing of Greek words by using the Latin alphabet. To overcome this issue we transformed all Greeklish words to Greek ones by using GreeklishToGreek (www.innoetics.com/) web
service, provided by Innoetics. The module processes only Greek words and ignores any other
language, as it mainly focuses on a Greek community of users. Finally, the preprocessing module uses machine learning techniques to classify the content into the predefined categories of
interest. The classification process is discussed in section 6.2.
The usage pattern analysis module processes a number of metrics which are calculated on
the basis of the output of the previous module. It aims at representing usage patterns in a quantitative way and thus being able to detect possible deviations in it. The current module creates
clusters of the user’s OSN usage over time and searches for repetitive patterns of usage. Similar
OSN usage patterns are categorised in similar clusters. Thus, clusters containing very few usage
patterns indicate that these patterns are divergent ones.
Overall, the whole procedure involves both supervised and unsupervised classification. We
apply supervised classification on user content (i.e. comments and statuses) in order to determine the category of interest each piece of information falls into. Following, we apply unsupervised classification on the set consisting of the weekly metrics extracted for each user, to
identify usage patterns and potential deviations among these time periods.
6.2

Content Classification

We classify user content (i.e. comments and statuses) into the following categories of interest:
(a) sports, (b) music, (c) politics, and (d) miscellaneous. We chose to create these categories
based on the observations about the content of the collected dataset. The analysis of the axes of
content led us to pick these major categories of interest to classify user content (as described in
section 4.3).
User-generated content is categorised by using text classification (Sebastiani, 2002) techniques and machine learning. The first step of the process is to train a classifier to be able to
classify user comments and statuses into one of the predefined categories of interest (sports,
music, politics and miscellaneous). Text classification aims at training a system to decide the
category in which a text falls into.
The machine is trained by having text examples as input as well as the category the examples
belong to. Label assignment requires the assistance of an expert who can distinguish and justify
the categories each text belongs to. We consulted a domain expert (i.e. Sociologist) who could
assign and justify the chosen labels on the training sets. Thus, we created a reliable classification
mechanism.
We performed comment classification by using: (a) Naïve Bayes Multinomial (Mc Callum
and Nigam, 1998) (NBM), (b) Support Vector Machines (Joachims, 1998) (SVM) and (c) Multinomial Logistic Regression (Anderson and Blair, 1982) (MLR), so as to compare the results
and pick the most efficient classifier. We compared each classifier’s efficiency based on the
metrics of precision, recall, f-measure and accuracy (Manning, 2008). Accuracy measures the
number of correct classifications performed by the classifier. Precision measures the classifier’s
exactness. Higher and lower precision means less and more false positive classifications (the
comment is incorrectly classified to a specific category) respectively. Recall measures the classifier’s completeness. Higher and lower recall means less and more false negative classifications (the content is not assigned as related to a category, although it should be) respectively.
11

Precision and recall are increased at the expense of each other. That’s the reason why they are
combined to produce the f-score metric which is the weighted harmonic mean of both metrics.
We formed our training dataset by using the statuses and comments gathered by users. It
comprises 275 sports, 301 music, 889 politics and 700 miscellaneous texts. Each text feature
was subjected to stemming and stopwords removal. The classifier uses stemmed word features
and neither n-grams were used nor parts of speech, as they decreased classifier’s efficiency.
Table 2 presents each classifier’s efficiency based on accuracy, precision, recall and f-score
metrics, which are proper metrics to evaluate each classifier. The algorithms are compared based on 10-fold cross-validation (Witten and Eibe, 2005) in order to detect the most efficient one.
Regarding the classes, ‘S’ stands for sports, ‘M’ for music, ‘P’ for politics and ‘Mi’ for miscellaneous.
The three algorithms achieve similar results regarding the chosen metrics. Naïve Bayes
Multinomial and Multinomial Logistic Regression are characterised by less than 70% values
for precision and recall, while Support Vector Machines is not. As a result, we decided to pick
Support Vector Machines because of the better f-score value achieved for most categories and
because all values for precision, recall and f-score are greater than 70%.
Table 2. Metrics comparison of classification algorithms.
Metrics
Classifier

NBM

SVM

MLR

Classes

S

M

P

Mi

S

M

P

Mi

S

M

P

Mi

Precision

71

92

79

74

79

97

87

70

89

96

85

68

Recall

77

86

85

67

72

89

75

88

72

89

75

86

F-Score

74

89

81

70

75

93

81

78

79

93

80

76

79

Accuracy

81

80

Finally, we created an additional classifier to detect aggressive and offensive content in user
comments and statuses. To this end, we asked a domain expert to locate such content and populate an appropriate training set, including offensive jargon and vocabulary. The dataset comprises 300 aggressive and 320 non-aggressive texts. The classification scheme is applied to user
content alongside with the above-mentioned categories of interest, as aggressive content can be
expressed in each one of these categories. The classification algorithm used is Naïve Bayes and
the metrics presented in Table 3 are evaluated based on 10 fold Cross Validation.
Table 3. Metrics of aggressive content classification.
Metrics
Classifier
Classes

Aggressive

Non-aggressive

Precision

81

83

Recall

82

81

F-Score

81.5

82

Accuracy

6.3

NB

83

Chronicity metrics

Usage chronicity is calculated via a set of ad hoc metrics, which are presented in Table 4. They
focus on the following areas: (a) user interests, (b) usage patterns over time, (c) multimedia
usage and (d) aggressive language. These areas cover an important range of usage patterns
which they represent in a quantitative way so as to detect deviations in usage patterns over time.
We focus on detecting fluctuations of usage patterns by examining user’s overall OSN usage
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pattern, clustering similar time periods and spotting the diverging ones in which the usage pattern deviates significantly. Usage chronicity metrics are extracted by users’ meta-data (namely
posting and being-online time, content category etc.) rather than the text content itself. By categorising text content via the classification schemes developed, we are able to get meta-data
regarding the content and decompose it to the appropriate metrics. Metrics regarding content
classification are based on the analysis presented in section 4.3, which contains the major axes
of content detected by analysing our dataset.
Table 4. Chronicity analysis metrics.
Frequency of posts regarding sports
Frequency of posts regarding music
Frequency of posts regarding politics
Frequency of posts regarding miscellaneous
Interest Shift per interest pair
Average frequency of posting
Average frequency of commenting
Major interests
Minor interest shift frequency
Frequency of aggressive comments
Frequency of uploading photos
CommentedBy ratio
StatusVarianceFlattened
CommentVarianceFlattened

The metrics depicted in Table 4 refer to a set of usage pattern characteristics and were extracted automatically by our chronicity analysis and usage pattern classifiers: (a) frequency of
posts regarding sports/music/politics/ miscellaneous refers to the percentage of the user’s total
number of posts regarding the user’s corresponding field of interest per time period; (b) interest
shift per interest pair is the total number of changes between two different types of interest per
time period; (c) average frequency of posting/commenting refers to the average number of user
posts to her own wall or comments to other users per time period; (d) major interests are the
type of interests that have a very high frequency of occurrence in a user’s comments and posts.
As a result, occurrences of posts referring to major interests are less likely to contribute to the
appearance of a fluctuation in the usage pattern; (e) minor interest shift frequency is the type of
interests that have a low frequency of occurrence in a user’s comments and posts. As a result,
occurrences of this type of posts are more likely to depict a usage pattern fluctuation since a
user does not usually have an interest in this category of topics; (f) frequency of aggressive
comments is the ratio between the number of comments and posts that contain offensive content
and the total number of comments and posts per time period per user; (g) frequency of uploading photos is the ratio between the number of posts that contain links to photographs and the
total sum of posts per period; (h) commentedBy ratio is the inverse ratio between the number
of posts in a time period and the comments that refer to these posts by themselves or other
users; (i) dispersal of user posts (StatusVarianceFlattened) is a criterion with which the volatility of the usage pattern is measured. The dispersal of publications is calculated by summing
all of the posts in each subset and finding their dispersion. Large dispersal means that the user
does not have a specific time usage pattern as the number of posts per time period varies. On
the other hand, low dispersion means that the user's time usage pattern is constant and even
small fluctuations are indicators of changes in the usage pattern; (j) dispersal of user comments
(CommentVarianceFlattened) functions in a similar way with the above mentioned Status
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VarianceFlattened metric but focuses on the commenting usage pattern, which may vary greatly
from the posting usage pattern.
6.4

Decision process

To draw conclusions about a user’s content, we follow the procedure depicted in Fig. 7. The
aim is to detect time periods in which usage patterns fluctuate significantly. These time periods
are indicators of deviating usage patterns within the OSN.
At the first stage, user’s content is processed in order to remove the noise from the data.
Then the content is processed by the classification schema (i.e. Support Vector Machines classifier) where the machine decides over the category that each piece of content falls into. Processed data along with the category of each classified instance serve as input to the chronicity
analysis module.
User Content

Content Classification
Cluster 1

SVM

K-means

.
.
Cluster n
Cluster 1

Data Processing

Chronicity Analysis

Canopi

.
.
Cluster m
Cluster 1

EM

.
.

Cluster k

Deviating usage
pattern cluster
selection
process

Deviating
period selection
process

Deviating usage
pattern cluster
selection
process

Deviating
period selection
process

Deviating usage
pattern cluster
selection
process

Deviating
period selection
process

Voter

Final
deviating
period
selection
process

Clustering Voter

Fig. 7. Chronicity decision process.

The chronicity analysis module transforms the information into arithmetic vectors based on
the metrics described in section 6.3 and performs clustering in order to detect similar time periods of specific usage patterns. Clustering is performed by using (a) K-means (Hartigan and
Wong, 1979), (b) EM (Dempster et al., 1977), and (c) Canopy (McCallum et al., 2000). Each
algorithm performs a classification process to the same input data and produces a number of
clusters which contain time periods in which similar usage patterns are observed. The next step
of the process includes selecting the clusters that are likely to contain similar usage patterns
which are not often displayed by the user. The sensitivity of this selection process is set manually. As soon as the selection is completed, the time periods are temporarily saved as possible
periods of deviant usage patterns. The final step of the process involves a voting procedure.
Each detected time period is compared to the possible deviant periods that are created by the
three classification algorithms. If at least 2 of the 3 clusters have noted a period as possibly
deviant then this particular time period is classified as fluctuating from the major usage pattern.
This process is repeated for all user periods in order to produce the final results.
The selection of combining three separate clustering approaches in an ensemble was made
to provide a weighted output with regard to usage pattern fluctuations, as it has been used in
other studies with similar requirements (Veeramachaneni and Arnaldo, 2016). Each algorithm
was tested separately and responded differently regarding the sensitivity parameter. Thus EM
and K- means algorithms were found to be more sensitive when very small changes occurred,
while Canopy was found to detect significant changes in usage patterns. Consequently, having
three algorithms to vote for the result makes it more accurate, since two or more classifiers
should detect that the period under examination is a deviant one. The beneficial effect of this
ensemble is that the extracted result becomes more accurate and two (or more) algorithms have
detected a deviant period. In this way, potential false positives that could occur due to the use
of a single clustering algorithm are avoided.
One may evaluate the aforementioned classification schema based on entropy, ground truth
or observation by using a domain expert (Liu, 2007). Applying entropy would be difficult for
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the evaluation of the schema due to the size of the word vector. Confirmed deviant time periods
are required to apply ground truth, which is not available in our case. Therefore, the most accurate approach to evaluate the classification schema is via observation of the results and confirmation of the deviant periods by the domain expert. The domain expert examined a vast
amount of deviant time periods and confirmed the validity of the classification results.
6.5

Chronicity results

Based on the chronicity analysis performed on the collected content, we were able to categorise
usage patterns into seven clusters, regarding the metrics vector that characterises each time
period. Table 5 represents the mean values for each metric per week and the population percentage that belongs to each cluster. The number of clusters depicting usage patterns was automatically generated by the process/machine according to the clustering conducted. To form these
clusters we used EM algorithm having as input all users’ processed data and by using the decision schema described previously. The output was seven clusters of similar usage patterns.
Table 5. Chronicity analysis metrics.
Cluster id

0

1

2

3

4

5

6

7

Population

7%

16%

8%

3%

4%

1%

7%

9%

TotalComments

3

78

93

5

50

79

410

44

TotalPosts

588

227

513

185

631

704

914

292

SportsFreq

0.00

0.01

0.00

0.00

0.01

0.00

0.02

0.03

MusicFreq

0.02

0.34

0.61

0.05

0.13

0.17

0.43

0.28

PoliticsFreq

0.00

0.06

0.02

0.00

0.02

0.04

0.05

0.15

MiscellaneousFreq

0.02

0.22

0.09

0.04

0.11

0.13

0.18

0.22

PhotosFreq

0.68

0.08

0.06

0.39

0.21

0.40

0.10

0.13

CommentsFreq

0.05

0.41

0.57

0.03

0.38

0.61

2.42

0.26

StatusesFreq

10.39

1.36

3.32

1.56

5.48

6.33

5.29

1.99

MinorInterestSift_Freq

0.01

0.18

0.13

0.02

0.09

0.12

0.16

0.24

CommentedBy ratio

0.08

1.25

0.73

0.27

0.45

0.65

1.52

0.88

StatusDispersalFlattened

34.89

3.01

4.93

7.85

14.39

15.20

7.98

6.28

CommentDispersalFlattened

0.01

1.52

0.95

0.06

1.02

1.08

5.95

0.60

During the classification process, the metrics of statuses and comments dispersal affected
negatively the clustering due to their very high values with regard to the other metrics. In order
to cope with this problem the status and comment dispersal of each user were divided by their
sum of comments in order to achieve lower and more “flattened” values, but also to preserve
the comparative analogies between the different users. As a result, the comparison metrics of
Status dispersal and Comment dispersal were replaced with Status and Comment Dispersal
Flattened.
The above-mentioned metrics analysis is summarised in Fig. 8. Clusters 0 and 3 contain the
users who were classified in the high stress category according to the BAI test, while clusters
1 and 7 contain many users classified in category 2 of the BAI test. Regarding usage patterns
in these clusters, users tend to upload more photos with higher frequency than the other users.
In cluster 0, users post mainly photos and in cluster 3 users post photos, discuss music, whereas
a small fraction of the content refers to miscellaneous information. Clusters 1 and 7 refer mainly
to music and miscellaneous content and also include limited content referring to sports. Therefore, when the OSN usage pattern of a user falls into clusters 0 or 3, one could claim there is a
higher possibility that the user suffers from higher stress levels for this period of time. Accordingly, if a user’s usage pattern falls into cluster 1 or 7, there is a higher possibility that the user
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feels less stressed. Consequently, usage pattern deviations from one cluster to another could
indicate a period of more or less stress according to the usage pattern depicted by the user.

Fig. 8. Relation between clusters and stress.

7

Ethical issues

Methods that include mining of OSN user-generated content and user/usage profiling include
inherent ethical controversies concerning a series of issues. These issues include human rights,
the predictability of human behaviour, democratic boundaries and threats, such as mass social
exclusion, prejudice and discrimination against certain minorities, etc. (Mitrou et al., 2014).
Through the prism of the possible application of the above-mentioned method, other ethical
issues and controversies rise as well.
The limits between the private and the public sphere or even between personal and professional life seem blurred before the advances of “boundary-crossing technologies” (Abril et al.,
2012), the ongoing transformations of workplace demands and the radical penetration of OSNs
as a means of communication. These changes are apparent in the working place and the recruiting procedures, where certain concerns have been raised about the reasons why job applicants
have been rejected (Schermer, 2011). These reasons are attributed, amongst others, to lifestyle
characteristics of the job seekers extracted from online communities and OSNs (Broughton et
al., 2009).
Methods like those proposed in this paper pose or even introduce a series of risks, namely
workplace discriminations, the phenomenon of the “well-adjusted employee” (Simitis, 1999),
chilling effects on employees’ personality and freedom of speech or even disturbance of the
relationship of mutual trust and confidence between the employer and the employee. Yet another threat that emerges is the fact that users’ personal life is processed and mined via a process
that may lead to user/usage classification outside of the initial context. This decontextualization
of the OSN user-generated content pertains to the over-simplification of social relations and the
wide dissemination of information (Dumortier, 2010). Additionally, in previous research of
ours (Kandias et al., 2013a; Mitrou et al. 2014) we referred to another issue that emerges, namely the possibility of collecting inaccurate or mistimed information which could reflect a different life-phase of the person. This point of view differentiates vastly if the results of this paper
are taken into consideration. The ability to study usage pattern chronicity and extract results
from that, highlights the ability to use big data in order to study each user through the prism of
her fluctuations over time.
Apart from the private sector and the corporate milieu, governments have also shown interest in the development and use of such technologies. The case of US Government’s PRISM
program that involves the US NSA collecting and analysing foreign communications collected
from a range of sources, including OSNs (Cumbley and Church, 2013), has even lead to the
cancellation of the US-EU Safe Harbor. The interest of governments in OSN user-generated
content relies on the ability OSINT offers to discover or infer previously unknown facts, user/usage patterns and correlations (Rubinstein, 2013). Methodologies resembling those presented
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in this paper raise significantly the threat posed on society by such types of surveillance. The
ability to extract results about the behaviour and the unique characteristics of individuals along
with the possibility to classify users into predefined categories according to specific metrics
infringes a series of fundamental rights. Additionally, correlating every-day activities, psychosocial characteristics (such as stress levels, predispositions or political beliefs) and usage patterns introduces alternative social stratifications that could lead to stigmatisation or exclusion
of individuals belonging to certain categories or social groups.

8

Conclusions

In this paper, we adopted an interdisciplinary approach to detect the stress levels depicted
by the OSN usage patterns. We performed our research on a Facebook dataset collected by
users who offered their informed consent, and performed statistical and content analysis on it.
In particular, we described a method of unsupervised flat data classification of the overall usergenerated content which was used to explore our dataset. We aggregated the sum of users’
comments and statuses into a single document, preprocessed the included data using a Greeklish
to Greek converter and a stemmer and classified them by using the EM classification algorithm.
Apparently, this approach is able to classify users into two major clusters based on users’ overall OSN usage pattern; the first cluster includes users with low and medium-to-low stress according to the user driven stress test, while the second cluster includes mainly users with high
and medium-to-high stress.
Our major contribution relies on the development of a method of usage pattern analysis
through the prism of fluctuations over time. To this end, we followed a process which begins
with the classification of the user generated content into four predefined categories, namely
sports, music, politics and miscellaneous. We achieved that via text classification on the content
by using the SVM algorithm. Afterwards, we defined a series of chronicity metrics, which were
determined either manually from our observations on the dataset or in an automated manner by
the flat data classification and the correlations detected by the chronicity analysis method per
se. These metrics refer to several usage pattern characteristics and are utilised in order to facilitate the process of fluctuation detection of the usage patterns that are being analysed. Then the
results of these metrics were transformed into arithmetic vectors and clustered by K-means,
EM and Canopy algorithms in order to detect similar time periods of specific usage patterns.
The above-mentioned process was repeated for several time spans varying from one day to one
month in order to empirically detect the most useful one. In this process we used a fundamental
characteristic of the BAI stress test, namely its ability to depict stress level regarding a specific
period of time. According to our results, the time span of one week fits better in order to extract
useful results of usage chronicity through the prism of deviation from the usual usage pattern.
Taking into consideration the produced results, we argue that several ethical issues arise
along with a conflict of interests between parties over the usability and applicability of the
proposed methods. Broad application of such methods by employees or governments could lead
to several civil rights violations affecting both public and private life of the employees/citizens.
Under this point of view, it is clear that such methods could be implemented solely under strict
terms and conditions and provided the explicit informed consent of the user. Such methods
could be used in the context of critical infrastructures, where security requirements are
accountable for nationwide or even global well-being and human lives. Thus, the recruitment
and monitoring process of high profile individuals in key positions could be updated with
psychosocial Indicators of Compromise. Similar methods based on psychometric evaluations
have been successfully used by the US Air Force for the pilots’ recruitment (Boyd, Patterson
and Thompson, 2005). Furthermore, such approaches have been used by attackers during
advanced spear-phishing attacks, thus, the proposed method could be used as a Threat
Intelligence module producing equivalent Indicators of Compromise or as part of a forensics
analysis in order to thoroughly analyse past incidents.
For future work, we plan on further studying the flat data classification results and its relation to the Big-5 trait of neuroticism, conduct supervised learning based on the ground truth of
the stress test results and extend the content categories in order to be able to detect even more
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delicate behaviour fluctuations. Furthermore, we plan on extending and meta-training our metrics set in order to re-evaluate and strengthen metrics validity and applicability and compare
the results between users of different ethnicities and heterogeneous societal and cultural characteristics. In terms of our method’s applicability we intend on making it less intrusive by
providing solely abstract Indicators of Compromise and threat intelligence both for predicting
future cyber-attacks and forensically analysing past incidents.
Acknowledgements. The authors would like to thank Innoetics (www.innoetics.com) for providing the Greeklish-to-Greek transformation software, as well as Themis Markopoulos for developing the Facebook application.
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