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automatically model and evaluate such organizational networks, risks, and configurations, as 
well as identify potential threats and underlying weaknesses, is crucial. 

Most recent studies have concentrated on automatic techniques that model networks and 
discover vulnerabilities. Potentially hostile activities are linked to identified vulnerabilities and 
systems to create attack paths in the proposed program, automatically mapping potential 
vulnerabilities and associated systems. Such simulations place IT personnel in the adversary's 
footsteps and have been found essential for security officers during risk mitigation. (Cerotti et 
al., 2019; Ou et al., 2006).  

Threat models and attack graphs still require support to interpret and analyse attacks on 
contemporary Industry 4.0 systems. Modern corporations utilize service-oriented architectures 
and microservices as loosely linked services running on virtual machines and Docker images. 
In addition, enterprise networks are structured in other ways over multi-cloud environments, 
with specialized tunnelling between each cloud. 

In this context, security officers struggle to prioritize and remediate security findings provided 
by the aforementioned assessments and solutions.  To address the identified limitations and 
gaps we proposed a method for securing cloud business processes and operations. The 
proposed approach is able to automatically propose system prioritization solutions for risk 
mitigation and prioritization on modern Docker and cloud environments, detect highest risk 
attack paths and offer metric analysis of existing vulnerability effects on the overall enterprise 
network. 

Current risk related standards and methodologies consider assets that are part of the information 
system (e.g., servers, computers, databases). They all mention business processes and most 
relate to them (i.e., in RAs), albeit indirectly through subjective analysis and loose correlation 
to assets (BS ISO/IEC 27001, 2013; ISACA. 2012b, 2012; NIST SP 800-30, 2012). As a result, 
experts analyse business flows, often manually, through hearsay or interviews, which leaves 
much information outside the scope (e.g., business process frequency utilization, initiators, 
utilized tools). 

Information about business flows and asset usage is associated with the knowledge of the 
business processes in the organization. It can be extracted from the information system event 
logs using various process mining methods. The addition of business context to risk assessment 
provides valuable insights for the information systems under examination, drives the creation 
of better policies and measures, and, in general, leads to a more holistic approach where the 
systems are examined as a whole and not as the individual assets that comprise them.  

Even though there is a growing body of research concerning risk-aware business process 
management, which recognizes the benefits of analysing and examining business processes 
during risk assessment, still, to our knowledge, no prior work focuses on how to extract 
meaningful data from event logs using process mining to assess the risk of an information 
system (Cardoso et al., 2021; Caron et al., 2013; Lamine et al., 2020; W. van der Aalst et al., 
2012; W. M. P. van der Aalst & de Medeiros, 2005).  
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the BDD test. These experiments demonstrate that the presented method is (i) a feasible 
attack strategy, (ii) that CE can detect such vulnerabilities in ICS processes and that (iii) 
complex dependencies between system configurations, operational specifications, quality 
constraints and system resilience can be effectively studied using CE over modelled DT 
systems 

1.4 Dissertation structure 

The rest of this dissertation is organized as follows: 

Chapter 2 presents our work in business process asset dependency analysis, where we tackle 
the need for automation in risk analysis and mitigation of such networks. The presented 
approach models complex modern interconnections of assets and devices in business processes 
and effectively reduces their overall risk. 

Also, we assess a real-world company and show that the proposed approach can (a) 
automatically lower the overall asset dependency risk in business processes by reducing the 
total number of dependency paths, (b) pinpoint high-risk or inefficient asset dependencies and 
(c) propose different network topologies by creating the optimum number of asset subnets; 
while retaining business operations.  

Extensive tests show that the closeness centrality metric combined with the midpoint on 
extreme values calculation type works best for network asset grouping and subnetting. 

In Chapter 3, we present our work for securing cloud processes and operation. To that end, 
we introduce a method that automatically analyses complex attack graphs both in 
microservices-based and multi-cloud infrastructures. We piggyback on previous research to 
automatically create complex attack graphs for such enterprise networks and use it as input to 
relate microservices, virtual system states and cloud services (represented as graph nodes) with 
prioritization algorithms that use mathematical graph series and group clustering.  

Our software implementation prioritizes existing vulnerabilities, analyses the effect of system 
states on the overall network and proposes which system states, vulnerabilities and 
configurations have the highest overall risk to the ecosystem while taking into consideration 
every potential sub-attack path and subliminal path on an attack graph. 

Finally, we present and discuss the software tests on two real-world use cases; one multi-cloud 
enterprise network and a NetFlixOSS microservices Docker architecture. 

Chapter 4 presents our work for automating business process risk assessments. To that end, 
we introduce and discuss a method that automatically can extract complex business flow 
interdependencies in organizations and incorporate them to risk assessment analysis. The 
presented approach utilizes process mining techniques to (i) analyze information systems event 
logs and (ii) construct graphs that demonstrate the various business processes that are taking 
place in an information system based on the steps that are a part of each process. 

Then we discuss how we leverage methodologies and tools from cybersecurity risk assessments 
to (iii) calculate the likelihood value for each graph node and edge, considering their respective 
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provides an algorithmic approach for creating run-time models to enhance the resilience of 
chemical processes in CPS industries. 

Finally, we present the evaluation of the developed approach by simulating and experimenting 
on the production lines corresponding to an oil refinery plant's LPG purification process and 
analysing its stability against false data injection (FDI) attacks that corrupt the LPG regressor 
but pass the BDD test. 

Chapter 9 concludes the dissertation with a summary and presents peer-reviewed publications 
of our research. 
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MEHARI, involve their users in the assessment process (Amutio et al., 2014; CLUSIF, 2010; 
CORAS, 2010). CRAMM, OCTAVE and RiskSafe require extensive standardized 
documentation throughout the risk assessment process to ensure traceability of the results 
(Caralli et al., 2007; Platinum Squared, 2014; UK Security Service, 2010). On the other hand, 
there are methods, such as EBIOS, which are suitable for administrators (ANSSI, 2010). 

Managing risk effectively protects industry networks against threats, reduces their 
vulnerabilities and potential impacts from vulnerability exploitations. The above-mentioned 
approaches can prioritize security measures and analyse trade-offs between security costs and 
security benefits, but lack the ability to provide technically feasible solutions on networks for 
risk mitigation strategies. Amongst others, EBIOS, MEHARI, CRAMM and OCTAVE use a 
qualitative scale that use descriptive input from expert opinions to estimate likelihood and 
impact of adverse events. These scales are known to introduce subjectivity on the results (NIST 
SP 800-30, 2012). On the other hand, methodologies that use a quantitative approach (e.g. 
MAGERIT and CORAS) provide discrete numerical scales. These can be used for cost-benefit 
analysis of controls but, depending on the numerical ranges used, such approaches perform 
poorly under uncertainty or unclear situations (NIST SP 800-30, 2012). 

Our work and tool use the methodology for modelling risk dependency paths from (Homer, 
2009; Stergiopoulos, Kotzanikolaou, et al., 2016), and the IT modelling concept from 
(Stergiopoulos, Kouktzoglou, et al., 2017). Our approach uses quantitative input from RA 
reports, since we opt to automate a cost-benefit analysis on asset dependencies in business 
processes. To this end, qualitative scales are mostly ineffective. In (Stergiopoulos, 
Kotzanikolaou, et al., 2016), authors proposed to use a graph for time-based critical 
infrastructure dependency analysis for large-scale and cross-sectoral failures in critical 
infrastructures. In (Stergiopoulos, Kouktzoglou, et al., 2017) authors also utilize asset 
dependency paths between IT assets in corporate IT systems and networks. Their work models 
a company network as an asset graph, where nodes depict IT assets and edges correspond to 
asset connection. Still, authors aim at providing an overall risk assessment methodology that 
proposes more concrete likelihood assessment algorithms, and do not aim in network 
restructuring, automatic subnetting, and dependency paths minimisation. 

2.3 Building blocks 

A business process is a step-by-step description of what users have to do to accomplish a 
specific business goal. A business process can be broken down in order to identify related assets 
inside the information system (Stergiopoulos, Kouktzoglou, et al., 2017). An asset is anything 
that has value for the organization and is used to support a business task. In IoT, networked 
assets are usually IT systems (servers, workstations, routers, etc.), field and industrial devices 
(PLC, RTU, sensors, etc.) and portable networked machines (embedded systems, smartphones, 
smartwatches, medical implants, etc.). A vulnerability is a weakness of an asset (design flaw, 
coding bug, etc.) that can be exploited by a threat to achieve its goals, and a threat is regarded 
as any kind of action that can cause harm to an asset and therefore disturb or interrupt business 
processes (BS ISO/IEC 27001, 2013). 









































Increasing security and resilience in Cyber-Physical processes of Critical Infrastructures 
Chapter 2: Business process asset risk dependency analysis 
 

Panagiotis Dedousis  2023  Page 40 

and evaluating assets and relations to apply mitigation controls. This is true for all four 
methodology approaches for risk mitigation, as proposed and evaluated in this research. 

 





Increasing security and resilience in Cyber-Physical processes of Critical Infrastructures 
Chapter 3: Securing cloud business processes & operations 
 

Panagiotis Dedousis  2023  Page 42 

prioritisation on modern Docker and cloud environments, detect highest risk attack paths and 
offer metric analysis of existing vulnerability effects on the overall enterprise network. To our 
knowledge, no similar research exists able to automatically analyse complex attack graphs and 
offer prioritization solutions for risk mitigation. 

The idea is to use Edmonds' algorithm, graph centrality metrics and clustering on attack graphs 
weighted with risk assessment calculations to provide automated prioritization of systems and 
detected vulnerabilities. By modeling potential attacks as logical attack graphs that depict 
system configuration states, derived events and their derivation techniques, we can produce a 
spanning arborescence and groups of tightly interdepended malicious events and states. This 
way, we can extract data to: (a) prioritize detected attack paths based on their overall risk to 
the enterprise network, (b) pinpoint present system configurations that introduce the highest 
risk on the overall system, and (c) use Clustering techniques to detect system states with attack 
patterns that often contain functionally related vulnerabilities. We use this output to propose 
which system states, vulnerabilities and configurations have the biggest overall risk to the 
ecosystem, while taking into consideration every potential sub-attack path and subliminal path 
on an attack graph. We develop a standalone software and test its efficiency on two real-world 
use cases; one multi-cloud enterprise network and a NetFlixOSS microservices Docker 
architecture. 

3.1.2 Structure 
Section 2 briefly presents research publications that are relevant to our work and compares our 
contributions to existing literature. Section 3 introduces the main building blocks used in our 
methodology. Section 4 presents the algorithmic steps of our methodology, along with input 
and output for each step. In section 5 we discuss our experiments and present our findings to 
validate the methodology. Section 6 concludes our work and focuses on current limitations, the 
limits of our current contribution and potential future challenges. 

3.2 Related work 

Various forms of attack graphs have been proposed for analyzing and evaluating the security 
of industry and corporate networks (Ammann et al., 2002; Ingols et al., 2006; Noel et al., 2003; 
Ou et al., 2006; Phillips & Swiler, 1998; Sheyner et al., 2002). Attack graphs can be categorized 
in two major types. In (Phillips & Swiler, 1998; Sheyner et al., 2002) authors consider each 
node that represents an entire system state and edges represent state transitions caused by a 
propagating attack, these types of attacks graphs often are identified as state enumeration attack 
graphs (Noel & Jajodia, 2004). In (Ammann et al., 2002; Ingols et al., 2006; Noel et al., 2003; 
Noel & Jajodia, 2004) authors identify each node as a system condition, not as an entire system 
state, in some form of logical sentence, and edges as the causality relations between the system 
conditions. These types of attack paths are recognized as dependency attack paths (Sawilla & 
Ou, 2008). 

A broad range of publications exists that deals with attack paths and attack graph generation 
(Ammann et al., 2002; Jajodia et al., 2005; Noel et al., 2003; Phillips & Swiler, 1998; Tidwell 
et al., 2001). Advances on the sector enabled processing of attack graphs for complex networks 
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System State Node ID 
WebServer (Execute code) S13 

WebServer (netAccess[tcp,80]) S14 
WebServer (User access privilege) S15 

WorkStation (execCode[user]) S16 
WorkStation (accessMaliciousInput[secretary,'IE']) S17 

End S18 

Table 21. Attack graph derivations and their risk 

Edge ID Vulnerability Risk CVE reference 

E1 Browsing a malicious website 8 - 
E2 Direct network access 0 - 
E3 GNU C library loader flow 7 CVE-2010-3847 
E4 GNU C library loader flow 7 CVE-2010-3847 
E5 Heap Corruption in OpenSSH 10 CVE-2003-0693 
E6 Heap Corruption in OpenSSH 10 CVE-2003-0693 
E7 Improper Cookies Handler in OpenSSH 6 CVE-2007-4752 
E8 LICQ buffer overflow 8 CVE-2001-0439 
E9 MS SMV service stack buffer oveflow 9 CVE-2008-4050 

E10 MS SMV service stack buffer oveflow 9 CVE-2008-4050 
E11 MS video activex stack buffer overflow 9 CVE-2008-0015 
E12 MS video activex stack buffer overflow 9 CVE-2008-0015 
E13 Multi-hop access 8 CVE-2009-1918 
E14 Multi-hop access 6 CVE-2018-7841 
E15 Remote code execution in SMTP 10 CVE-2004-0840 
E16 Remote exploit for a client program 8 CVE-2009-1918 
E17 Remote exploit of a server program 4.80 CVE-2008-5416 
E18 Remote exploit of a server program 6 CVE-2018-7841 
E19 Remote exploit of db server 6 CVE-2008-5416 
E20 Root access of VM Groups 7 CVE-2010-3847 
E21 Root access of VM Groups 9 CVE-2008-0015 
E22 Root access of VMs 9 CVE-2008-0015 
E23 Root access of Admin Server 9 CVE-2008-0015 
E24 Squid port scan 8 CVE-2001-1030 
E25 WebDav Authedication Bybass 8 CVE-2009-1535 

Table 22 below depicts the worst-case attack paths detected by our tool, ranked according to 
their cumulative risk from the used CVE vulnerabilities 

Table 22. Top 5 derivates dependency paths output from the risk analysis step (descending) 

Paths Overall Path Risk 

S14 - S15 - S12 - S10 - S9  42 
S14 - S15 - S12 - S8 - S2  42 
S14 - S15 - S12 - S11 - S9  37.8 

S6 - S5 - S2  34.5 
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Paths Overall Path Risk 
S7 - S10 - S9  33.4 

Figure 4 presents the attack graph as generated from the use case testbed and relevant 
vulnerabilities, while Figure 5 depicts the produced arborescences from running the 
methodology on the reduced worst-case attack graph. 

 
Figure 4. A graphical representation of examined attack graph 

 
Figure 5. Graphical representations of the maximum (left) and minimum (right) weight arborescence attack 

graphs 

3.5.2.3 Results and prioritization 
Clustering results point out that there exist system states and functionally related vulnerabilities 
with common attack steps that can be mitigated all-in-once by applying controls to their related 
attack origin states. Specifically, accessing the VMGroups LICQ using user access privileges 
(CVE-2001-0439) seems to have the highest overall influence in all possible attack scenarios, 
closely followed by the attack state where adversaries have root access to the VMGroups Active 
Template Library (CVE-2008-0015) (see Table 23 below). Prioritizing these two 
vulnerabilities will have the highest cumulative impact on all possible attack paths.  

Table 23. Prioritization based on the highest overall influence in all possible attack scenarios 
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Max weight arborescence Top nodes Min weight arborescence Top nodes 
Attack state - system Closeness metric Attack state - system Closeness metric 

VmGroups - LICQ (User 
access privilege)  0.071428571 Mail Server - SMTP 

(Root access privilege) 0.090909091 

VmGroups - Active 
Template Library 

(Root access privilege) 
0.058823529 

WorkStation (access 
Malicious Input 
[secretary, 'IE'])  

0.076923077 

WebServer 
(User access privilege)  0.058823529 Mail Server - ACLs (Root 

access privilege)  0.071428571 

WorkStation (access 
Malicious Input 
[secretary, 'IE']) 

0.055555556 Nat Server-OpenSSH 
(User access privilege) 0.066666667 

System states most frequently detected in highest risk attack paths involve. By combining the 
clustering and arborescence results with the weighted risk ranking of attack paths, we see that 
that the highest risk state for the overall network that can be reached by attackers are (i) 
VmGroups - LICQ (User access privilege) and (ii) WebServer (User access privilege). Related 
vulnerabilities (CVE-2001-0439 and CVE-2009-1535) should be heavily prioritized during 
remediation prioritization and risk mitigation. 

Vulnerability OpenSSH access on the NAT server has the least influence and only in the lower 
risk (min arborescence) attack scenarios. This, coupled by the fact that this vulnerability is 
detected in both fastest attack paths (with least steps from start to finish), means that this 
vulnerability is key in order to perform the easiest attacks possible (albeit not the most 
influential on the enterprise network) (see Table 24). 

Table 24. Key detected vurnelrabilities with high impact and for fast attacks 

Key vulnerabilities with highest impact overall Key vulnerabilities for fastest attacks 

VmGroups - LICQ (User access privilege) 
(CVE-2001-0439) 

OpenSSH1 access on the NAT server 
(CVE-2003-0693) 

WebServer (User access privilege) 
(CVE-2009-1535)  

3.5.3 Use case 2: Netflix OSS microservice system 
The second testbed we used is a combination of containers provided by Netflix. 

3.5.3.1 Use case architecture 
The testbed is a public repository that realizes the spring cloud ecosystem. Figure 6 shows the 
different components of the system and Table 25 lists the main container parts and relevant 
repositories. 
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Figure 6. NetflixOSS high-level architecture 

Table 25. Netflix OSS microservices testbed components 

Component Repository 

Eureka https://github.com/Oreste-Luci/netflix-oss-example/tree/master/eureka-
server 

Config Service https://github.com/Oreste-Luci/netflix-oss-example/tree/master/config-
service 

Turbine https://github.com/Oreste-Luci/netflix-oss-example/tree/master/turbine 

Hystrix Dashboard https://github.com/Oreste-Luci/netflix-oss-example/tree/master/hystrix-
dashboard 

Microservice C: [Server 
micro-service for service B] https://github.com/Oreste-Luci/netflix-oss-example/tree/master/service_c 

Microservice B: [Server 
micro-service for service A] https://github.com/Oreste-Luci/netflix-oss-example/tree/master/service_b 

Microservice A: [Client 
micro-service] https://github.com/Oreste-Luci/netflix-oss-example/tree/master/service_a 

Zuul https://github.com/Oreste-Luci/netflix-oss-example/tree/master/zuul 

Spring Cloud Dashboard https://github.com/Oreste-Luci/netflix-oss-example/tree/master/spring-
cloud-dashboard 

RabbitMq [histryx stats 
aggregator] http://www.rabbitmq.com/ 

https://github.com/Oreste-Luci/netflix-oss-example/tree/master/eureka-server
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/eureka-server
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/config-service
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/config-service
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/turbine
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/hystrix-dashboard
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/hystrix-dashboard
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/service_c
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/service_b
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/service_a
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/zuul
https://github.com/Oreste-Luci/netflix-oss-example/tree/master/spring-cloud-dashboard
http://www.rabbitmq.com/


https://github.com/Oreste-Luci/netflix-oss-example/tree/master/docker-compose
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The number of nodes and edges greatly affect the execution time of any algorithm that analyses 
graph models. Even though attack graphs and attack multigraphs differ on how the model 
system states and steps, we still believe that comparing scalability performance is feasible, 
since all graphs utilize similar concepts. Previous experiments (Jouili & Vansteenberghe, 2013; 
Shao et al., 2012; Stergiopoulos et al., 2015) have shown that Neo4J outperforms alternative 
libraries when implementing heavy path analysis (e.g. Dijkstra) on graphs. Table 30 shows the 
execution times for both use cases, and the corresponding times for each algorithmic step. 

Table 30. Execution times for both use cases 

Algorithm Execution Time 

Use case 1 arborescence creation ~4 sec 

Use case 1 overall execution ~28 sec 

NetFlixOSS overall execution ~45 sec 

NetFlixOSS arborescence ~7 sec 

3.6 Conclusion 

In this chapter, we presented a method for automatic analysis of generated attack using a set of 
different mathematical models and algorithms. Attack graphs studied included two real-world 
microservices and multicloud environments that realise complex, modern enterprise networks 
with seemingly disjoint configurations and dependencies.  

To our knowledge, current literature on attack graphs had mostly focused on automatic 
generation and scalability issues, rather in analyzing complex information within them and 
trying to extract useful information for security control prioritization and proper risk mitigation. 
Little effort was made on real-world implementations capable of prioritizing vulnerability 
remediation and security control implementation based on actual impact and damage costs.  

The proposed framework benefits from graph modeling algorithms such as mathematical series 
analysis, graph clustering and optimization to extract information about the effect of 
vulnerabilities and attack steps on enterprise networks. We conceptualize attack scenarios and 
extract the impact of each step from all plausible attacks on system. To this end, we have 
extended previous automatic generation methodologies with two features: Prioritizing detected 
vulnerabilities, and analyze the effect of system states to the overall network for proposing 
which system states, vulnerabilities and configurations have the biggest overall risk to the 
ecosystem. Our approach takes into consideration every potential sub-attack path and 
subliminal path on an attack graph.  

Preliminary tests on actual microservices infrastructures and multi-cloud environments show 
that the presented approach looks efficient and trustworthy for attack graphs of several 
thousands of interconnections.  
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3.6.1 Restrictions 
The presented approach has a list of requirements that must be met in order to be effective. 
First of all, information dissemination between asset owners, security officers and consultants 
are of utmost importance.  

A white-box approach is needed to map attack paths, which requires considerable employee 
time. Also, it takes for granted that a risk assessment or a business impact assessment is already 
established, to draw information on asset risk and potential consequences from security 
incidents. Without prior work, this approach will not have the necessary input to produce any 
results.  

Last but not least, the attack path analyzer provides a comprehensive set of attack paths and 
proposes possible minimizations, but does not output an exhaustive set of every possible 
combination of attacks and potential mitigation schemas. Instead, it focuses only on worst-case 
scenarios that exploit the worst CVE available between every service or microservice 
connection and dependency. To put it simply, detections of high-risk attack paths and/or high-
risk connection removal proposals are always true positives in terms of high risk, but these 
findings are not necessarily the result of exhaustive state analysis. 
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Chapter 4:  Automating Business Process Risk Assessments 

4.1 Introduction 

Risk assessments (e.g., methods and associated techniques) provide an analytical and 
structured walk-through for setting up and maintaining an organization's security posture. By 
doing that, it outlines risk scenarios and identifies their consequences, the frequency or 
likelihood of them occurring, and the possible treatment options, along with the associated 
costs (BS ISO/IEC 27001, 2013). These information pieces are crucial and allow managers to 
balance the security budget and better distribute security spending. 

Current standards and methodologies consider assets that are part of the information system 
(e.g., servers, computers, databases). All of them mention business processes, and most relate 
to them being used in RAs, albeit indirectly through subjective analysis and loose correlation 
to assets (BS ISO/IEC 27001, 2013; ISACA. 2012b, 2012; NIST SP 800-30, 2012). As a result, 
the analyst is burdened with accounting for particular business flows, often manually, through 
hearsay or interviews, which leave much information outside the scope. For example, it is 
crucial to identify the actual business process that utilizes a database, how often the process is 
performed, from which users (power or simple users), and with which tools.  

Information about business flows and assets usage is associated with the knowledge of the 
business processes in the organization and can be extracted from the information system event 
logs using a variety of process mining methods. Even though there is a growing body of 
research concerning risk-aware business process management, which recognizes the benefits 
of analysing and examining business processes during risk assessment, still, to our knowledge, 
no prior work focuses on how to extract meaningful data from event logs using process mining 
to assess the risk of an information system (Cardoso et al., 2021; Caron et al., 2013; Lamine et 
al., 2020; W. van der Aalst et al., 2012; W. M. P. van der Aalst & de Medeiros, 2005). Utilizing 
process mining on event logs to acquire knowledge of the underline business process provides 
several benefits, such as reducing the cost and time required for modeling and, more 
importantly, allowing for fast remodelling in case of business process changes. 

The addition of business context to risk assessment provides valuable insights for the 
information systems under examination, drives the creation of better policies and measures, 
and, in general, leads to a more holistic approach where the systems are examined as a whole 
and not as the individual assets that comprise them.  

4.1.1 Contribution 
We propose a new method for automatically extracting complex business flow 
interdependencies in organisations and incorporating them to risk assessment analysis. The 
presented approach utilizes techniques used in the field of process mining to (i) analyse 
information systems event logs (ii) construct graphs that demonstrate the various business 
processes that are taking place in an information system, based on the steps that are a part of 
each process.  
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2004). Process mining aims at extracting information from event logs to capture the business 
process as it is being executed (W. M. P. van der Aalst & Weijters, 2004). For example, in 
(Caron et al., 2013), the authors explore and investigate the applicability of process mining for 
enterprise risk management utilizing an analysis of infrequent behaviour and extreme 
situations. Furthermore, in (W. M. P. van der Aalst & de Medeiros, 2005), authors utilize 
process mining to analyse audit trails for security violations from low-level intrusion detection 
to high-level fraud prevention. Still, these process mining approaches do not address the 
cascade risk between business processes or analyse subliminal attack paths. To the best of our 
knowledge, there have been no attempts until now to utilize business process chains mined 
from a system to conduct a risk assessment or study the risk interdependencies and cascading 
effects. 

Our proposed process-based risk analysis approach and tool use utilize multiple methods to 
mine, analyse and assess business processes. We utilize (i) the process mining techniques and 
concepts from (W. van der Aalst et al., 2012; W. M. P. van der Aalst & Dustdar, 2012; W. M. 
P. van der Aalst & Weijters, 2004), (ii) the quantitative input from RA reports since we opt to 
automate a cost-benefit analysis on asset dependencies in business processes (BS ISO/IEC 
27001, 2013; NIST SP 800-30, 2012) (iii) the risk dependency analysis for attack paths from 
(Homer, 2009; Stergiopoulos, Kouktzoglou, et al., 2017; Stergiopoulos, Dedousis, et al., 2020). 
Our solution considers and examines the business workflow integrating potential risks in all 
business processes. The integration of process mining expands the accuracy of the business 
process model under examination and improves the cost and time efficiency by automating the 
process. In addition, our implementation can automatically analyse process dependency graphs 
providing solutions for risk mitigation and prioritization, detect the highest risk attack paths, 
and offer metric analysis of existing vulnerability effects on the overall system to help 
managers, experts, and security officers make justifiable decisions on security dilemmas 
(Dewri et al., 2007). 

4.3 Analysis of process mined business workflows 

This section explains how we leverage process mining to conduct faster and more 
comprehensive cybersecurity risk evaluations. We first explain the fundamental steps of the 
proposed methodology to analyse and assess process mined business workflows. Then we 
briefly describe the required input and expected output of our model. 

4.3.1 Methodology 
The presented approach utilizes numerous steps to achieve its goals. Each step of the presented 
methodology utilizes a collection of mapping procedures and algorithms. Each one provides 
insight into the organization's business process model analysis and outputs information to be 
used as input by the following step. This process uses three fundamental steps: 

Step 1: Business Process Mining: Extracts business processes from event logs readily 
available in the organization's information systems and identifies process activities. Output 
results modelled as transition diagrams. 
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Activity ID Activity ID 
Change Rejection Indicator A11 Delete Vendor Order A31 
Change Storage Location A12 Complete Vendor Order Document A32 
Change Payment Term A13 Execute Vendor Order Transfer A33 

Clear Invoice A14 Submit Vendor Order A34 
Create Purchase Order A15 Complete Vendor Order Transfer A35 

Create Purchase Requisition Item A16 Set Vendor Order Transfer To Failed A36 
Delete Purchase Order A17 Block Payment  A37 

Reactivate Purchase Order A18 Update Order Confirmation A38 
Receive Order Confirmation A19 Create Vendor Debit Note A39 

Record Goods Receipt A20 Create Vendor Invoice A40 

4.5.2.2 Step 2: Dependency modelling 
 The tool automatically maps the output transition diagram into a dependency graph based on 
the method described in Section 4.4.2. To evaluate the risk of the business process workflow, 
we must set the likelihood and impact values for each possible failure node (activity) in the 
modeled dependency graph. 

First, we calculate the likelihood of disruption of each node in the dependency graph (see Table 
2) based on the method proposed in Section 4.4.3.2. The highest likelihood for an activity is 
0.79, and the lowest likelihood recorded for an activity is 0.07.  

Based on these results, we observe that high likelihood activity nodes exist in several different 
chain of activities (workflows) and, more importantly, none of them is neither a start nor an 
end node. That means that any issues that delay or affect their successful processing or 
completion would impact several other activities.  

For example, the Create Purchase Order (A15) activity with a likelihood value of 0.62 always 
proceeds the Release Purchase Order (A24) with a likelihood value of 0.33. On the other hand, 
the low likelihood activity nodes indicate issues encountered when information is transferred 
to external systems (e.g., Execute Vendor Order Transfer) or points where the business process 
(i.e., the processing) is over, such as the Change Rejection Indicator (A11) activity. 

Also, we assigned the impact values of each node (see Table 32) based on a risk assessment 
and information concerning the specific process and the assets involved in each process activity 
provided by the company. Based on the assigned impact values indicated in Table 32, we 
observe that the Execute Vendor Order Transfer (A33) activity presents the highest impact 
while activities such as the Remove Payment Block (A26) and Update Order Confirmation 
(A38) present the lowest.  

We must mention here that the Execute Vendor Order Transfer (A33) activity handles and 
transmits sensitive data to third-party vendors. Therefore, various attacks can exploit this 
activity to expose private data and, more importantly, gain access to the ERP system. On the 
other hand, activities such as the Remove Payment Block (A26) and Update Order 
Confirmation (A38) deal with minor actions (i.e., the change of an indicator in a document) in 
terms of potential consequences and, as a result, if they were compromised, it would be possible 
to enact workarounds. 
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Table 32. Dependency nodes (business process activities) with impact-likelihood values. 

Dependency Node ID Likelihood Impact 
A1 0.36 2 
A2 0.60 1 
A3 0.41 2 
A4 0.33 1 
A5 0.45 1 
A6 0.21 3 
A7 0.60 1 
A8 0.24 1 
A9 0.76 2 

A10 0.55 2 
A11 0.07 2 
A12 0.43 1 
A13 0.14 2 
A14 0.71 3 
A15 0.62 2 
A16 0.10 3 
A17 0.60 1 
A18 0.41 3 
A19 0.41 4 
A20 0.74 2 
A21 0.76 2 
A22 0.43 3 
A23 0.26 2 
A24 0.33 2 
A25 0.07 1 
A26 0.55 1 
A27 0.12 2 
A28 0.29 3 
A29 0.36 2 
A30 0.41 2 
A31 0.36 1 
A32 0.26 2 
A33 0.52 5 
A34 0.31 3 
A35 0.14 2 
A36 0.07 2 
A37 0.21 1 
A38 0.29 1 
A39 0.60 3 
A40 0.79 5 

Based on the calculated likelihood and the assigned impact values, the tool calculates the risk 
value of each node in the dependency graph based on the methods proposed in Section 4.4.3. 
For example, the Create Vendor Invoice (A40) activity introduces the highest risk, with a risk 
value of 3.93, followed by the Execute Vendor Order Transfer (A33) activity with a risk value 
of 2.62. On the other hand, the Release Purchase Requisition (I12) activity introduces the 
minimum risk with a value of 0.07. In Table 33, we list the top 5 highest risk dependencies 
nodes (activities) based on the output of our tool. 

Table 33. Top 5 dependency nodes output from the risk analysis step (ascending). 

Dependency Node ID Risk 
A40 3.93 
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Vendor Order Transfer (A33) and Clear Invoice (A14). That is to be expected, as the Supplier 
Invoice Generation (A40) activity is essential to the procurement process; its execution is 
required before and after many other activities, thus creating multiple dependencies that 
increase the risk of interruption due to an attack. 

4.6 Conclusion 

In this work, we propose a method able to automatically model individual business process 
activities in an organisation and analyse the risk of cybersecurity disruptions on business 
process model workflows. We achieved this by utilizing process mining to extract graphs 
depicting business processes and the relevant importance of their underlying activities to the 
information system and embed them into the standardized risk assessment process. 

The proposed methodology incorporates weights into the extracted graphs from typical risk 
assessment methodologies to provide helpful information on risk and potential attack vectors 
on business-driven events by correlating and analysing the steps of the business processes 
depicted in the graph to the assets used to complete each step.  

Our methodology and developed tool map the extracted (mined) business process activity 
graphs to assess the risk of disruptions due to accidental or intentional events and produce 
weighted risk dependency graphs presenting how a disruption in one activity may affect other 
dependent activities.  

This automated process-based risk dependency analysis allows managers and security experts 
to identify security risks and address them accordingly, considering the company's specific 
characteristics and requirements. 

The implemented tool and evaluation results of a real-world company showcase that the 
presented approach is effective and trustworthy. Results indicate also that process mining can 
be helpful in risk assessment, as it provides automation and valuable insights in business 
process model workflows with minimum resources compared to manually discovering 
individual process activities and their interactions. 

Therefore, our approach supports the proactive study and analysis, in terms of risk, of business 
processes with many process activities and interdependencies, promoting the concept of 
process-based risk assessment in business process management. 

4.6.1 Restrictions 
The presented approach has certain limitations. Similar to other empirical risk approaches that 
analyse dependencies, it relies on previous risk assessments and expert knowledge to correlate 
assets to process activities to evaluate impact.  

Also, while this approach can identify paths and activities as high-risk items, it is challenging 
to decide the proper mitigation measures to reduce those risks. Based on our experience, 
altering the business process model by removing or adding an activity in a well-established and 
operating information system is rather costly. On the other hand, applying mitigation measures 
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and controls to assets related to high-risk activities is more feasible, although the risk mitigation 
efficiency depends on the precise correlation between assets and activities. 

Last, we utilized a small dataset of event logs from a real-world company to evaluate our 
method; although adequate for our proof of concept assessment, a larger, well-documented 
dataset is required for further examination. 
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and increasing the average bandwidth of the attack through a different approach in network 
filtering and packet crafting. The main differences are that (i) a bit-masked connection uses 
existing legitimate traffic from the victim to transfer commands and data while, in our 
approach, we create new white traffic, (ii) we use an improved version of the matching 
algorithm that maximizes the matched data rate, thus the overall throughput, (iii) we use data 
compression, during data preparation, in an attempt to minimize the data size, thus reducing 
matching and transfer times, (iv) we use a new transfer technique that reduces the left footprint 
of our attacks. Our method can be used to implement various types of attacks, such as a fully 
functional reverse shell with the ability to hide commands and enable untraced two-way 
communication between two parties. 

To validate our approach, we also utilize network and host security controls such as network 
and host IDS, endpoint protection solutions, and antivirus programs. The evaluation shows that 
the presented attack remains undetected as in previous approaches, but with a substantial 
increase in bandwidth and without the need for administrative privileges. To validate the 
alleged increase in efficiency, we test the improved matching algorithm against various data 
sizes from 40KB to 230MB files and compare the results with the Standard TCP Version from 
(Stergiopoulos, Lygerou, et al., 2020). Our major contributions are: 

1. A novel version of the attack algorithm that utilizes data compression and an improved 
version of the matching algorithm presented in [4] for faster and more efficient packet 
detection by combining the bit-masking with parallel programming and data compression. 

2. A novel concept able to remove the administration privilege constraint present in all 
previous implementations by utilizing white/legitimate traffic generation and regular-
stream sockets for transferring information. 

3. An overall comparison between our implementations and previous research. We access the 
performance by testing the execution times of our implementations against various sizes 
payloads and different size bit-masks. Also, we validate their evasion capabilities against 
four popular NIDS, eight popular endpoint protection solutions, and a Data Leakage 
Prevention system. 

Someone could argue that the malicious script could simply encrypt its communication, which 
would still break any payload analysis. Nevertheless, most advanced network intrusion systems 
often will flag unknown encrypted connections as suspicious. Also, research exists that shows 
promising results in detecting malicious traffic even when it is encrypted. For example, in 
(Yetiser, 1992) and (Lakhina et al., 2004), researchers use various packet features to extract 
information from the physical aspects of the network traffic. While in (Stergiopoulos, Talavari, 
et al., 2018) and (Prasse et al., 2017), authors use malicious HTTPS traffic to train neural 
networks and sequence classification algorithms to build a system capable of detecting 
malware traffic over encrypted connections. Our approach can be inhibited by neither of the 
two. 

5.1.2 Structure 
Section 5.2 presents related work concerning both detection of malicious activity and evasion 
techniques in both network and host machines. We also argue about the differences with our 
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presented attack. In Section 5.3, we discuss the building blocks of our method, while in Section 
5.4, we present the proposed methodology in a series of process steps utilizing a two-way 
communication model. In Section 5.5, we present two attack implementations, namely 
Improved Version 1 and Improved Version 2. Section 5.6 describes experimental results with 
performance and attack evasion tests. Section 5.7 concludes and discusses potential solutions. 

5.2 Related work 

 Security mechanisms can be divided into two main categories host-based and network-based. 
Both host and network-based systems use various techniques and methodologies to detect and 
prevent malicious activities. Research on host-based expands from system call analysis 
(Marteau, 2019) and sandbox virtualization (Maass, 2018; Vokorokos, 2014) to active 
mapping/monitoring of the network (Jaber et al., 2018; Qin et al., 2018) and automatic policy 
enforcement (Adi et al., 2018). More recent research in host-based systems utilizes machine 
learning to generate patterns of known attacks (Ashfaq et al., 2017; Besharati et al., 2019; 
Chawla et al., 2019; Nobakht et al., 2016). In network-based systems, modern network security 
solutions use session packet heuristic analysis, deep packet inspection, and session patterns 
along with botnet architectures (Binkley & Singh, 2006; Meidan et al., 2018; Sun et al., 2019; 
Umbarkar & Shukla, 2018). Others depend on statistical analysis to extract the statistical 
fingerprint and classify a network flow (Boero et al., 2017). More recent solutions use machine 
learning (Abubakar & Pranggono, 2017; Besharati et al., 2019; Prasse et al., 2017; 
Stergiopoulos, Talavari, et al., 2018) and deep learning approaches (Al-Qatf et al., 2018; Z. Liu 
et al., 2020; Papamartzivanos et al., 2019) to extract knowledge from the various aspects of 
network traffic.  

On the other hand, intruders use evasion techniques to render attacks without raising any alarms 
or at least minor alerts in the security systems utilized. State-of-the-art evasion methods include 
fragmentation or splicing of sessions, network traffic flooding, and obfuscation (T.-H. Cheng 
et al., 2012; Dyrmose, 2013; Särelä et al., 2017). Covert channel techniques similar to 
steganography can hide information in a carrier. While steganography requires audio, visual, 
or textual content, covert channels on computer networks require some network protocol as a 
carrier for hiding information (March & Gsec, 2002). The number of network protocols suitable 
as carriers on the web makes covert channel attacks widely available (Zander et al., 2007). 
Covert timing channels use a clock or measurement of time to signal the value being sent over 
a channel. For example, malicious data can be concealed by utilizing TCP packet headers and 
exploiting the TCP/ IP protocol stack (Mileva & Panajotov, 2014; Rowland, 1997). In contrary 
to the above approaches, we create distinct TCP connections and send legitimate packets like 
every other network link, while also preventing security measures detection. 

In fragmentation or session splicing evasion techniques packets are fragmented, so that a 
detector system cannot reassemble them for signature matching (T.-H. Cheng et al., 2012). 
Timeouts, fragment overlap, and overwrite are common methods used by attackers to avoid 
detection by covering attacks as legitimate traffic (Kolias et al., 2016; Ptacek & Newsham, 
1998). Fragmentation attack replaces/overwrites data in the constituent fragmented packets or 
overlapping segments with new information to generate a malicious packet (T.-H. Cheng et al., 
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2012). Also, some evasion techniques deliberately manipulate TCP or IP protocols in a way 
the target machine will process the same data differently from the IDS. If these violations are 
not handled, the IDS is vulnerable to insertion and evasion techniques similar to those 
mentioned above (Ptacek & Newsham, 1998). Contrary to the above fragmentation techniques, 
our approach does not try to exploit limitations of or manipulate the TCP /IP protocol to achieve 
its goals. 

Attackers utilize traffic flooding to mask their malicious activities on the network. These kinds 
of attacks overwhelm/overpower the detector system with the final goal of causing the 
control/checking mechanism to fail. Detection systems experience a significant performance 
drop when trying to find malicious packets in a massive amount of traffic. When the detection 
system fails, all traffic is allowed (Kolias et al., 2016). The most common method to create 
flooding situations is by utilizing the User Datagram Protocol (UDP), or the Internet Control 
Message Protocol (ICMP), or the Transmission Control Protocol (TCP) packets (Kunhare et 
al., 2019). Global TCP synchronization offers effective evasion techniques that take advantage 
of the synchronization of TCP loss between flows when two or more flows experience packet 
loss in a short period, causing significant performance implications (Cui et al., 2014; Joncheray, 
1995). Denial-of-service attacks aim to overflow the resources of the IDS or create large 
numbers of false positives to make it difficult to distinguish legitimate and false attacks (Tjhai 
et al., 2008). In our approach, we generate white traffic to collect data for pattern matching. 
Our main goal is not to flood the network with traffic or deploy denial-of-service attacks but 
to gather enough legitimate data to mask the data to transfer. 

Some traffic injection attacks involve sending packets that are handled by IDS but not by target 
machines, generating various session states between IDS and target systems (El-Hajj et al., 
2015). That is achieved by intentionally fragmenting the attack payload and inserting duplicate 
segments with different TTL values on the network (Gibbs, 2017; Särelä et al., 2017). Packets 
with smaller TTL values never reach the end, while the detector system will process all packets 
without having network topology information (Särelä et al., 2017). Slow port scans, frequency 
tests by slowing down packets, matching methods that use alternative HTTP commands to 
detect CGI scripts, and premature requests that end with malicious data concealed in headers 
are also commonly carried out against IDS by evasion attacks (Martin, 2001; Ring et al., 2018). 
In contrast to traffic injection attacks, the transfer data send by our implementation reaches 
both IDS and target machine. Moreover, we do not interfere in any way in the operation of the 
IDS. 

An attacker can utilize obfuscation or encoding of an attack payload, in a way that the target 
device can reverse it while an IDS cannot, to exploit the end-host without creating any alerts. 
Obfuscation techniques conceal an attack by making the transferred message impossible to 
interpret (Kim et al., 2017). This approach packets payloads into entirely different content, 
while the data still functions in the same way (Ptacek & Newsham, 1998; Särelä et al., 2017). 
Altering packet payload makes signature or fingerprint matching obsolete, as the transformed 
content has a different fingerprint; hence these methods can successfully evade detector 
systems (Dyrmose, 2013; Särelä et al., 2017). Also, obfuscation techniques may utilize any 
limitations in the signature database and its ability to duplicate the way the computer host 
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examines data (Alazab & Khresiat, 2016). Simple obfuscation attacks use different encoding 
formats to avoid signature matching (Cova et al., 2010). 

The most common attacks that utilize obfuscation are payload mutations and shellcode attacks 
(Dyrmose, 2013; Ptacek & Newsham, 1998; Särelä et al., 2017). Polymorphic techniques are 
used to generate dynamically changing signatures for attack instances to evade signature-based 
IDS. Payload mutation attacks transform malicious packet payloads into semantically 
equivalent ones. Each time the code is executed, it mutates into a completely different form 
from what an IPS or a firewall expects, hence results in a completely different signature (Fogla 
et al., 2006; Fogla & Lee, 2006; Ptacek & Newsham, 1998). In this way, an attacker can 
successfully evade detection (T.-H. Cheng et al., 2012; Valenza et al., 2020). For example, an 
attacker can encrypt or compress the shellcode, and prepend a piece of code to decrypt or 
decompress it successfully, thus evading detection by IDS (T.-H. Cheng et al., 2012). 

Encryption leaves data completely unreadable and irrelevant. If complex encryption methods 
are used, then the security of the transferred data is significantly high (Banescu & Pretschner, 
2018). Attackers employ complex end to end data encryption to escape detection and conceal 
attacks (Särelä et al., 2017). For example, an IDS cannot read attacks on encrypted protocols 
such as HyperText Transfer Protocol Secure (HTTPS) (Metke & Ekl, 2010). The IDS cannot 
match the encrypted traffic to the existing signatures since it cannot interpret the encrypted 
traffic. Therefore, encrypted traffic makes it difficult for detectors to detect attacks (Butun et 
al., 2014). Besides, encryption and decryption operations are extensive in terms of resources 
and can affect the performance of a detector system. An attacker may use complex encryption 
algorithms to exhaust a detector system resources and attempt a denial of service attack 
(Banescu & Pretschner, 2018; Gibbs, 2017; Särelä et al., 2017). 

Our approach resembles obfuscation and payload mutation attacks in terms of concealing an 
attack or data by making the transferred message hard to interpret and utilizing TCP packets 
payload to transfer data through the network (Dyrmose, 2013; Fogla et al., 2006; Fogla & Lee, 
2006; Kim et al., 2017; Ptacek & Newsham, 1998; Särelä et al., 2017). Nevertheless, in our 
approach, malicious packets or code are not mutated or converted per se during execution into 
semantically equivalent, like the previously mentioned attacks. In comparison with attack 
implementations that employ encryption (Banescu & Pretschner, 2018; Butun et al., 2014; 
Gibbs, 2017; Metke & Ekl, 2010; Särelä et al., 2017), our approach utilizes bit-masking 
(Stergiopoulos, Lygerou, et al., 2020), hence does not encrypt data.  

In order to address network detection and prevention methods that are based on malicious 
behavior models (Abubakar & Pranggono, 2017; Besharati et al., 2019; Chawla et al., 2019; 
Prasse et al., 2017; Stergiopoulos, Talavari, et al., 2018), our approach utilizes white traffic. In 
this way, we can escape detection by (i) not having to conceal malicious information and (ii) 
adding all sorts of payloads into our malicious stream from different legitimate sessions, so 
data transmitted cannot be identified as malicious. Results show that none of the systems tested 
could either detect the malicious program and/or characterize as malicious the transmit data 
and commands over the network.  
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processing time of the matching algorithm: (i) the length of the bit-mask in binary form, (ii) 
the amount of legitimate traffic present, and (iii) the amount of data to transfer. 

In Figure 13, we illustrate the comparison results of our experiments using various sizes of 
payloads. We used different size bit-masks to access the performance of our implementation 
but focused on presenting results for bit-masks of length 4, 8, and 10 bits. Experiments suggest 
that by using the improved version of the matching algorithm, we achieved a 65-70% reduction 
in execution times for matching patterns, when compared to the standard version for all bit-
mask lengths. Graph functions below depict execution times (see Figure 13). The horizontal 
axis depicts different data sizes (40KB, 400KB, 800KB, 8MB, and 230MB files) that we paired 
with predefined bit-mask of fixed size (Figure 13-a, b, c). Each size has a column that depicts 
the time needed (in seconds) to complete the aforementioned malicious data size attack. Also, 
performance tests show that, for matching larger files (230MB), the improved matching 
algorithm needed approximately 9 minutes to complete its task with an 8-bit mask. 

As we notice from charts in Figure 13, even though the improved matching algorithm reduced 
execution times for packet matching, the selected bit-mask plays a significant role in the 
matching algorithm's performance. Based on the results, if we choose a small bit-mask, the 
execution is faster independently from data size. Our goal is to transmit undetected a large 
amount of data in the shortest time possible. If we use a small size bit-mask matching execution 
times are reduced, but the number of masked packets increases. Since the number of created 
connections depends on the number of masked packets to be transferred, we risk detection 
(higher number of TCP connections equals higher detection risk). Therefore, when choosing 
the size of the utilized bit-mask, there is a tradeoff and a balance to kept. As mention in 
(Stergiopoulos, Lygerou, et al., 2020), binary bit-masks of length 8 seem to provide the best 
overall efficiency. In Figure 13, it is clear that both 4-bit and 8-bit masks reduce the matching 
execution time by two thirds for larger files. At the same time, the difference between an 8-bit 
and a 10-bit mask is almost non-existent for files smaller than 8000KB. For larger files 
(>8000KB), the 10-bit mask is by far the worst, proving that the algorithm finds matches more 
difficult for larger bit-masks. 
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Figure 20. Incoming & Outgoing Delay Risk for July-August 2018 

 
Figure 21. Incoming & Outgoing Delay Risk for July-August 2019 

To reveal the most congested routes, we sorted the airports that concentrated the higher total 
risk in descending order. To do so, we utilized the proliferation of delay impact with delay 
likelihood, as shown in Equation (6-2).  
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Table 41. Dependency chain risk analysis for 2018 

AIRCRAFT 
TN RISK 1st 

PORT R1 2nd 
PORT R2 3rd 

PORT R3 4th 
PORT R4 5th 

PORT Delay 

N342AN 7,43 PHL 4,97 SJU 2,45 PHL     679 

N410UA 6,23 MCO 4,54 EWR 1,69 MCO     1673 

N938FR 7,10 ATL 3,82 COS 2,41 PHX 0,87 DEN   1229 

N949FR 7,97 TUL 2,47 IAD 3,37 COS 2,13 PHX   328 

N993JB 6,75 EWR 3,56 RSW 2,15 EWR 1,04 FLL   909 

N350DN 5,77 JFK 4,07 MCO 0,86 JFK 0,55 MIA 0,28 JFK 1807 

N807JB 6,5 EWR 3,56 RSW 1,84 EWR 0,73 RSW 0,38 EWR 573 

N939FR 7,35 SJC 2,06 TUL 2,26 IAD 1,85 COS 1,17 PHX 374 

N263SY 6,3 ORD 4,55 LGA 1,25 PIT 0,38 LGA 0,12 ORD 1767 

N324FR 6,49 JAX 2,5 SAT 2,35 JAX 1,04 STL 0,46 JAX 446 

Table 42. Delay causal analyis for aircrafts with the higher dependency risk for 2018 

FLIGHT 
DATE TAIL NUM 

ACCUMULATED 
ARRIVAL 
DELAYS 

LATE 
AIRCRAFT 

DELAY 

CARRIER 
DELAY 

NAS 
DELAY 

WEATHER 
DELAY 

30/7/2018 N342AN 679 90% 9% 2% 0% 
24/7/2018 N410UA 1673 29% 49% 22% 0% 
9/8/2018 N938FR 1229 100% 0% 0% 0% 

25/7/2018 N949FR 328 29% 9% 63% 0% 
29/7/2018 N993JB 909 66% 27% 3% 4% 
11/8/2018 N350DN 1807 0% 43% 57% 0% 
15/8/2018 N807JB 573 67% 33% 0% 0% 
28/7/2018 N939FR 358 63% 32% 5% 0% 
23/7/2018 N263SY 1663 41% 55% 4% 0% 
26/8/2018 N324FR 446 97% 2% 1% 0% 

Table 43. Dependency chain risk analysis for 2019 

AIRCRAFT 
TN RISK 1st 

PORT R1 2nd 
PORT R2 3rd 

PORT R3 4th 
PORT R4 5th 

PORT Delay 

224NV 7,12 FLL 3,75 GSP 3,37 FLL     360 

N658JB 5,7 EWR 3,43 SJU 2,27 EWR     1023 

N990AN 5,89 CLT 4,79 MIA 0,94 DFW 0,15 MIA   1104 

N375JB 4,77 MCO 2,7 HPN 1,39 TPA 0,67 HPN   832 

N566JB 6,46 FLL 3,82 HPN 1,54 RSW 0,67 HPN 0,44 FLL 1300 

N703JB 6,42 SJU 3,61 EWR 1,84 FLL 0,64 SJU 0,33 BOS 1092 

N794JB 5,73 SJU 3,09 EWR 1,52 SJU 0,78 EWR 0,33 PBI 834 

N996JL 5,32 BQN 3,87 JFK 0,93 MCO 0,39 JFK 0,13 SJU 428 

N974JT 4,81 FLL 2,87 JFK 1,06 FLL 0,61 JFL 0,27 FLL 794 

N918US 6,02 CLT 4,03 PDX 1,65 CLT 0,3 RDU 0,02 CLT 654 
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Figure 25. Graphical representation of the examined graph produced based on top 80 highest average risk 

connections 

6.7 Results & Conclusion  

In this work, we propose a risk-based dependency method to analyse congestions in the aviation 
network. The methodology and the developed tool are able to assess the risk of delay incidents 
in airports and produce weighted risk dependency graphs, presenting how a delay occurred in 
one airport may affect other interconnected airports. By using real data collected from US 
Bureau of Transportation Statistics, we analysed how delay risk can be propagated into aviation 
network. Based on historic data, we also provided a prediction for congested connections and 
higher dependency risk chains. 

We were able to detect the worst airports, in terms of affecting the aggregated delay of an 
aircraft route, along with airports that perform better and mitigate delay propagation in the 
aviation network. The tool, we have developed for congestion analysis, can be used to identify 
key airports inclined to delays with great influence on the network due to (i) the number of 
connections, (ii) the likelihood of congestions and (iii) the airports that get affected the most 
by delays occurred in previous airports. 

Between the two consecutive years examined, which were two summer months in 2018-19, 
simulation results indicated that significant delay risk mitigation was achieved in summer 2019. 
The results were cross-referenced with BTS Air travel Consumer Reports issued for the same 
period, in order to check their validity and verify the performance of developed tool.  

Generally, our tool can detect: i) the flights with highest overall risk to be congested and create 
major impact with propagation delays to downstream flights in the aviation network; ii) 
dependency paths with highest overall impact for specific connections per period of calculation 
(week, month, year); iii) the airports which create delays in the network and exert higher 
influence on other airports in terms of both impact (how much delay they introduce to other 
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considering conditional probabilities of component failure and supply disruption due to threat 
manifestation in order to calculate the cascade risk of attack paths.  

Our modeling approach resembles solutions that use the top-down method to analyze complex 
interdependencies in individual CIs, similar to the work in (Bush et al., 2005; Ferrario et al., 
2016). In (Ferrario et al., 2016), the authors consider engineered, physically networked (energy, 
transportation, information, and telecommunication) CIs and their interconnected components 
to quantitative evaluate CI robustness. However, their approach neither provides metrics for 
cascade risk evaluation nor suggests mitigation controls to improve the CI robustness. In our 
approach, we suggest risk mitigation controls and guide expert efforts to reduce the risk of the 
individual CI by utilizing MST and centrality metrics following the techniques proposed in 
(Stergiopoulos, Dedousis, et al., 2020) for automated IT network risk reduction. 

7.3 Framework 

The proposed framework follows the standard development system lifecycle incorporating 
security and safety criteria into the design phase. It spans all system processes, as security risks 
will need to be identified as early as the design phase and addressed accordingly. 

The framework aims to assist designers in understanding the potential impact of compromised 
components and identifying and prioritizing weak points for risk mitigation. 

 
Figure 26. High-level overview of the proposed framework 

Figure 26 summarises the steps and workflow of the proposed roadmap. The roadmap 
workflow includes the following essential steps: 

1. First, following the standard development lifecycle, engineers should discover system 
requirements and create a system model for evaluation during the design phase.  

2. Next, system engineers with security experts should evaluate the modelled system (in terms 
of risk): 
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Resources can flow between nodes via Links, constituting a mode of transport (e.g., pipes, 
cables, roads, ships). Such flows between nodes describe the rate at which resources are 
consumed (input flows) and produced (output flows).  

For modelling purposes, we characterized input flows as regular or backup, determining the 
consumption lifecycle (i.e., a regular flow transfers resources continuously from parent to 
target node). Also, input or output flows are assigned to the same link if they share the same 
transport modes. Figure 27 showcases a demo MFN demonstrating the various types of nodes 
and the flow of resources between them. 

 
Figure 27. Graphical representation of a material flow network that captures the correlation between the cyber 
and physical components of a production system 

7.4.2 Modelling process specification 
A critical step in the modelling process is the process specification. This includes the definition 
of input and output resources and the relations between input and output flows and process 
parameters (i.e., environment temperature). Physical process nodes are the principal entities 
and comprise the majority of flow networks. They depict activities that begin with a set of 
resources (input) and end with new or processed resources (output). Thus, modelling system 
physical processes help researchers investigate and analyse various dangers posed by human 
actors (outsiders, insiders), natural disasters, and hazardous situations. 

In our approach, as an exception to the preceding concept, processes can also describe 
industrial automation control and monitoring activities of the system that supply and receive 
monitoring and control data from and to connected processes or junctions. From a hierarchical 
perspective, we should note that automation control and monitoring activities are essentially 
subprocesses, at a different level from the physical processes that operate on top of them, 
providing crucial functionality. Modelling the automation control and monitoring activities as 
a part of the overall system allows us to study and analyse various types of cyber threats that 
leverage vulnerabilities of monitor and control information systems and the impact they pose 
to the physical components of the modelled system.  
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Cracking (FCC), and Platformer. After the production process, some impurities remain in the 
LPG that need to be removed (purification). The main purification processes correspond to (i) 
the removal of Naphtha (C5 and above) in debutanizer columns, (ii) the removal of ethane in 
Deathanizer columns, and (iii) the removal of sulphur compounds like hydrogen sulphur (H2S) 
and mercaptan (CH4S) in Amine Absorber Units (AAU). This study's provided flow network 
model is representative of any typical LPG purification unit encountered in all oil-refinery 
industries (Bahadori, 2014).  

 
Figure 29. Graphical representation of the utilized material flow network.4 

Due to permit issues, only the MFN of the purification unit has been provided. Failure 
probabilities and impact values are assigned based on thorough literature research of similar 
systems and processes. 

Utilizing the provided MFN (see Figure 29), we identified 22 internal processes, 4 internal 
junctions, 11 internal inputs, 1 external input, and 1 output node for the part of the production 
line under study. Moreover, the MFN understudy includes 208 flows of materials and 
information. 

                                                 
4 The network models the gas sweetening process for the TUPRAS oil refinery plant 
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process (P22) are considered critical nodes with high priority for mitigation measures contrary 
to the hydrocracking process.  

Table 53. Dependency graph closeness and eigen vector centralities. 9 

Node Closeness Eigen Vector Node Closeness Eigen Vector 
Centrality Centrality 

P14 0.0139 0.1515 I1 0.0095 0.0165 
P15 0.0137 0.1182 I2 0.0095 0.0165 
P16 0.0135 0.1838 I3 0.0095 0.0165 
P17 0.0137 0.1862 I4 0.0093 0.0115 
P18 0.0137 0.1862 P4 0.0135 0.0995 
P19 0.0164 0.2953 I5 0.0094 0.0151 
P20 0.0141 0.1228 P5 0.0137 0.1328 
P21 0.0145 0.4331 I6 0.0095 0.0161 
P22 0.0217 0.4298 P6 0.0139 0.1419 
I12 0.0128 0.0662 I7 0.0095 0.0161 
I11 0.0179 0.2316 P7 0.0139 0.1419 
P1 0.0139 0.1462 I8 0.0095 0.0161 

P11 0.0145 0.2198 P8 0.0139 0.1419 
P2 0.0139 0.1462 I9 0.0095 0.0134 
P3 0.0139 0.1462 P9 0.0139 0.1162 
O1 0.0135 0.1666 I10 0.0095 0.0134 
P12 0.0135 0.1875 P10 0.0139 0.1162 
P13 0.0137 0.1862 - 

 

7.7 Discussion of results 

Based on our overall analysis, anime (DEA) regeneration (P21) is deemed the most critical 
process, followed by the gas treatment process (P19) and the operation & monitoring process 
(P22). Additionally, the removed dependency report dictates a set of flows for risk mitigation. 
To that end, we discover that information flows from the operation & monitoring process (P22) 
while not having the highest score have a higher frequency of removal, thus inducing high risk 
to the system. That is confirmed by our centrality analysis, where the operation & monitoring 
process is deemed the most influential based on the premise that it connects to more influential 
nodes. Similarly, the anime (DEA) regeneration (P21) process is a high influence node to 
spread risk quickly and to a large portion of the system. 

Anime (DEA) regeneration process supplies multiple processes (absorbers) with DEA and at 
the same time receives DEA from them for treatment creating multiple cycles of dependencies. 
From an engineering perspective, the anime regeneration units have high importance in the 
chemical absorption process (T. Li & Keener, 2016). The gas treatment process (P19) 
represents an absorber which is undoubtedly the single most crucial operation of gas 
purification processes (Subhasish Mitra, 2015). Furthermore, in our case, the gas treatment 
process receives flows from multiple processes, and it is involved in a circular relation with the 
Anime (DEA) regeneration process, emerging its criticality. 

                                                 
9 Bold letters in the table highlight minimum and maximum centrality values. 
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in our approach, we consider all the required input resources of the modelled flow network 
nodes as equally important, although in reality, some resources may be more important than 
others. For modelling disruption of flows, we utilize a binary approach to address availability, 
but that is not always the case for CIs in the industrial sector. Attacks may modify the input 
quantity of a resource and alter the quality of the output product. These kinds of attacks are not 
immediately noticed and threaten the integrity of the provided services. Moreover, process 
mapping is essentially a base that cannot possibly analyse and describe cross-process risks, 
such as a 3rd-party data monitoring company having a DoS that in turn affects data aggregation 
from the historian, thus losing data and potentially harming a process in the mid-term future 
when trying to adjust/optimize it. 
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performance errors caused by denial-of-service (DoS) attacks in networked controlled systems. 
In (Cai et al., 2022), a new method was introduced to account for delays in ICS components, 
proposing an algorithm to ensure system stability and dissipation using fuzzy logic. Mining 
invariant values from ICS devices has also been used for fault detection. Recent approaches 
have aimed to extract operational conditions from system logs using data mining (Chen, 
Poskitt, et al., 2018). However, most proposed approaches use sensor data as datasets; 
therefore, manipulating sensors and data is a concern, as implicit confidence in the obtained 
data may lead to cyber incidents.  

CE experiments address the limitations of functional charts and specifications for capturing the 
scale and complexity of user behavior in modern distributed systems. In addition, by treating 
the entire system under test as a single entity, CE experiments uncovered previously unknown 
and unwanted execution states (Basiri et al., 2016). While CE experiments may employ fuzzing 
techniques for input, they do not target specific software or components but instead consider 
all ICS components and field devices as a unified system, observing the effects of real-world, 
high-level input on the ICS boundary. In addition, unlike fault analysis and testing techniques 
that rely on binary assertion logic or predefined restrictions, CE experiments generate new 
input data and identify previously unrecognized system states, diverging from the traditional 
true or false evaluation approach (Basiri et al., 2016, 2019). 

Regarding existing CE approaches, the authors of  (Basiri et al., 2016) first introduced CE 
techniques to verify the reliability of distributed systems experimentally. They achieved this 
by manipulating the boundary state of the components and analyzing system behavior using an 
internally developed service called Chaos Monkey. The concept of Chaos Monkey was also 
utilized in (Chang et al., 2015), where researchers proposed a balanced use of the service to 
introduce varying levels of failure into the network while maintaining its connection and 
evaluating its performance based on network-invariant metrics. Other research has focused on 
using CE to analyze the execution states of infrastructure-as-a-service (IaaS) cloud platforms. 
For instance, CloudStrike implemented CE principles by introducing system failures and 
defects to cloud resources to study cybersecurity breaches caused by human errors and 
misconfigured resources (Torkura et al., 2019, 2020). In (Poltronieri et al., 2022), the authors 
introduced an information technology (IT) service management framework that integrates CE 
techniques with DTs to test the resiliency of complex IT services deployed in hybrid cloud 
scenarios. This integration allowed them to assess the robustness of deployed IT services and 
identify potential weaknesses. Overall, CE techniques have proven effective in identifying 
vulnerabilities, enhancing system resilience, and providing valuable insights into IT and 
software systems. 

The use of CE experiments in industrial CPS is new, and to the best of our knowledge, it was 
first introduced in (Konstantinou et al., 2021). In their approach, the authors effectively applied 
CE principles to an industrial CPS testbed, demonstrating its capability to predict 
environmental changes and implement mitigation measures that control the severity of adverse 
events. However, significant challenges still need to be addressed when conducting CE 
experiments on real-world operational CPS without disrupting normal operations and system 
availability. Similar to the work in (Konstantinou et al., 2021), our approach employs CE to 
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Name ID Process variables 
Tank O1 - 

 

Table 58. Modelled MFN flows, associate resources and Units 

Source Target Resource Units Source Target Resources Units 
I1 P1 

C2 

m3/h 

P1 P2 

LPG 

m3/h 

I2 P3 P3 P4 
I3 P5 P2 P6 
P1 P2 P4 P7 
P3 P4 P5 P7 
P2 P6 P6 O1 
P4 P7 P7 O1 
P5 P7 P7 O1 
P6 O1 I1 P1 

Raw LPG P7 O1 I2 P3 
P7 O1 I3 P5 
I1 P1 

C5 

I1 P1 

S 

I2 P3 I2 P3 
I3 P5 I3 P5 
P1 P2 P1 P2 
P3 P4 P3 P4 
P2 P6 P2 P6 
P4 P7 P4 P7 
P5 P7 P5 P7 
P6 O1 P6 O1 
P7 O1 P7 O1 
P7 O1 P7 O1 

Next, we gathered the shutdown operational limits and constraints associated with the physical 
components and equipment used for each mapped process. Finally, for each process, we 
mapped the sensors of the LPG purification unit to the flows and process variables, thereby 
creating the DT of the physical system (see Section 8.3.4). Table 59 illustrates the mapping 
between the MFN process attributes (i.e., variables and flows) and the physical system sensors.  

Table 59. Mapping between the material network flows and process variables with the physical system 
sensors. 

Virtual Space Physical Space 
Process Process Attributes Sensor ID 

P1 
Variables 

Temperature 47TI1532 
Pressure 47PIC1504 
Reflow 47FIC1524 

Flows LPG In 47FIC1507 
LPG Out 47FIC1545 

P2 
Variables 

Temperature 47TI1550 
Pressure 47PIC1507 
Reflow 47FIC1524 

Flows LPG In 47FIC1545 
LPG Out 47FIC1542 

P4 
Variables 

Temperature 147TI1071 
Pressure 147PIC1028 
Reflow 147FIC1054 

Flows LPG In 147FI1060  
LPG Out 147FIC1058 
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Virtual Space Physical Space 
Process Process Attributes Sensor ID 

P3 
Variables 

Temperature 147TI1066 
Pressure 147PIC1022 
Reflow 147FIC1051 

Flows LPG In 147FIC1003 
LPG Out 147FIC1058 

P5 
Variables 

Temperature 7TI129 
Pressure 7PIC103 
Reflow 7FIC14 

Flows LPG In 7FI126 
LPG Out 7FIC109 

P8 
Variables Temperature 7TI508 

Pressure 7PI504 

Flows LPG In 7FIC501 
LPG Out 7FI601 

P6 
Variables Temperature 47TI1565 

Pressure 47PIC1507 

Flows LPG In 47FIC1545 
LPG Out 47FIC1542  

P7 
Variables Temperature 147TI1081 

Pressure 147PIC1033 

Flows LPG In 147FIC1058 
LPG Out 147FI1060 

8.4.2 Steady state & hypothesis definition 
By utilizing the DT model, we simulated the operation of the LPG purification unit to establish 
the steady-state behaviour of the system. The sensor data from the ICS had a frequency of 1 
data point per second. In our simulation, we utilized a one-hour time step. The selected time 
step is short enough to capture the system behaviours of interest and sufficiently long to allow 
for reasonable execution times (Hensen & Lamberts, 2019). To process the data, we calculated 
an hourly average from the stored one-second sensor readings. The overall simulation time was 
24 hours. First, the DT model flows and process variables (i.e., control signals) were updated 
before each simulation cycle based on the mapping in Table 59. Specifically, we updated the 
process variables for all processes (i.e., set the ICS control signals) and the input LPG flows 
for processes P1, P2, and P3 using the API in each cycle. Figure 36 illustrates the nominal 
control signals for the temperature, pressure, and reflow variables for Debutanizer-3 (P5) used 
in our CE experiment.  
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based on their highest deviation from the steady state. Note that this analysis focuses solely on 
the output flows affected by a given process. For instance, the Deethanizer-1 (P2) process only 
affects the C2 flow, while the C5 flow passing through it remains unaffected. Consequently, 
any significant deviation observed in the C2 flow can be attributed to the Deethanizer-1 (P2) 
process. Our method outputs a total number of 8 processes with scores from 0.00 to -0.25. 
Negative ICD values indicate a notable deviation from the steady-state process, suggesting 
potential vulnerabilities and areas for improvement. Table 61 lists the top three critical 
processes based on the proposed approach. 

Table 61. Top three critical processes from the resilience analysis step. 16 

Process Output flow(s)  Top ICD value 
P5 C2 & C5 -0.25 
P1 C2 -0.17 
P4 C2 -0.10 

Based on the results, the top-ranked critical process is Debutanizer-3 (P5), which significantly 
impacts C2 and C5 flow resources. The ICD value for this process is -0.25, indicating a 
substantial deviation from steady-state flows. Debutanizer-1 (P1) is the second-ranked critical 
process that affects the C2 output-flow resource. It exhibits an ICD value of -0.17, which 
suggests a significant discrepancy from the normal operating condition. Debutanizer-2 (P4) is 
the third-ranked critical process, which also affects the C2 output flow resource. However, its 
impact is comparatively less pronounced, with an ICD value of -0.10. These findings highlight 
the vulnerability of these processes in terms of their impact on system output flows. Experts 
can use the output of this step to identify critical system processes above a threshold value. 
According to our analysis, we consider the Debutanizer-3 (P5) process as the most critical 
node with high priority for mitigation measures. This outcome is in line with the high impact 
introduced by this particular process and aligns with the findings of our critical flow analysis.  

Our approach enables experts to efficiently identify and prioritize the most vulnerable aspects 
of the system, thereby enabling accurate assessments. Consequently, experts can focus their 
efforts on developing specific mitigation strategies and contingency plans. By implementing 
these measures, significant improvements can be achieved in the resilience of the system, 
ensuring seamless and secure operation. 

8.5 Discussion of Results 

The results obtained from our experiment demonstrate that the ability of a CPS to resist 
deviations depends on how well it is designed to absorb them. In our case, the PLC scans for 
signals gathered from the sensors monitoring the distillation columns in the LPG purification 
unit. When there is a deviation in a process variable such as temperature, pressure, or reflow, 
the PLC communicates with the actuator to initiate commands for adjustment at the column. 
However, adverse events may bypass the fail-safe mechanisms. For example, DoS attacks can 

                                                 
16 The ICD values are computed by assessing the impact on output flow resources for each process.  Also, the ICD 
reflects the maximum divergence between the steady-state flows (normal operating conditions) and the flows 
observed during the experiment. 
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the entire plant, to accurately represent the overall operating conditions. Third, the simulation 
faces high time complexity due to the utilization of nonlinear equations to model the physical 
processes. Addressing this limitation requires exploring more efficient algorithms and 
computational techniques to reduce time complexity while maintaining the required level of 
accuracy. Furthermore, it is important to note that our current study primarily focuses on 
investigating the effects of disruptions within a system. However, in industrial CPS, 
interconnections between different systems can have a significant impact on the overall 
performance. For instance, disruptions in one system can propagate and affect the performance 
of the entire interconnected system (i.e., an oil refinery connected to a crude oil distribution 
pipeline network, communication, and electricity grid). 
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such vulnerabilities in ICS processes and (iii) that complex dependencies between system 
configurations, operational specifications, quality constraints and system resilience can be 
effectively studied using CE over modelled DT systems. More importantly, they demonstrated 
that our method could assess operational resilience without affecting normal business 
operations. To that end, our approach supports the proactive study of critical industrial 
infrastructures with large-scale and complex production lines advancing the concept of system 
resilience in CPS. 
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Electric Power Grid Systems, where generators and batteries can be analogous to distillation 
units and storage tanks, would provide valuable insights and broaden the applicability of this 
approach. 
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Appendix A: NetflixOSS CVE & Edge Derivations 
Table A 1. Modelled NetflixOSS attack graph edges and corresponding vurnerabilites 

Edge 
ID Vulnerability Ris

k 
Source 
Node 

Target 
Node 

Edge 
ID Vulnerability Ris

k 
Source 
Node 

Targ
et 

Nod
e 

E1 CVE-2005-
2541 10 S15 S1 E48 CVE-2017-

1000116 10 S13 S12 

E2 CVE-2005-
2541 10 S14 S1 E49 CVE-2017-

1000116 10 S11 S12 

E3 CVE-2005-
2541 10 S13 S1 E50 CVE-2017-

1000116 10 S10 S12 

E4 CVE-2005-
2541 10 S12 S1 E51 CVE-2017-

1000116 10 S4 S12 

E5 CVE-2005-
2541 10 S11 S1 E52 CVE-2017-

1000116 10 S3 S12 

E6 CVE-2005-
2541 10 S10 S1 E53 CVE-2017-

7376 10 S17 S13 

E7 CVE-2005-
2541 10 S2 S1 E54 CVE-2017-

7376 10 S16 S13 

E8 CVE-2017-
7376 10 S15 S2 E55 CVE-2017-

7376 10 S15 S13 

E9 CVE-2017-
7376 10 S14 S2 E56 CVE-2017-

7376 10 S14 S13 

E10 CVE-2017-
7376 10 S13 S2 E57 CVE-2017-

7376 10 S11 S13 

E11 CVE-2017-
7376 10 S12 S2 E58 CVE-2017-

7376 10 S10 S13 

E12 CVE-2017-
7376 10 S11 S2 E59 CVE-2017-

7376 10 S4 S13 

E13 CVE-2017-
7376 10 S10 S2 E60 CVE-2017-

7376 10 S3 S13 

E14 CVE-2005-
2541 10 S21 S3 E61 CVE-2017-

13090 9.3 S15 S14 

E15 CVE-2005-
2541 10 S20 S3 E62 CVE-2017-

13090 9.3 S11 S14 

E16 CVE-2005-
2541 10 S11 S3 E63 CVE-2017-

13090 9.3 S10 S14 

E17 CVE-2005-
2541 10 S4 S3 E64 CVE-2017-

13090 9.3 S4 S14 

E18 CVE-2017-
7376 10 S21 S4 E65 CVE-2017-

13090 9.3 S3 S14 

E19 CVE-2017-
7376 10 S20 S4 E66 CVE-2009-

2347 9.3 S11 S15 

E20 CVE-2017-
16997 9.3 S19 S5 E67 CVE-2009-

2347 9.3 S10 S15 

E21 CVE-2017-
16997 9.3 S18 S5 E68 CVE-2009-

2347 9.3 S4 S15 

E22 CVE-2017-
16997 9.3 S6 S5 E69 CVE-2009-

2347 9.3 S3 S15 

E23 CVE-2017-
16997 9.3 S6 S5 E70 CVE-2017-

1000116 10 S17 S16 

E24 CVE-2019-
3855 9.3 S19 S6 E71 CVE-2017-

1000116 10 S15 S16 

E25 CVE-2019-
3855 9.3 S18 S6 E72 CVE-2017-

1000116 10 S14 S16 
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Edge 
ID Vulnerability Ris

k 
Source 
Node 

Target 
Node 

Edge 
ID Vulnerability Ris

k 
Source 
Node 

Targ
et 

Nod
e 

E26 CVE-2016-
2842 10 S15 S8 E73 CVE-2017-

1000116 10 S11 S16 

E27 CVE-2016-
2842 10 S14 S8 E74 CVE-2017-

1000116 10 S10 S16 

E28 CVE-2016-
2842 10 S13 S8 E75 CVE-2017-

1000116 10 S4 S16 

E29 CVE-2016-
2842 10 S12 S8 E76 CVE-2017-

1000116 10 S3 S16 

E30 CVE-2016-
2842 10 S11 S8 E77 CVE-2017-

7376 10 S15 S17 

E31 CVE-2016-
2842 10 S10 S8 E78 CVE-2017-

7376 10 S14 S17 

E32 CVE-2016-
2842 10 S9 S8 E79 CVE-2017-

7376 10 S11 S17 

E33 CVE-2016-
2108 10 S15 S9 E80 CVE-2017-

7376 10 S10 S17 

E34 CVE-2016-
2108 10 S14 S9 E81 CVE-2017-

7376 10 S4 S17 

E35 CVE-2016-
2108 10 S13 S9 E82 CVE-2017-

7376 10 S3 S17 

E36 CVE-2016-
2108 10 S12 S9 E83 CVE-2017-

13090 9.3 S19 S18 

E37 CVE-2016-
2108 10 S11 S9 E84 CVE-2017-

13090 9.3 S17 S18 

E38 CVE-2016-
2108 10 S10 S9 E85 CVE-2017-

13090 9.3 S16 S18 

E39 CVE-2017-
1000116 10 S11 S10 E86 CVE-2017-

13090 9.3 S9 S18 

E40 CVE-2017-
1000116 10 S4 S10 E87 CVE-2017-

13090 9.3 S8 S18 

E41 CVE-2017-
1000116 10 S3 S10 E88 CVE-2011-

2895 9.3 S17 S19 

E42 CVE-2017-
7376 10 S4 S11 E89 CVE-2011-

2895 9.3 S16 S19 

E43 CVE-2017-
7376 10 S3 S11 E90 CVE-2017-

7376 10 S9 S19 

E44 CVE-2017-
1000116 10 S17 S12 E91 CVE-2011-

2895 9.3 S8 S19 

E45 CVE-2017-
1000116 10 S16 S12 E92 CVE-2017-

1000116 10 S21 S20 

E46 CVE-2017-
1000116 10 S15 S12 E93 CVE-2017-

13090 9.3 S22 S20 

E47 CVE-2017-
1000116 10 S14 S12 E94 CVE-2017-

7376 10 S22 S21 
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Appendix D: Mapped Material Network Flows 
Table D 1. Mapped MFN primary flows and associate resources. Flows are characterized as backup based on 

design decisions. 

Source Node Target Node Resource Backup 
Flow Source Node Target Node Resource Backup 

Flow 
P1 

P11 

LPG No 

P14 P19 
LPG 

No 
P2 P20 P9 Yes 
P3 P21 P19 

DEA 

No 

P11 
O1 

P21 P11 
P12 P21 P12 
P13 P21 P16 
I1 P1 P21 P13 
I2 P2 P21 P17 
I3 P3 P21 P18 
I4 P4 P22 P19 

Monitor & 
Control Data 

I5 P5 P22 P1 
I6 P6 P22 P2 
I7 P7 P22 P3 
I8 P8 P22 P4 
I9 P9 P22 P5 

I10 P10 P22 P14 
P4 P14 P22 P15 
P5 P15 P22 P6 

P14 P12 P22 P11 
P15 P16 P22 P12 
P16 O1 P22 P16 
P7 P17 P22 P13 
P6 P13 P22 P17 

P17 O1 P22 P7 
P8 P18 P22 P21 

P18 
O1 

I12 P20 Electricity 
P9 I11 P1 

Steam 

P10 I11 P2 
P1 

P19 

I11 P3 
P2 I11 P4 
P3 I11 P5 
P5 I11 P15 
P6 I11 P14 
P7 I11 P6 
P8 I11 P7 

P19 
P20 

I11 P8 
P9 I11 P9 

P10 I11 P10 P19 

P21 

P22 

Monitor & 
Control Data 

P11 P22 P9 
P12 P22 P8 
P16 P22 P18 
P13 P22 P20 
P17 I11 P21 Steam 
P18 I12 P22 Electricity 
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