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ABSTRACT
Assessing risk in information and communication infrastructures is a challenging topic due to
the complexity of critical infrastructures (CIs) and of the various dependencies between such
infrastructures. This chapter discusses the basic concepts of risk assessment for CIs.
Moreover, it describes a recently proposed methodology for criticality assessment. The main
goal of this methodology is to assess the risk of an infrastructure (or a sector of critical
infrastructures), taking into account the dependencies between CIs and/or sectors. The
methodology is compatible with current information systems practices. The basic
characteristic of the presented methodology is that it attempts to capture both organizationoriented and society-oriented consequences of possible security events, a feature which is
not always embedded in mainstream information security risk assessment methodologies.

INTRODUCTION
Although assessing security risk in critical information and communication infrastructures
(CI) has similarities with risk assessment in traditional information systems, it also requires
an extended approach, in order to capture CI complexities (Bialas, 2006). The process of
assessing the impacts and the likelihood of occurrence of security incidents affecting CIs, is
closely related to traditional information security risk assessment methods. It is also a basis
for estimating which infrastructures are more critical than others, and, respectively, which
sectors present higher criticality and require more sophisticated protective mechanisms. In
the case of a potential threat affecting availability, but also information integrity or
confidentiality of a CI, apart from the consequences to the infrastructure itself, a risk
assessment methodology should mainly focus on possible impacts to the society. Risk
assessment in CIs requires that the policy makers and security experts do consider possible
societal impacts, which are external to the organization hosting a critical infrastructure
(Theoharidou et al. 2010). An additional difficulty in risk assessment for CIs is the fact that
these infrastructures are generally connected with many others and thus the effects of a
disruption or failure may spread both geographically and across multiple sectors. The
identification of 1st-order dependencies may be sufficient in order to assess the risk of a
particular infrastructure; however, capturing 1st-order dependencies may fail in some cases
to capture cascading risk to other infrastructures. For example, one or more relatively minor,
security incidents on one CI may cause cascading and escalating impacts to a second or
third dependent CI. Identifying multi-order dependencies leads to a more accurate
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assessment on the overall criticality level of an infrastructure or a sector, especially if we
consider the social implications caused by the failure of a CI.
In this chapter, we describe the basic goals and outcome of a recent risk assessment
methodology which aims to capture multi-order dependencies, and at the same time
consider both organizational and societal effects, while assessing the risk of critical
infrastructures (Theoharidou et al., 2009, 2010; Kotzanikolaou et al., 2011). The goals of
the chapter are two-fold: (a) to assess the risk that a CI is exposed to, taking into account
the presence of dependencies between infrastructures, and (b) to assess the risk of n–order
dependencies between CIs. The aim of this method is to provide useful projections of the
consequences of major security events, to security experts responsible for the protection of
CIs. Since it also assesses the overall risk due to CI dependencies, it can be a useful tool for
policy makers or national representatives to organizations dealing with CI protection. The
ultimate goal is to provide a way to reduce the cumulative risk of security incidents and to
avoid catastrophic cascading failures, by reducing threat, vulnerability, and/or impact levels,
in the most appropriate and cost-efficient steps of a chain of dependent infrastructures.

ASSESSING RISK AND DEPENDENCIES
Traditional risk assessment methodologies for ICT systems, i.e. the ISO27005 standard,
assess information risk only within the system or organization in question. They do not
assess parameters such as the potential effect of a failure or disruption to dependent
infrastructures or the impact to society. This is natural in the context of a single
organization, since the management is interested to know what are the possible
consequences (economical, business, legal or other) for the organization in question, in case
of a security incident. Recent research on targeted to CIP risk assessment methodologies
however, has indicated the need to also consider external effects. From a macroscopic view,
what makes an infrastructure “critical” is the fact that it affects many others connected with
it, who are mostly outsiders for the organization operating the CI. Thus, the criticality of an
asset depends not only on the potential impact of a security incident on the operator of a
CI, but also on the outgoing societal risk caused to other dependent organizations
(Theoharidou et al., 2009).
A review on generic risk assessment methods for CIs (Theoharidou et al., 2009) indicates
that such approaches assess risk in terms of threat, vulnerability and impact, with a high
emphasis on the societal impact of a CI failure or disruption. However, they fail to model
and assess the risk caused by the multi-order dependencies of CIs. Any modeling and
simulation attempt faces several challenges, namely data accessibility, model development,
and model validation. In the case of CI dependency, such a task is further complicated by
the detailed and disparate cross sector analysis which is required (Pederson et al., 2006).
The lack of reliable real-time data makes the identification of dependency related failures
even worse (Andersson et al., 2005).

Dependencies and Failures
According to (Rinaldi et al., 2001; De Porcellinis et al., 2009), the dependencies may belong
to the following categories:
 Physical (the state of a CI depends upon the material output(s) of the other CI),
 Cyber/Informational(the state of a CI depends on information transmitted through
the other CI),
 Geographic (the state of a CI depends on an environmental event on another CI),
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Logical (the state of a CI depends upon the state of another CI via a non-physical,
cyber, or geographic connection) or
Social (the state of a CI is affected by the spreading of disorder to another CI related
to human activities).

Also, while assessing the dependencies, one should not assume the complete availability or
unavailability of a CI, as these may be available on different levels of quality (Nieuwenhuijs
et al. 2008).
Rinaldi et al. (2001) classify dependence-related disruptions or outages in three types:
 A cascading failure is defined as a failure in which a disruption in an infrastructure A
affects one or more components in another infrastructure, say B, which in turn leads
to the partial or total unavailability of B.
 An escalating failure is defined as a failure in which an existing disruption in one
infrastructure exacerbates an independent disruption of another infrastructure,
usually in the form of increasing the severity or the time for recovery or restoration
of the second failure.
 A common-cause failure occurs when two or more infrastructure networks are
disrupted at the same time: components within each network fail because of some
common cause. This occurs when two infrastructures are co-located (geographic
interdependency) or because the root cause of the failure is widespread (e.g., a
natural or a man-made disaster).
As summarized by Zio and Sansavini (2011), a more recent empirical study (Van Eeten et
al., 2011), shows that events can been classified as “cascade initiating” (i.e., an event that
causes an event in another CI), “cascade resulting” (i.e., an event that results from an event
in another CI), and “independent” (i.e., an event that is neither a cascade initiating nor a
cascade resulting event). The empirical findings indicate that: i) “cascade resulting” events
are more frequent than generally believed, and that “cascade initiators” are about half as
frequent; ii) the dependencies are more focused and directional than often thought; and iii)
energy and telecommunication are the main “cascading initiating” sectors.
Related work in identifying and modeling dependencies includes the use of sector-specific
methods, e.g. gas lines, electric grid or ICT, or more general methods that are applicable in
various types of CIs. Interdependency models fall into six broad categories (Rinaldi, 2004;
Zio and Sansavini, 2011; Kröger and Zio, 2011): (i) aggregate supply and demand tools,
which evaluate the total demand for infrastructure services in a region and the ability to
supply those services (ii) dynamic simulations, which examine infrastructure operations, the
effects of disruptions, and the associated downstream consequences; (iii) agent-based
models, which allow the analysis of the operational characteristics and physical states of
infrastructures; (iv) physics-based models, which analyze physical aspects of infrastructures
with standard engineering techniques (e.g., power flow and stability analyses for electric
power grids or hydraulic analyses on pipeline systems); (v) population mobility models,
which examine the movement of entities through geographical regions; and (vi) Leontief
input-output models, which in the basic case provide a linear, aggregated, time-independent
analysis of the generation, flow, and consumption of various commodities among
infrastructure sectors.
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Dependencies also vary according to the level of analysis selected. Different approaches
have been used to examine dependencies under a microscopic or macroscopic view. De
Porcellinis et al. (2009) refer to reductionistic and holistic approaches. A reductionistic
approach identifies “elementary” components within a CI and then describes the evolution of
the entire system based on the aggregated behavior of these components. For example,
Svedsen and Wolthunsen (2007) focus on the components of a CI and they demonstrate
several types of multi-dependency structures for both linear and particularly cyclical
dependencies among multiple infrastructure types. Min et al. (2009) focus also on the
component level, but they model two types of vulnerability: (a) structural and (b) functional.
This approach calculates the interdependent effect and the effect of interdependence
strength. The method is applied on power grid and gas pipeline models. Holistic examples
include the study dependencies between different CIs (Nieuwenhuijs et al., 2008), within the
same or different sectors of a country (Aung and Watanabe, 2009). A method to map
dependencies with a workflow enabling the characterization of coupled networks and the
emerging effects related to their level of dependency is presented by Rosato et al. (2008).
This work aims at mapping the dependency between electrical and related communication
nodes. Many holistic approaches apply Leontief's Inoperability Input-Output model (IIM),
which calculates economic loss due to unavailability on different CI sectors based on their
interdependencies (Aung and Watanabe, 2009; Santos and Haimes, 2004; Haimes et al.,
2007; Setola et al., 2009). The same model is also applied by Crowther (2008), so as to
include elements of business continuity and the cost to recover from an event.
A relevant risk management approach (Utne et al., 2011) follows six steps in order to model
dependencies: (1) Identify the initiating event, (2) Identify interdependencies and Perform
qualitative analysis, (3) Perform semi-quantitative assessment of the scenario, (4) Perform
detailed quantitative analysis of interdependencies (optional), (5) Evaluate risk and
measures to reduce interdependencies, and (6) Perform Cost/benefit analysis(optional).

Risk vs. Criticality
An extensive review on national strategies and risk assessment approaches for CIs
(Theoharidou et al., 2009) indicates that these mainly focus on the impact assessment of an
incident or threat, which usually results on the unavailability of a single CI. Impact is
assessed under various terms, such as consequences, criticality, or vitality, and expressed
with various criteria or factors. The potential effect usually takes the form of:
 Public Health & Safety
 Economic effect
 Environment
 Political effect or Governance or Mission
 Psychological or Social effect or Public Confidence
 Concentration of people
 Scope or Range
 Service Delivery or Recovery time
 National or Territorial security
Criticality assessment however seems to have a more broad scope than risk assessment,
since it attempts to capture the external, societal impacts. In (Theoharidou et al., 2010), a
method for assessing the criticality level of a CI is presented. It contains the following
phases:
1. Identification of CI Components

4

2. Selection of Incidents - Threats
3. Partial Impact Assessment
4. Overall Criticality Assessment
Therefore, the Criticality of an infrastructure I can be assessed as the total Impact for every
applicable combination of a component c, an incident-threat th and a resulting effect e to
the infrastructure (c,th,e).
CriticalityI = ImpactI = ∑∀(c,t,e)ImpactI(c,t,e).
The sum operator is a generic operator and does not represent a numerical sum per se.
Other possible operators may include max, average, median etc. This represents the
common practice in most current criticality assessment approaches and it does not take into
account the likelihood of incidents.
A more precise representation of the impact would be the following:
Impacti(t) = αSeverityi(t) x βScopei(t) x γTimei(t), where α, β, γ є [0,1], α + β + γ = 1, and
× is a generic multiplier (for example the use of Cartesian product).
These three attributes have all been included in existing approaches and can defined by
various qualitative assessment criteria like the following (Theoharidou et al., 2009):
 Severity: Economic, Dependency, Public Confidence, International Relations, Public
Order, Policy and Operations of Public Service, Safety, Defense.
 Scope: People affected, Concentration of people, Range.
 Time: Recovery Time, Duration.
Although these criteria are also used in risk assessment methodologies, in the case of CI
assessment these criteria mainly refer to the societal impact of an incident. Thus they
require significantly higher scales. We also observe that these three types of factors can be
dependent on the time that an incident occurs. There may be points of time or time frames
where the impact appears to be higher. Such time frames also need to be evaluated
separately, since the risk deriving from the same event may be significantly different for
different time periods. Thus, the security management plan should take into account
different security risk which is time-dependent. As a consequence, different security controls
must be considered for different time periods. However, if such time points or frames cannot
be identified, then the above attributes are not time-dependent.
Many of the approaches discussed earlier (Aung and Watanabe, 2009; Santos and Haimes,
2004; Haimes et al., 2007; Setola et al., 2009) place the emphasis of an incident mainly on
the potential impact, adopting the assumption that the likelihood of an event is less
important when we deal with CIs. This means that we usually expect harmful incidents of
relatively low likelihood, but significant impact to occur in CIs (Kröger, 2008; DHS, 2009).
This also reflects the innate difficulty of assessing the likelihood of a threat/incident due to
the lack of statistical data or previous incidents and due to the existing dependencies
between CIs. A more complete approach would assess the overall Risk of an infrastructure I
as follows:
(a) RiskI = ∑∀(c,t,e)(Likelihood(c,t,e) x Vulnerability(c,t,e) x Impact(c,t,e))
(b) RiskI = ∑∀(c,t,e)(Likelihood(c,t,e) x Impact(c,t,e))
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The approach (b) assumes that the assessment of likelihood takes into account the presence
of vulnerabilities as well (ISO/IEC, 2008), in the sense that the presence of a vulnerability
affects the occurrence likelihood of a threat. In this chapter we will adopt the second option,
which means that the point of focus is the societal impact of an incident/threat and the
effect of dependencies in risk assessment.

RISK ASSESSMENT METHODOLOGY FOR CI DEPENDENCIES
We observe that despite extensive research on the subject there is a lack of risk assessment
methodologies which focus on critical information and communication infrastructures. The
existing ones do not assess the risk that is based on the dependencies between them. The
approach that follows attempts to identify the risk caused due to dependencies between
different (Theoharidou et al., 2009, 2010; Kotzanikolaou et al., 2011). We adopt an holistic
approach (De Porcellinis et al., 2009) meaning that we view each infrastructure as a single
entity with well-defined boundaries and functional properties.
The method assesses risk in two stages. First, it attempts a more detailed -yet less
complicated- assessment of 1st-order dependencies between CIs. These means we examine
pairs of infrastructures and their relationship. The analysis of 1st-order dependencies is
performed in three levels of abstraction: (a) infrastructure level, (b) sector level, and (c)
national/intra-sector level. The ultimate goal of this stage is to assess the dependency risk
for each pair of infrastructure and then to assess the overall risk of an infrastructure or a
sector, based on the dependency risk identified earlier. We then proceed in the assessment
of the n-order dependencies, which allow the assessment of risk in chains of infrastructures
and may highlight hidden information or dependencies that the initial assessment could not
identify.
Some preparatory steps include the scope definition of the assessment. The decision maker
needs to select (a) the sectors to be included in the assessment process (i.e. Finance,
Government Services, ICT, Emergency, Energy, Health, Food, Transport, and Water) and (b)
the CI which are considered important and, thus, should be included in the initial set. For
each sector, an entity needs to act as sector coordinator, which will coordinate sector
representatives, e.g. governmental agencies, expert groups, infrastructure representatives,
etc. The use of experts for identifying dependencies between sectors has also been
proposed by Setola et al. (2009). Since the criticality of the infrastructures has not yet been
assessed, the initial selection is based on the assumptions and initial assessments of the
representatives. For this reason, this initial set of infrastructures needs to be flexible and to
be enriched and modified, if needed, in future steps.
st

Risk Assessment of 1 -order Dependencies
We examine the relation between two infrastructures ignoring the potential effect of a
failure that affects multiple CIs or the effect of a chained reaction to an event. The
methodology assesses risk in three layers: the infrastructure level, the sector level and,
finally, the national/intra-sector level. We refer to infrastructures on an organizational level,
which means we do not initiate the analysis at the component level, following the holistic
perspective.

Infrastructure level

We assume that risk assessment results and security plans of CIs (based on standards, e.g.
ISO (2008), NERC (2009)) are already available. This hypothesis means that the CI has
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identified all the assets, potential threats, and impacts and has calculated the risk for the
particular infrastructure. Another assumption is that the CI has performed some form of
vulnerability analysis for the ICT components. This assumption means that risk will be
calculated as the product of threat likelihood and impact (ISO, 2008) in the following steps.
This level tries to identify potential points of dependency, where risk is transferred between
infrastructures. It assumes that the ‘owner’ or the ‘operator’ of a CI has a better knowledge
of the infrastructures he is dependent on for his function (these are called requisite CIs). All
the dependencies are identified and then assessed in the following way:

Step 1: Identify all the requisite CIs and the corresponding dependencies. For each

dependency the following elements need to be identified:
a) Dependency type (physical, cyber, geographic, logical and social),
b) Source impact of the dependency (unavailability, disclosure, modification), i.e. the
impact caused to the requisite organization due to a security incident,
c) Incoming impact (unavailability, disclosure, modification), i.e. the impact caused to
the CI in question, due a source impact realized in a requisite CI,
d) Type of incoming impact (financial loss, safety, loss of service, legal consequences
etc.),
e) Scale of incoming impact (very low, low, medium, high, very high), and
f) Likelihood of incoming impact (very low, low, medium, high, very high).
The types (d) and scale (e) provide a qualitative assessment of the incoming impact, which
combined with the likelihood (f), allow the assessment of the incoming dependency risk in
step 2.

Step 2: Estimate the incoming risk. For each infrastructure CIj estimate the incoming risk

that CIi is exposed to, due to its dependency from each possible requisite infrastructure CIi,
i.e. ri,j = Ii,j x Lij. The following risk matrix is used for the computation of ri,j.
Likelihood
Very Low
(Very
Unlikely)

Impact

Low
(Unlikely)

Medium
(Possible)

High
(Likely)

Very High
(Frequent)

Very Low

1

2

3

4

5

Low

2

3

4

5

6

Medium

3

4

5

6

7

High

4

5

6

7

8

Very High

5

6

7

8

9

Table 1: Incoming risk matrix (Theoharidou et al., 2009)
Step 3: Create the incoming dependency risk matrix for each CI.

This risk matrix is called an incoming dependency risk matrix, because it is risk that arises as
a consequence of impact external to the examined CI.
In the case of multiple dependencies, then the total incoming dependency risk DRi,j for CIi
from CIj needs to be calculated. There are two simple approaches in regards of assessing
overall risk: (a) average risk or (b) maximum risk. Adopting the first approach allows us to
perform better cost benefit analysis, but we may lose important information when large
variations occur. Alternatives include assessing the median risk. Contrary, the second
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approach focuses on a worst case scenario, which usually leads to more expensive risk
treatment plans, but high valuations of risk are not omitted. We adopt the second approach
(worst-case principle); the total incoming dependency risk DRj of an infrastructure CIj is
calculated as the maximum of all incoming dependency risk factors ri,j, for each requisite
infrastructure CIi of the examined infrastructure CIj, i.e.:
DRi,j = max {ri,j}, ∀ (i,j)

Sector level

At this level, the input is provided not only by CIs but from sector representatives as well,
who have a better overview of potential dependencies. At this stage, dependencies, which
(a) have been identified at the previous level and (b) new ones that may be highlighted by
sector representatives, are assessed, but the main difference is that the risk does not refer
to the infrastructure itself but to the society in general. Here we assess the outgoing risk of
an infrastructure, meaning that we estimate the societal impact of an incident or threat on
other infrastructures (dependent CIs) and the society.

Step 1: Identify the dependent CIs and the corresponding dependencies.

For each dependency the following elements need to be identified:
(a) Dependency type (physical, cyber, geographic, logical and social),
(b) Source impact of the dependency (unavailability, disclosure, modification), i.e. the
impact caused to the CI in question due to a security incident,
(c) Outgoing societal impact (unavailability, disclosure, modification), i.e. the impact
caused to the dependent CI, due to the above source impact,
(d) Type (Economic, Public Confidence, International Relations, Public Order, Policy &
Operations of Public Service, Safety, Defense etc.) of outgoing societal impact,
(e) Scale of outgoing societal impact (very low, low, medium, high, very high), and
(f) Likelihood of outgoing societal impact (very low, low, medium, high, very high) due
to dependencies
The types (d) and scale (e) provide a qualitative assessment of the outgoing societal impact,
which combined with the likelihood (f), allow the assessment of the outgoing societal risk in
step 2.

Step 2: Estimate the outgoing societal risk of an infrastructure.
For each infrastructure CIi estimate the outgoing societal risk sri,j that CIi causes to its
dependent CIj, i.e. sri,j = Ii,j x Lij.
One should note that the incoming dependency risk and the outgoing societal risk are two
complementary variations of the same concept, i.e. the risk exhibited due to a connection
between two CIs. Their basic difference is the different perspective in the target of the
impact. The estimation of the incoming dependency risk is computed by each organization
that is in the right side of a dependency and its main purpose is to capture incoming risk for
an infrastructure. It is natural to assume that each CI will be able to assess its potential risk
from its requisite organizations. On the other hand the societal outgoing dependency risk is
computed not by the organization in question, but from sector-wise experts. Again, it is
natural to assume that governmental or regulatory bodies will be more capable to focus on
potential risks deriving from CI dependencies that will impact the society and not each
particular CI. Such risk factors are usually out-of-the-scope of organization-wide risk
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assessments, where each CI would be interested in estimating its own risk and not the risk
it may cause to others.
The computation of the societal risk uses a different risk matrix that the one used on the
infrastructure level, as the impact does not refer only to the examined infrastructure but to
the society as well and thus the potential impact is of higher level (see Table 2).

Impact

Very Low
Low
Medium
High
Very High

Likelihood
Very Low
Low
(Very
(Unlikely)
Unlikely)
2
3
3
4
4
5
5
6
6
7

Medium
(Possible)

High
(Likely)

Very High
(Frequent)

4
5
6
7
8

5
6
7
8
9

6
7
8
9
9

Table 2: Societal risk matrix (Theoharidou et al., 2009)
In the case of multiple dependencies, then the total societal risk SRi for each examined
infrastructure CIi is calculated as the maximum of all outgoing societal risk factors sri,j. for
each possible dependent infrastructure CIj, i.e.:
SRi,j = max {sri,j}, ∀ (i,j)
This risk can be represented in a graph, like the following.

Figure 1. Graph representation of Societal Risk
An infrastructure is denoted as a circle. An arrow from CIi  CIj denotes a risk dependency,
i.e. a dependency risk from the infrastructure CIi to the infrastructure CIj. A bi-directional
arrow CIi  CIj denotes a dependency risk from CIi to CIj and another one from CIj to CIi.
The number on each arrow refers to the level of the societal risk from CIi to CIj due to the
dependency, i.e. the likelihood of a disruption from CIi to cascade to CIj, as well as the
impact in the case of such an event, not to the infrastructure CIj, but to the society. This is
why this assessment cannot be performed solely but the ‘owner’ or ‘operator’ of the
particular CI, but the participation of sector coordinators or multiple CI ‘owners’ is needed.

Step 3: Estimate the inherent societal risk of each CI.

The disruption of an infrastructure may pose risk to the society regardless of dependencies.
We refer to the inherent societal risk for each CIi, i.e. SRi.

Step 4: Estimate overall incoming, outgoing societal risk (ISRi, OSRj).

Based on the results of step 2, the sector coordinators can calculate the overall incoming
and outgoing societal risk for each CI. In order to calculate the overall societal risk that
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occurs due to dependencies, there are many operators that can be used, i.e. max, average,
median, standard deviation etc. If we select the average operator and n is the number of
CIs studied, rmax is the maximum valuation of SRi,j (in our example risk ranges from 2 to 9,
see Table 2), then the average incoming societal risk ISRi for CIi is calculated as follows:
(

∑

)

∀

Similarly, the average outgoing societal risk OSRj is calculated as follows:
(

∑

)

∀

National/ Intra-sector level

During this layer, the sector coordinators will re-examine all the results of the previous
layers in order to identify and confirm the dependencies between CIs and form a more
macroscopic view than the one in the sector level. Ultimate goal is to identify which sectors
are more critical than others.

Step 1: Calculate overall risk for each CI.

We consider that a CI is critical for the society, when the CI has high societal risk:
(a) due to inherent societal risk (SRi) or
(b) due to outgoing societal risk that occurs due to dependencies (OSRi).
The overall risk of a CIi is calculated as a function of these two parameters: Ri = f(OSRi,
SRi). The function f can vary. For example, if the decision makers do not consider both
parameters as equally important, they can use a weighted sum to represent function f.

Step 2: Calculate overall risk for each sector.

In order to calculate the risk of each sector, we need to calculate the overall societal risk for
each one of them. If we adopt the worst case scenario principle and l, k are CIs belonging
to the sectors Si and Sj respectively, then the overall societal risk from sector Si to sector Sj
is:
∀

∀

If m is the number of sectors, then the average incoming and outgoing societal risk for
sector Si are:
(

)

(

)

∑
∑

Similarly, other operators can be considered. If ni is the number of the CIs of the sector Si,
then the average overall inherent societal risk is:
∑
∀

This way, we can identify which sectors are more critical for the society. A sector's risk
depends on the societal risk of its members, and on the societal risk of its dependencies.
Therefore, the overall risk RSi of a sector Si, is calculated as a function RSi= f (OSRSi, SRSi).
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Example
An example of 5 infrastructures belonging to 4 sectors (Finance, ICT and Energy,
Government) is presented:
 CIA: a banking institution, which belongs in the finance sector. It provides a full
range of financial products and services for corporate customers and private
individuals, including investment banking services, brokerage, insurance, asset
management, leasing and factoring.
 CIB: an electric energy provider (energy sector). This infrastructure produces and
transfers energy for a significant portion of the national market (>90%).
 CIC: an information and communication infrastructure which offers network services
in a national level for all public organisations (ICT sector).
 CID: a provider which offers communication services (landline, mobile, internet) and
belongs to the ICT sector.
 CIE: a health and insurance institution, which belongs in the government sector. This
information and communication infrastructure offers e-services and transactions for
citizens.
During the infrastructure level, the operators of the 5 CIs identified the
between them. On the sector level, sector experts and representatives of
assessed the following societal risks deriving from each identified dependency
For each dependency, the case of an unavailability incident affecting the
another CI was examined.
Dep.
Description
Type
CIA (Finance Sector)
CIE
C
Provides payment services
CIB (Energy Sector)
CIA
P
Provides power services
CIC
P
Provides power services
CID
P
Provides power services
CIE
P
Provides power services
CIC (ICT Sector)
CIE
C
Provides network services
CID (ICT Sector)
CIC
P
Provides network connectivity
CI

dependencies
the operators
(see Table 3).
availability of

Societal Impact

Ij,i

Lj,i

SRj,i

Public Confidence

L

L

4

Economic Impact
Public Confidence
Economic Impact
Public Confidence

VL
H
VH
L

L
VL
VL
L

3
5
6
4

Public Confidence

L

VL

3

Public Confidence

H

VL

5

Table 3: Societal risks due to dependencies

The dependencies are also graphically depicted in Figure 2.
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Figure 2. An example of five dependent infrastructures.
The overall incoming and outgoing societal risks were calculated by using the avg and max
operator (see Table 4).
CI

OSRi

CIA

CIA
CIB
CIC
CID
CIE
AVG
MAX

CIB

CIC

CID

ISRi
AVG MAX

CIE

3

4
0,111
0,444

5
6
4
0,500
0,667

0,083
0,000
0,278
0,167
0,306

5
3
0,083
0,333

0,139
0,556

0,333
0,000
0,556
0,667
0,444

0,000
0,000

Table 4: Overall societal risks due to dependencies
The sector representatives also assessed the inherent societal risk of each infrastructure in
the case of unavailability. The results are presented in the table that follows.
CI

Societal
Impact

CIA
Banking services to 10% of the population
CIB
Energy to the 99.7% of the population
CIC
Network services to all public organizations
CID
Landline telecommunication services to 60%
of the citizens
CIE
Insurance services to 50% of the population

Likelihood

Inherent
SRi

Economic
Impact
Public
Confidence
Public
Confidence

L

VL

3

VH

L

7

H

L

6

Public
Confidence

VH

VL

6

Economic
Impact

M

L

5

Table 5: Inherent societal risks

12

At a national level, for the outgoing societal risk (OSRi) and the inherent societal risk (SRi) of
each infrastructure, the average operator was selected. The decision maker considered
these two parameters as equally important and he evaluated the risk of a CI as Ri = αOSRi
+ βSRi, where α= β = 0,5.
CI
OSRi (AVG)
SRi
Ri

CIA

CIB

CIC

CID

CIE

0,111
0,333

0,500
0,778

0,083
0,667

0,139
0,667

0,000
0,556

0,222

0,639

0,375

0,403

0,278

Table 6: Overall risks of each infrastructure

Note that, although the overall risk gives us insight of the importance of a CI, it is also
important to assess the partial risk values. For example, CIE has the least outgoing societal
risk but due to its high level of inherent societal risk (SRE), it should not be considered as
the least important CI.
Similarly, aggregated results can be derived for each sector. The table that follows presents
(a) the average and maximum incoming and outgoing risk of each sector (ISRSi, OSRSi), i.e.
the risks that occur due to dependencies,
(b) the inherent societal risk of each sector.
Sector

Finance

Finance

Energy

ICT

Govern
ment

3

Energy
ICT

6

Government
OSRSi

AVG
MAX

SRSi

4

4

3

0,148

0,481

0,111

0,000

0,444

0,667
0,777

0,333
0,666

0,000
0,666

0,333

ISRSi
AVG

MAX

0,111

0,333

0,000

0,000

0,222

0,667

0,407

0,667

Table 7: Overall sector risks (incoming, outgoing, inherent)
Based on the outgoing societal risk and the inherent societal risk of each sector, its overall
risk can be also calculated, following an equivalent procedure as the one depicted in Table
4.

Summary

At the infrastructure level, dependencies are identified. At the sector level, the expected
incoming and outgoing societal risk associated with each CI belonging to the sector, are
estimated by the sector coordinator. Finally, at the intra-sector/national level, the
dependency and societal risk of all sector members are considered, in order to compare the
criticality between sectors. It should be highlighted that a decision maker is responsible for
(a) selecting the infrastructures and sectors to include in the assessment set, (b) assessing
the risk parameters, i.e. defining the risk matrices, (c) selecting the scales to be used for the
assessment.
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Risk Assessment of N-order Dependencies
During this phase, the goal is to assess the second-order and more generally, n-order
dependencies of a CIi.
In the previous stage, we have already identified all the incoming societal risk of CIi. For
simplicity, and without loss of generality, we assume that the incoming societal risk CIj  CIi
has risk value Rj,i = Lj,i x Ij,i, where Ij,i is the societal impact and Lj,i is the likelihood of this
impact to occur.
For example, as shown in Figure 2, the infrastructure E has an incoming dependency from A
and another one from B.

Preliminaries and Definitions

Let CI= (CI1,…,CIm) be the set of all the examined infrastructures. In the example it would
be CI= (CIA, CIB, CIc, CID, CIE).
Definition 1: (Probability of the unavailability event) Let
infrastructure CIj є CI that causes unavailability to CIj. If

be an event realized to the
(

) = pj then the probability

that the infrastructure CIj will remain available, denoted as Pr(CIj), is computed as:
Pr(CIj) = 1 - pj

(1)

Obviously, an infrastructure CIj will become unavailable, if Pr(CIj) = 0. Let CIi, CIj be two
infrastructures that are directly connected as CIi  CIj. Since the infrastructures are directly
connected and we examine cascading effects, the events

and

are statistically

dependent.
Definition 2: (Probability of 1st-order cascading events) The probability that CIj is
unavailable due to an unavailability event realized in CIi, denoted as Pr(CIi,j) is computed by
the conditional probability:
r(CIi, ) =( r(CI ) =0
r(CIi) =0)
(2)
Computing such probabilities is not easy, since usually it is not possible to quantify
unavailability events (e.g. by having access to creditable statistical data). However, it is
more practical for each infrastructure CIj to provide a qualitative conditional degree of belief,
in order to assess the likelihood of a cascading unavailability event caused in its directly
connected infrastructure CIi, to eventually cause unavailability to CIj.
Definition 3: (Likelihood of 1st-order cascading events) The likelihood Li,j is defined as the
conditional degree of belief that CIj will become unavailable, due to the unavailability
realized in CIi.
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The likelihood Li,j can take one of the following qualitative values {VL, L, M, H, V} (from Very
Low to Very High). Note that the likelihood Li,j does not provide any metric of the impact
value that CIj will suffer due to the realization of the joint event. For example, if CIj depends
(for redundancy) on two network providers, then the unavailability of one provider will
possibly lead to a partial unavailability impact to CIj (e.g. service degradation). The incoming
impact value of each dependency CIi  CIj is captured by the value Ii,j.
Definition 4: (Impact level of 1st-order cascading events) The impact Ii,j is defined as the
qualitative (societal) impact value that the infrastructure CIj will suffer, if the joint
unavailability event Pr(CIi;j) is realized. The impact Ii,j takes one of the qualitative values
{VL, L, M, H, V}. Note that these values can be assigned to ranges of economic loss or any
other loss (e.g. level of affect of public confidence). The incoming societal risk is simply
defined as the Cartesian product of the likelihood and the impact level (see Table 2).
Definition 5: (Risk of 1st-order cascading events) Let CIi, CIj be two infrastructures that are
directly connected, Li;j be the likelihood of the 1st-order cascading event and Ii,j be the
relative impact. Then the societal risk level of the dependency CIi  CIj is defined as:
SRi,j = Li,j x Ii,j
(3)
For example, as shown in Table 3, CIA has one dependent CI, the CIE. The infrastructure CIE
has a Cyber (or Informational) dependency from CIA, since CIE has outsourced its payment
services to CIA. A possible service unavailability of CIA will produce an incoming societal
impact to CIE (unavailability of its payment services), denoted as IA,E. This would cause loss
of public confidence to CIE, of a relatively low impact, i.e. IA,E = L. The likelihood of an event
causing unavailability to CIA (and consequently a cascading unavailability to CIE) is
considered low, i.e. LA,E = L. Thus, the outgoing risk of this dependency, denoted as SRA,E =
LA,E x IA,E has a risk value equal to 4, based on the risk matrix of Table 2. The example
considers total loss of availability as a source impact, while the incoming impact is given by
the value IA,E, i.e. in the above example we consider that if the source suffers total
unavailability, then the destination will suffer unavailability of a relatively low impact.
However, it is easy to construct modified matrices to assess modified levels of service loss at
the source infrastructure.
Extending to n-order dependencies
By using the above definitions of 1st-order dependencies, we will extend this model in order
to capture the likelihood of n-order cascading events and the relative risk factors. Let CI =
(CI1,…,CIm) be the set of all the examined infrastructures. Let CIY0  CIY1 …  CIYn
denote a chain of connected infrastructures of length n. Since we examine cascading events,
the events
, i= 0,1,…,n are statistically dependent. By extending Definition 2 and
equation 2 we have:
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Definition 6: (Probability of n-order cascading events) The probability that CIYn is
unavailable due to cascading unavailability events realized in CIY0, CIY1, …, CIYn-1 denoted as
Pr(CIY0,Y1,…,Yn) is computed by the joint event of the conditional probabilities as:
(

)

{ (

)

}

(

)

{ (

)

(

)

} (4)

Following the same approach as in Definition 3, instead of using conditional probabilities, we
will use the qualitative conditional degrees of belief, computed for each 1st-order cascading
event LYi,Yi+1, I = 0, 1, …, n-1.
Definition 7: (Likelihood of n-order cascading events) The likelihood that CIYn will become
unavailable due to cascading unavailability events realized in CIY0, CIY1, …, CIYn-1 is
computed as:
(
)
(5)
The product of equation 5 is an empirical multiplication value. The heuristic justification of
equation 5 stems from the analogy between conditional degrees of belief and conditional
probabilities. Since each LYi,Yi+1 is a conditional degree of belief, then the joint event is simply
the product of all the conditional degrees of belief. The risk exhibited by CIYn due to its norder dependency is defined bellow, based on Definitions 4 and 7:
Definition 8: (Societal risk of n-order cascading events) Let CIY0  CIY1…CIYn be a
chain of dependencies, LY0,…Yn be the likelihood of the n-order cascading event and IY0,…Yn be
the impact of the CIYn-1  CIYn dependency. Then by combining equations 3 and 5, the
cascading societal risk exhibited by CIYn due to the n-order dependency is computed as:
=
(
)
(6)
The cumulative societal risk should consider the overall risk exhibited by all the CI’s within
the sub-chains of the n-order dependency. This is defined bellow, based on equations 5 and
6:
Definition 9: (Cumulative societal risk) Let CIY0  CIY1…CIYn be a chain of
dependencies of length n. The cumulative societal risk, denoted as, is defined as the overall
risk produced by an n-order dependency, computed by the following equation:
(
)
(7)
The proposed algorithm
In order to assess the cumulative n-order societal risk factors, we will examine and assess
each possible chain of dependencies. For this reason, we define the recursive algorithm
described below, which has the following steps: (a) examine each infrastructure as the root
of dependency chain(s), (b) construct the chain(s) of its n-order dependencies and (c)
assess the societal risk of each chain. Let CI = (CI1,…,CIm) be the set of all the examined
infrastructures. Without loss of generality, we denote as
the infrastructure which has
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the role of the examined infrastructure in each round of the algorithm (i.e. it has the role of
the root of a dependency chain) and we denote as
an infrastructure which is
in the j-th position of a dependency chain with

as the root.

Obviously, the algorithm will be run m times, once for each member of CI as the root of
dependency chain(s). Without loss of generality, we considered the dependency chain CIY0
 CIY1…CIYn.
1. Identification of the 1st-order dependencies of CIY0. Identify all the outgoing
dependency risk of
. For simplicity, and without loss of generality, we assume that a 1storder outgoing risk
incoming impact for

has risk value

,

st

(due to its 1 -order dependency from

where

is the

) and

is the

likelihood of this event. For example, if CIB in Figure 2 is examined as the root infrastructure
(
) then CIB has four 1st-order dependencies. We examine the dependency CIB  CID
and thus,
(in a real implementation, each 1st-order dependency would be examined
as a separate thread). Then, based on Table 3 it holds that
and
.
2. Identification of the n-order dependencies of
nd

correlated 2
dependency

. During this step, we identify the

and more generally, n-order dependencies of
of the examined infrastructure

, in order to identify its possible outgoing dependencies

. For each 1st-order

, examine the infrastructure
.

In the example of Figure 2, for the CIB  CID dependency identified in step 1, we examine
the 2nd-order dependency CID  CIC. By examining Table 3, the 2nd-order dependency is
marked and we continue by examining possible 3rd-order dependencies. By following the
same approach, we can see that CIE has an incoming dependency from CIC and thus
.
rd
Since no infrastructure has an incoming dependency from CIE, the examined thread is a 3 order dependency. When this thread has finished, the algorithm will continue to examine all
the possible n-order dependency threads. In practice, the algorithm can stop in the 4th-order
dependency. Recent results (see for example Zio and Sansavini (2011)) have shown that the
effect of dependencies grater that 4th-order are negligible. By examining Figure 2 we can
continue until all the possible dependency threads of CIB have been exhausted.
3. Evaluation of the n-order cumulative dependency risk. Check if a
dependency has been marked in the previous step. In this case, continue until the last
marked dependency is found. Then, the cumulative n-order dependency risk of this
dependency chain can be computed by using equation 7.
4. Examine next infrastructure. Repeat from step one until all the examined
infrastructures are exhausted.
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5. Rank cascading risk. Rank all the examined cascading risk and choose the most critical
paths (according to a risk threshold set by the security experts).
6. Mitigate cascading risk. Consider risk mitigation controls throughout the path under a
cost-benefit analysis, in order to reduce the dependency risk below the threshold, both on a
sector and an infrastructure level. The examination of n-order dependencies allows the
identification of the most critical infrastructures and their respective sectors in terms of
chain effects. The examination of the risk path provides additional options for risk
mitigation, in a ‘cost-efficient’ way. For example, the alternative risk mitigation approaches
include:
 Controls to reduce the likelihood of the possible events that may cause the source
impact in the source of the examined dependency chain.
 Controls that reduce the likelihood of the possible events that cause the source
impact in any intermediate node within the chain.
 Controls that reduce the impact of dependencies by creating alternative paths.
Controls that increase the resilience of critical nodes in a dependency chain, thus
reducing the impact on individual nodes.
When planning investments for critical infrastructures or sectors, the information provided
by the dependency graphs and n-order dependencies can be significant. This is due to the
fact that adopting such a macroscopic view permits a more efficient distribution of budget
within or across sectors. It also reduces the cost of applying excessive countermeasures on
all infrastructures, while it increases their effectiveness, not only in respect of the particular
infrastructure, but of the dependent ones as well.

CONCLUSIONS AND FUTURE WORK
This chapter focuses on risk assessment of multi-order dependencies between CIs and
presents some recent research results on the field. The methodology described in this
chapter examines the risk of dependency in two stages: (a) 1st-order dependencies, where
infrastructures and sectors and considered as pairs, and (b) n-order dependencies, where
infrastructures are viewed as chains.
The main concept of this method is to first identify the more obvious and easy to capture
1st-order dependencies, and then proceed in their potential multi-order effect. The
methodology examines how threats and their impact can be transferred by one
infrastructure to another, following the holistic approach (De Porcellinis et al., 2009). This
makes the methodology realistic and applicable, as the initial input for identifying
dependencies can be based on existing security plans or service level agreements, an
approach which is compatible both with the directives of the European Council (2008) and
with current best practices (ISO, 2008; NIST, 2008). In terms of the sector level, the
methodology emphasizes on the societal risk, which is usually out of scope or
underestimated, during traditional organizational-oriented risk assessments. It allows the
decision maker to assess the criticality of sectors as well, in a similar way as the various
techniques of the IIM model (Aung and Watanabe, 2009; Haimes et al., 2007; Setola et al.,
2009).
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Then, the dependencies are further examined in order to identify potential cascading effects.
The method provides a way to use the dependency graphs created in the first stage, in
order to build chains of dependencies for each individual CI and assess the effects in a
series of infrastructures. This allows for more knowledgeable risk mitigation, which can be
further extended to a sector basis as well.
This methodology can be proved exhaustive, especially as the number of analyzed
infrastructures increases. A realistic application of the method would focus on selected
number of infrastructures or sectors, which are considered important on a strategic, national
level. Like most qualitative risk assessment methods, subjectivity can be introduced during
the risk assessment method. Obviously, in our method the accuracy of the result depends
on the initial assessments of the CI representatives or the sector coordinators, since their
assessments are used for the calculation of the overall risk.
Future steps include the further analysis of the dependency graphs in order to identify cycles
and reverse dependencies. The automated analysis of parallel paths can also give insight
towards more efficient risk management. Also, we plan to adopt graph analysis algorithms,
in order to identify the most critical paths of dependencies, and to provide ways to reduce
risk by exploring alternative paths in a dependency graph.
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KEY TERMS AND DEFINITIONS
Critical Infrastructure (CI): an asset, system or part which is essential for the maintenance of vital
societal functions, health, safety, security, economic or social well-being of people, and the
disruption or destruction of which would have a significant impact [in a Member State] as a result of
the failure to maintain those functions.
Criticality: the contribution level of the infrastructure to the society in maintaining a minimum
quality level of vital societal functions, health, safety, security, economic or social well-being of
people, or the impact level to the society from the disruption or destruction of the CI.
Dependency: A linkage or connection between two infrastructures, through which the state of one
infrastructure influences or is correlated to the state of the other.
Risk: the potential that a given threat will exploit vulnerabilities of an asset or group of assets and
thereby cause harm to the CI.
Risk assessment: the process to determine the value of the information assets, to identify the
applicable threats and vulnerabilities that exist (or could exist) and to determine the potential
consequences, in order to finally prioritize the derived risk.
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