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Presentation outline

A Web 2.0 and Online Social Networks dynamics
A Open Source (& Social Media) Intelligence

A The Insider threat

A TheNEREUSBramework

A Insider threat prediction via Narcissism

A Conclusions
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Open Source (& Social Media)
Intelligence(OSINT/SOCMINT)

A Open Source Intelligend®SINT) iproduced from publicly
available information, which is:
I collected exploitedand disseminated in taimely manner
I offeredto anappropriate audience
I usedfor the purpose of addressing a specifitelligencerequirement

A Publicly available information refers taot only):
I Traditional media (e.g. television, newspapers, radio, magazines)
I Web-based communities (e.g. social networking sites, blogs)
I Public data (e.g. government reports, official data, public hearings)
I Amateur observatiofreporting (e.g. amateur spotters, radio monitors)
A OSINT defined by US Dept. of Defegps@licLaw109-163, Sec.
931,'National Defense Authorization Act for Fiscal Year n ¢ & 0
A SOCMINT is produced from Online Social Networks and the
Web 2.0
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NERBY Eramework(Function )
Insider threatprediction based orNarcissism

NEREUSBramework OSN: Twitter
Science Theory
Graph Theory
Informatics
ContentAnalysis
Sociology Theoryof Planned Behavior

Psychology Social Learning Theory

Application:Insider threatdetection/prediction, influential
users detection, means of communication evaluation, etc.



NERBE Eramework(Function )

The framework In a nutshell
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NEREYSEramework(Function ) 1
Insider threatprediction based on NaI’CISSISIT[ ,

Narcissistic
behavior
detection

A Individuals tend to trarfer offline
behavior online.

A Trait of narcissism directly relates
to insider threats OSNpopularity
andinfluence.

A Utilize graph theoretic tools to
perform analysis.

A Valuation of social media
popularity andusage intensity

A Twitter data tobecomeopen.

A Trait of narcissism relates to
delinquent behavior via :
I sense okntitlement
I lack ofempathy
i FYyISNI I yRsynairbide@d Sy 3 S §
I inflated selfimage :



Dataset description L]

A Focus on a Greékwitter community: Twitter (Greece, 201-43)
i Context sensitiveesearch 1.075.859
I Utilize ethnological features rooted lacality users
i Extract.and analyzesults | 41.818

A Analysis otontentand measuresf user influence e

users

andusage intensity

A User @tegories: Follower, Followingetweeter
A Graph:

I Each user is aode
I Every interaction is directededge

A 41.818 fully crawled users (personal and statistical data)

I Name, ID, personal description, URL, language, geolocation, profile
state, lists, # of following/followers, tweets, # of favorites, # of
mentions, # ofetweets

7.125.561connections
among them
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Graph Theoreticahpproach

A Strongly connected components: Important cluster of users

I There exists 1 large componeds3.121 \ \
nodes connected to each other) and several "~ F T

smaller ones
ANode Loneliness:
I 99% of users connected to someone
A Smallworld Phenomenon
i Every uselies <6hops away fronranyone
A Indegree Distribution
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Number of User:

i # of users following each user 10-‘(2};— .
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A OutdegreeDistribution: o E
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Outdegree Valuation

A Usage Intensity Distribution:

Weighted aggregation of {# of followers, #of
followings tweets, retweets mentions
favorites lists}



