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Presentation outline 

ÅWeb 2.0 and Online Social Networks dynamics 

ÅOpen Source (& Social Media) Intelligence 

ÅThe Insider threat 

ÅThe NEREUS Framework 

Å Insider threat prediction via Narcissism 

ÅConclusions 

3 



Web 2.0 and Online Social Networks (OSN) 

4 Source: http://socialmediatoday.com/ 



Open Source (& Social Media) 
Intelligence (OSINT/SOCMINT) 

ÅOpen Source Intelligence (OSINT) is produced from publicly 
available information, which is: 
ïcollected, exploited and disseminated in a timely manner 

ïoffered to an appropriate audience 

ïused for the purpose of addressing a specific intelligence requirement 

ÅPublicly available information refers to (not only): 

ïTraditional media (e.g. television, newspapers, radio, magazines) 

ïWeb-based communities (e.g. social networking sites, blogs) 

ïPublic data (e.g. government reports, official data, public hearings) 

ïAmateur observation/ reporting (e.g. amateur spotters, radio monitors) 

ÅOSINT defined by US Dept. of Defense (Public Law 109-163, Sec. 
931,"National Defense Authorization Act for Fiscal Year нллсάύ 

ÅSOCMINT is produced from Online Social Networks and the 
Web 2.0 
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ω Motive 

ω Opportunity 

ω Vulnerability 

ω Skills 

Threat  
consists of:  
 

Malevolent  
user requirements: 
 

Personal  
factors 
(Shaw) 
 

Personal  
factors 
(FBI) 
 

ω Opportunity 

ω Motive 

ω Ability to overcome  
inhibitions 

ω Stimulus/impulse 

ω Greed/financial need 

ω Anger/Revenge 

ω Problems at work 

ω Ideology/Identification 

ω Divided loyalty 

ω Adventure/Thrill 

ω Vulnerability to  
blackmail 

ω Ego/self-image  
(Narcissism) 

ω Ingratiation 

ω Compulsive and  
destructive behavior 

ω Family problems 

 

ω Introversion 

ω Social and perso- 
nal frustrations 

ω Computer depen- 
dency 

ω Ethical άŦƭŜȄƛōƛƭƛǘȅέ 

ω Reduced loyalty 

ω Entitlement-Narcissism 

ω Lack of empathy 

ω Predisposition towards  
law enforcement 

 

The Insider Threat 
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NEREUS Framework (Function 1) 
Insider threat prediction based on Narcissism 
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NEREUS Framework                                           OSN: Twitter 

Tools used for the open data analysis 

Science Theory 

Informatics 
Graph Theory 

Content Analysis 

Sociology 
Psychology 

Theory of Planned Behavior 

Social Learning Theory 

Application: Insider threat detection/prediction, influential 
users detection, means of communication evaluation, etc. 



NEREUS Framework (Function 1) 
The framework in a nutshell 
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NEREUS Framework (Function 1) 
Insider threat prediction based on Narcissism 

Narcissistic 
behavior 
detection 

Study: Motive, ego/self-image, 
entitlement 

Means: Usage Intensity, 
Influence valuation, Klout score 

ÅIndividuals tend to transfer offline 
behavior online. 

ÅTrait of narcissism directly relates 
to insider threats, OSN popularity 
and influence. 

ÅUtilize graph theoretic tools to 
perform analysis. 

ÅValuation of social media 
popularity and usage intensity. 

ÅTwitter data to become open. 

ÅTrait of narcissism relates to 
delinquent behavior via : 

ïsense of entitlement 

ï lack of empathy 

ïŀƴƎŜǊ ŀƴŘ άǊŜǾŜƴƎŜέ syndrome 

ï inflated self-image 
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Dataset description 

Å Focus on a Greek Twitter community: 
ïContext sensitive research 

ïUtilize ethnological features rooted in locality 

ïExtract and analyze results 

Å Analysis of content and measures of user influence  
and usage intensity 

Å User Categories: Follower, Following, Retweeter 

Å Graph:  
ïEach user is a node 

ïEvery interaction is a directed edge 

Å 41.818 fully crawled users (personal and statistical data) 
ïName, ID, personal description, URL, language, geolocation, profile 

state, lists,  # of following/followers, tweets, # of favorites, # of 
mentions, # of retweets 
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7.125.561 connections  
        among them 

Twitter (Greece, 2012-13) 



ÅStrongly connected components: 

ï There exists 1 large component (153.121 
nodes connected to each other) and several 
smaller ones 

ÅNode Loneliness: 

ï 99% of users connected to someone 

ÅSmall World Phenomenon: 

ï Every user lies <6 hops away from anyone 

ÅIndegree Distribution: 

ï # of users following each user 

ï Average 13.2 followers/user 

ÅOutdegree Distribution: 

ï # of users each user follows 

ï Average 11 followers/user 

ÅUsage Intensity Distribution: 

Weighted aggregation of {# of followers, #of 
followings, tweets, retweets, mentions, 
favorites, lists}  

Graph Theoretical approach 
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Important cluster of users 


