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Introduction 
In this research, we examine the possibility OWASP Top 10 and GDPR to be used 
as tools in fighting cyber-crime. We perform a detailed analysis of each flaw 
included in OWASP Top 10 (2017). In the analysis of those flaws, we include both 
the technical and the administrative issues that could lead to an incident, and 
we examine the potential impact from those risks with an emphasis in data 
leakage, and we propose technical and administrative measures that mitigate 
the risk. We also perform a high-level overview of the GDPR, with an emphasis 
on those requirements that can be used as a guide to enforce measures and 
policies that help in preventing data breaches. We then examine data-breach 
statistics from widely accepted reports, to conclude whether OWASP Top 10 and 
GDPR can be used as tools that could prevent those breaches. 

OWASP Top Ten Analysis 
The OWASP Top 10 document [1] in its latest version (released in 2017), includes 
ten flaws and risks and give a high-level description of each one of them. The 
specific risks and flaws to be included in this document are chosen based on 
exploitability, detectability, and impact of these flaws. The evaluation of each flaw 
is done by the project’s members, which include a variety of security experts from 
around the world who have shared their expertise to produce the final Top 10. 
Table 1 shows OWASP Top 10 overview. 

# Vulnerability Exploitability Prevalence Detectability Impact 

A1 Injection Easy Common Easy Severe 

A2 Broken Authentication Easy Common Average Severe 

A3 Sensitive Data Exposure Average Widespread Average Severe 

A4 XML External Entities Average Common Easy Severe 

A5 Broken Access Control Average Common Average Severe 

A6 Security Misconfiguration Easy Widespread Easy Moderate 

A7 Cross-Site Scripting Easy Widespread Easy Moderate 

A8 Insecure Deserialization Difficult Common Average Severe 

A9 Using Components with Known Vulnerabilities Average Widespread Average Moderate 

A10 Insufficient Logging & Monitoring Average Widespread Difficult Moderate 

  Table 1: OWASP Top 10 overview [1] 

General Data Protection Regulation (GDPR) 
The 2016/679 General Data Protection Regulation (GDPR) is a European Union’s 
data protection and privacy regulation [2]. The EU Parliament approved GDPR on 
14 April of 2016, and it was enforced on 25 May 2018. GDPR replaces the Data 
Protection Directive 95/46/EC and is designed to regulate the processing by an 
individual, a company, or an organization of personal data relating to individuals 
in the EU. GDPR defines a minimum data protection framework, leaving the 
details to be defined by the individual member states. GDPR forces organizations 
to take all the required measures to protect individuals by defining a set of rights 
that every EU citizen can exercise. 

Tools in Fighting Cyber-Crime 
In the fight against cyber-crime, many tools can help to mitigate the risks from 
issues described in the OWASP Top 10. An organization should be able to identify 
its assets need protecting and utilize the appropriate tools for this purpose. In 
this research, we discuss the available solutions and briefly present some tools 
that are widely used. 
➢ IDS/IPS: Intrusion Detection System (IDS) is an application that monitors a 

resource for malicious activity or policy violations. An Intrusion Prevention 
System (IPS) is an IDS with response capabilities, it can also take specific actions 
depending on the detected activity or violation. 

➢ Web Application Firewalls [3]: a security policy enforcement point positioned 
between a web application and the client endpoint. It may be a stand-alone 
device or integrated into other network components. 

➢ Penetration Testing Tools [4]: Penetration Testing is a process that simulates a 
cyber-attack in a computer system to evaluate its security 

Results Performance 
A web application is increasingly a standard attack vector. From all data breaches, 
about 29% in 2017, 18% in 2018, and 25% in 2019 were leveraging web applicati-
ons’ flaws as their attack vector. For specific industries, web applications are be-
coming the favorite attack vector for adversaries. For example, payment data 
breaches in which web applications servers are the main attack vector, are cons-
tantly gaining popularity year over year [5]. 

 

   

 

 

 Figure 1: Web application server vs not web application server assets in payment data 
breaches over time [5] 

In those incidents that a web application is the attack vector, it usually includes exploits 
of code-level vulnerabilities in the application as well as thwarting authentication 
mechanisms [5]. Regarding the exploits of code-level vulnerabilities, according to data 
provided by Defiant [6] the most popular vulnerabilities adversaries are trying to 
exploit fall all under the flaws described in OWASP Top 10 2017. This data concerns a 
single month (May of 2019), but it is worth noticing that XSS was the most popular 
attack with more than 235 million hits recorded (out of about 3.611 billion attacks), 
while SQLi comes second with more than 103 million attacks. 

 

 

 

 

 

 

 

Figure 2: Attack flaws malicious actors were trying to exploit in May 2019 [6] 

Conclusions 
OWASP Top 10 2017 version includes ten flaws related to web applications. These 

flaws are ordered in the Top 10 based on exploitability, detectability, and impact of 

each flaw. All these flaws can seriously undermine the confidentiality, integrity, or the 

availability of web applications. It must be clear at this point, that all but the last web 

applications security flaws described in OWASP Top 10 can lead to the compromise of 

data. As these flaws concern web applications, it is worth noticing what are the attack 

vectors in data breaches and how often web applications are used as an initial foothold 

in those breaches. Seeing this the other way round, GDPR forces organizations to apply 

required measures and policies to avoid data breaches. In case a web application is 

included in the organization’s assets, those measures should include at least 

protection from flaws included in OWASP’s Top 10 as most of them can lead to a data 

breach. Applying those measures can potentially protect an organization from the 

most prevalent attacks targeting web applications. Which means, using the GDPR as 

the force and OWASP Top 10 as the tool, organizations can significantly improve their 

security against cyber-crime. 
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