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What is an electronic voting (system)? 

An electronic voting (e-voting) system is a voting system in 

which the election data is recorded, stored, and processed, 

primarily as digital information. 

Network Voting System Standards,  

VoteHere, Inc., April 2002 

Note: Traditional electronic voting is é134 years old (T. Edison, Electrographic Vote Recorder, U.S. Patent, 1869). 
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What are e-voting systems good for?* 

ü They could lead to increased voter turnout (USA 2001: 59%, 18-

24 yrs: 39%), thus supporting democratic process. 
 

ü They could give elections new potential (by providing ballots in 

multiple languages, accommodating lengthy ballots, facilitate early and 

absentee voting, etc.), thus enhancing democratic process. 
 

ü They could drastically cut down the cost of election 

process, thus saving money for public administration. 
 

ü They could open a new market, thus supporting the 

commerce and the employment. 

* D. Gritzalis (Ed.), Secure Electronic Voting, Kluwer Academic Publishers, USA, January 2003. 
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Some (inherent) gaps 

Technological gap: 

Disparity between expectations from software/hardware and 

the performance being delivered (e.g. security flaws). 
 

Socio-technical gap: 

Difference between social policies (e.g. laws, codes) and 

computer policies (e.g. procedures, functionalities). 
 

Social gap: 

Difference between social policies and human behavior (e.g. 

equipment misuse). 
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Opportunities for e-voting 

VSeveral countries are ready to try Internet voting for a small 

application immediately. 

VSeveral countries are contemplating voting system replace-

ment and are frustrated with the limited number of options 

available. 

VMany countries are interested in touch screen systems. 

VMany countries pursue the delivery of e-government 

services to their citizens. 

 

 

VMost countries believe that Internet 

voting will occur within 10 years. 

VInternet voting options satisfy voterôs 

desire for convenience. 

V Internet voting can meet the voting 

needs of the physically disabled. 
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Barriers to e-voting 

VLack of common voting system 

standards across nations. 

VTime and difficulty of changing 

national election laws. 

VTime and cost of certifying a voting 

system. 

VSecurity and reliability of electronic voting. 

VEqual access to Internet voting for all socioeconomic groups. 

VDifficulty of training election judges on a new system. 

VPolitical risk associated with trying a new voting system. 

VNeed for security and election experts. 

VLack of trust on new technology and reluctance in the 

adoption of new processes. 
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Time-sequence of a typical voting process* 

 
 

* E. Gerck, ñPrivate, secure, and auditable Internet votingò, in D. Gritzalis (Ed.), Secure Electronic Voting, Kluwer 

Academic Publishers, USA 2003. 
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Generic voting principles 

ü Only eligible persons vote. 

ü No person can vote more than once. 

ü The vote is secret. 

ü Each (correctly cast) vote gets counted. 

ü The voters trust that their vote is counted. 
 

 
Internet Policy Institute,  

Report of the National Workshop on Internet Voting, 

March 2001 
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Identifying e-voting requirements 

An e-voting system may be specified: 
 

üas a set of the guidelines to be adopted for 
ensuring conformance to the legislation 

 (ñState Authorityò point of view) 

or 

üin terms of the problems associated with the 
provision of the adequate level of security 
(anonymity, authentication, tractability, etc.) 

 (ñSystem Engineerò point of view) 
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Identifying e-voting requirements 

énone of these approaches is complete 

 

 
 

 

 
Non-functional requirements 

Security and System properties 
(flexibility, efficiency, etc.) 

 
Functional and user requirements - 

Usability properties 

Legal requirements 

ñabstractò formulations 
(laws, principles, etc.) 
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Identifying e-voting requirements 

A new approach, proposed by the e-VOTE  project: 

üRequirements elicitation based on a Generic Voting Model, 

taking into account the: 
V European Union legislation 

V User needs and expectations 

V Organisational details of the conventional voting processes 

V Opportunities offered and constraints imposed by state-of-the-art 
technologies 

üAim of the developers is to express: 

V The legal requirements 

V The security (non-functional) requirements 

V The functional requirements 

as a User Requirements Specification document that 
sets specific Design Criteria. 
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Authentication: Only authorized voters should be able to vote. 

Uniqueness: No voter should be able to vote more than once. 

Accuracy:  Voting systems should record the votes correctly. 

Integrity:  Votes should not be able to be modified without 

detection. 

Verifiability : It should be possible to verify that votes are 

correctly counted for in the final tally. 

Auditability: There should be reliable and demonstrably authentic 

election records. 

Reliability:  Systems should work robustly, even in the face of 

numerous failures. 

 

 

 

Voting systems design criteria* 

* Internet Policy Institute, Report of the National Workshop on Internet Voting: Issues and Research Agenda, USA, 

March 2001. 
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Voting systems design criteria* 

Secrecy:  No one should be able to determine how any 

individual voted. 

Non-coercibility:  Voters should not be able to prove how they 

voted. 

Flexibility:  Equipment should allow for a variety of ballot 

question formats. 

Convenience:  Voters should be able to cast votes with minimal 

equipment and skills. 

Certifiability:  Systems should be testable against certain 

criteria. 

Transparency:  Voters should be able to possess a general 

understanding of the whole process. 

Cost-effectiveness: Systems should be affordable and efficient. 

 

 
* Internet Policy Institute, Report of the National Workshop on Internet Voting: Issues and Research Agenda, USA, March 

2001. 
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Voting systems security requirements 

 

Security Requirements 
System Wide 

Properties 
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TRUSTED AUTHORITIES 

Karro Yes Yes Yes Yes Yes Cmp No Indi No  Yes Yes Yes Yes 

ANONYMOUS VOTING 

Fujoka Yes Yes No Yes Yes Cmp No Opn No Yes No No Yes Yes 

Baraani Yes Yes Yes Yes Yes Cmp Yes Univ No Yes No Yes Yes Yes 

HOMOMORPHIC ENCRYPTION 

Schoen-

makers 
Yes Yes Yes Yes Yes Cmp Yes Univ No Yes Yes Yes Yes No 

Hirt Yes Yes Yes Yes Yes Cmp Yes Indi Yes Yes Yes Yes No No 

Damgaard Yes Yes Yes Yes Yes Cmp Yes Univ No Yes Yes Yes Yes No 

Baudron Yes Yes Yes Yes Yes Cmp Yes Univ No Yes Yes Yes Yes No 

 
Privacy: Inf=Information-theoretical, Cmp=Computational 

Verifiability: Indi=Individual, Opn=Individual with open objection, Uni=Universal 
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Requirements for different types 
of election process 

 

 

 

The General Election requirements are practically a 
superset of those regarding the other election processes 

 

 

 

 

 

 

 

 

 

General elections 

 

 

 

 

 

 

Internal or local elections 

 

 

Decision-making procedures 

Polls 
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(Secure) e-voting: (instead of) Conclusions 

VRapidly emerging issue... 

VOf a socio-technical nature... 

VContradicting views... 

VSeveral questions remain open... 

VContext-dependent answersé 

VSecurity experts and skillful judges needed... 

VFurther experimentation is neededé 

é in the meantime, as complementary only! 
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Č Voting is not like any other electronic transaction. 

Č Types of Internet voting: Polling-place Internet voting, and Remote-

Internet voting. 

Č Remote Internet voting: a) is susceptible to voter fraud, b) may erode 

the right to cast a secret ballot and lead to political coercion in the 

workplace, and c) poses a threat to personal privacy. 

Č There is a (huge) politics and technology information gap. 

Č There is a generational technology gap. 

Č Changing technology is not enough; voter education is needed. 

Č Transparency in the voting process fosters voter confidence. 

Č Software used should be open to public inspection. 

 

e-voting technology: Things to remember* 

* K. Alexander, ñTen things I want people to know about voting technologyò, Democracy Online Project's National Task 

Force, National Press Club, Washington D.C., USA, January 18, 2001. 
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USA, Midterm elections (2002) 
 

Touch-screen Technology (~510 counties, 10%) 
 

Optical Scanning (~1200 counties, 27%) 
 

Punch Cards Machines (32%) 
 

Computerized Voting capability (e.g. Georgia) 

 

United Kingdom, Local elections (2002) 
 

Internet Voting capability (Swindon 11%, Bristol 

2.7%, Croydon 3.4%) 
 

Phone Voting capability (Swindon 5%) 
 

Turnout increased (Swindon 3.5%) 

e-voting: Real-life cases 

USA (Oct. 2002):   

$3.9 billion  

for ñupdating  

the nationôs election 

proceduresò  
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e-voting: Real-life cases 

Brazil , General elections (2002) 
 

Full-scale national elections 
 

115.000.000 registered voters 
 

406.000 touch-screen machines 
 

700 US$ per machine 
 

~300.000.000 US$ for hardware and software 

alone 
 

Voters were able to vote at any polling station, not 

just where they live 

 
ñ...the touch-screen systems are worse than punch cardsé This is like trusting a calculator that somebody 

made in their garageé Itôs not just about the integrity, itôs about the perception of the integrity and 

peopleôs willingness to participateò (D. Chaum, 2002). 


