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Case 4: Horror story - Revealing political beliefs 

ÅEthical and legal issues 
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Online Social Networks 

ÅOSN and Web 2.0 enable users add online content. 

ÅContent can be crawled and utilized for: 

- personalized advertising, 

- personalized content promotion and 

- user/usage profiling 

ÅUsers are not really aware of the reach of the info 
the share. 

ÅCan content be crawled and utilized for: 

- User behavior prediction? 

- User psychosocial characteristics extraction? 

- Proactive cyber defense? 

4 Source: http://socialmediatoday.com/ 



Security Analytics and OSINT 

ÅOpen Source Intelligence is produced from publicly available 
information, which is: 
ïcollected, exploited and disseminated in a timely manner, 

ïoffered to an appropriate audience and 

ïused for the purpose of addressing a specific intelligence requirement. 

ÅPublicly available information refers to (not only): 
ïtraditional media (e.g. television, newspapers, radio), 

ïweb-based communities (e.g. social networking sites, blogs), 

ïpublic data (e.g. government reports, official data, hearings) and 

ïamateur observation and reporting (e.g. amateur spotters, radio 
monitors). 

ÅApplying security analytics on OSINT techniques may facilitate 
identification of potential insiders. 
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A generic model for predicting threats 

Behavior: Sequence of actions associated with a specific purpose  

Indicators: Action/event as evidence of precursor to inferred behavior 

Psychosocial 
characteristics 

Disregard for policies 
Unauthorized access 

attempts 
Data harvesting 

Suspicious 
communications 

Observation: Inference from data that reflects a specific state 

Web sites 
Instant 

messaging 
File size 

HR/performance 
information 

Instant scripts Location 
Authentication 

attempts 

Data: Directly available information 

email Inter/Intranet traffic Remote access traffic Social media Geospacial data 
Calendar & local 

documents 

Source: US Pacific Northwest National Laboratory 
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Insider Threat 

ωTrade secrets 

ωAccount numbers 

ωSocial Security Numbers 

ωIntellectual property 

 

Data 

ωNetwork storage 

ωShared folders 

ωRemovable devices 

ωTransmitted data 

can leak ωCompetitor 

ωRegulator 

ωUnauthorized personnel 

ωPress or media 

to outsider 

ωCompany defamation 

ωMonetary expenses 

ωLegal liabilities 

ωAsset loss 

ωCustomer relations 

ωEnd business 

impact 

Å The insider threat is a severe problem in cyber/corporate 
security, which originates from persons who: 

- are legitimately given access rights to information systems,  

- misuse privileges and 

- violate security policy. 
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Insider Threat Impact & Severity  

ÅTaxonomy of insider threat 
impact.  

Å Insider threat the most 
important security issue for 
2014 (top priority to protect): 

ïCase of US Government 
contractor E. Snowden 
casting shadow over 2014. 

Å Insiders consist the top 
source of data breaches. 

Å Insider crime indicative 
categories.  
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      Internal process     
               knowledge 
 
 
Technical literacy 

High Low 

High Highest impact 

Insignificant 
(though 

demonized) 
impact 

Low 
Potentially 
significant 

impact 

Insignificant 
impact 

Sources:  
http://www.scmagazineuk.com/top-10-issues-in-it-security-for-2014/ 

ZDNet Asia IT Priorities Survey 2008/09 

 

Source:  
2011 Cyber Security Watch Survey: How Bad Is the Threat?, CERT, 
Carnegie Mellon University, USA 

 

Source:  Gartner Group, Report 5605 



ω Motive 

ω Opportunity 

ω Vulnerability 

ω Skills 

Threat  
consists of:  
 

Malevolent  
user requirements: 
 

Personal  
factors 
(Shaw) 
 

Personal  
factors 
(FBI) 
 

ω Opportunity 

ω Motive 

ω Ability to overcome  
inhibitions 

ω Stimulus/impulse 

ω Greed/financial need 

ω Anger/Revenge 

ω Problems at work 

ω Ideology/Identification 

ω Divided loyalty 

ω Adventure/Thrill 

ω Vulnerability to  
blackmail 

ω Ego/self-image  
(Narcissism) 

ω Ingratiation 

ω Compulsive and  
destructive behavior 

ω Family problems 

 

ω Introversion 

ω Social and perso- 
nal frustrations 

ω Computer depen- 
dency 

ω Ethical άŦƭŜȄƛōƛƭƛǘȅέ 

ω Reduced loyalty 

ω Entitlement-Narcissism 

ω Lack of empathy 

ω Predisposition towards  
law enforcement 

 

The threat 
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Delinquent behavior prediction theories 
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General Deterrence Theory (GDT):  

Person commits crime if expected benefit 
outweighs cost of action 

Social Bond Theory (SBT): Person commits 
crime if social bonds of attachment, com-
mitment, involvement and belief are weak 

Social Learning Theory (SLT):  

Person commits crime if associates with 
delinquent peers 

Theory of Planned Behavior (TPB): tŜǊǎƻƴΩǎ 
intention (attitude, subjective norms, 

perceived behavioral control) towards crime 
is a key factor in predicting his behavior 

Situational Crime Prevention (SCP):  

Crime occurs when both motive and 
opportunity exist 
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Case 1 
Scope: Insider threat prediction  

based on Narcissism 
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OSINT                                                             OSN: Twitter 

Tools used for the analysis 

Science Theory 

Computing Graph Theory 

Sociology 
Theory of Planned Behavior 

Social Learning Theory 



Case 1: Insider threat prediction  
based on Narcissism 

Narcissistic 
behavior 
detection 

Study: Motive, ego/self-
image, entitlement 

Means: Usage Intensity, 
Influence valuation, 

Klout score 

ÅIndividuals tend to transfer 
offline behavior online. 

ÅConvicted insiders do share this 
personality trait (narcissism). 

ÅUtilize graph theoretic tools to 
perform analysis. 

ÅDetection via social media 
popularity and usage intensity. 

ÅTrait of narcissism relates to 
delinquent behavior via : 

ïsense of entitlement, 

ïlack of empathy, 

ïanger ŀƴŘ άǊŜǾŜƴƎŜέ 
syndrome and 

ïinflated self-image. 
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Dataset: General parameters 

Å Focus on a Greek Twitter community: 
ïContext sensitive research. 

ïUtilize ethnological features rooted in locality. 

ïExtract and analyze results. 

Å Analysis of content and measures of user influence  
and usage intensity. 

Å User categories: follower, following and retweeter. 

Å Graph:  
ïEach user is a node. 

ïEvery interaction is a directed edge. 

Å 41.818 fully crawled users (personal and statistical data) 
ïName, ID, personal description, URL, language, geolocation, profile 

state, lists,  # of following/followers, tweets, # of favorites, # of 
mentions, # of retweets. 
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7.125.561 connections  
        among them 

Twitter (Greece, 2012-13) 


