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Online Social Networks
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Security Analytics and OSINT|

A Open Source Intelligence is produced from publicly available
Information, which is:
I collected exploitedand disseminated in Bmely manner,
I offeredto anappropriate audience and
I usedfor the purpose of addressing a specifitelligencereguirement.

A Publicly available information refers to (not only):
I traditional media (e.g. television, newspapers, radio),
I web-based communities (e.g. social networking sites, blogs),
I public data (e.g. government reports, official data, hearings) and
I amateurobservationand reporting (e.g. amateur spotters, radio
monitors).

A Applying security analytics on OSINT techniques may facilita
identification of potential insiders.



A generic model for predicting threats

Data Directly available information

Calendar & local

email Inter/Intranet traffic Remote access traffi Social media Geospaciatlata documents

A 4

Observation Inference from data that reflects a specific state

Authentication
attempts

Instant
messaging

HR/performance
information

A 4

Web sites File size Instant scripts Location

Indicators Action/event as evidence of precursor to inferred behavior

Unauthorized access
attempts

A 4

Psychosocial
characteristics

Suspicious

Disregard for policies communications

Data harvesting

Behavior Sequence of actions associated with a specific purpose

Source: US Pacific Northwest National Laboratory



Insider Threat

A The insider threat is a severe problem in cyber/corporate
security, which originates from persons who:

- are legitimately given access rights to information systems,
- misuse privileges and
- violate security policy.

(wTrade secrets )
wAccount numbers
wSocial Security Number$
wintellectual property

_

— I

wNetwork storage
wShared folders
wRemovable devices
wTransmitted data

. J

Gﬁompetitor )
uRegulator
wJnauthorized personnel
oPress or media

—

—

wCompany defamation
uMonetary expenses
wlegal liabilities
wAsset loss
wCustomer relations

«End business




Insider Threat Impact & Severity

A Taxonomy of insider threat

'mPaCt' Types of Insider Crime
A Insiderthreat the most by Position Type

Important securityissuefor
2014 (top priority to protect)
I Case of USovernment

contractor E. Snowden
casting shadowver 2014.

A Insiders consist the top
source of data breaches.

A Insider crime indicative
categories.
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The threat

w Ego/seltimage

(Narcissism)
w Entitlement-Narcissism




Delinqguentbehavior prediction theories

General Deterrence Theory (GDT):

outweighs cost of action

Social Bond Theory (SBPerson commits
== Crime if social bonds of attachment, ce
mitment, involvement and belief are wea

(SLT):

Person commits crime if associates wit
delinquent peers

augmentation

intention (attitude, subjective norms,
perceived behavioral control) towards cri
Is a key factor in predicting his behavio

Insider Threat understanding
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Situational Crime Prevention (SCP):

Crime occurs when both motive and
opportunity exist
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se
Scope: Insider threat prediction
based on Narcissism

OSN: Twitter

Science Theory

Computing Graph Theory

Theoryof Planned Behavio
Sociology
Social Learning Theory
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Case 1lInsider threatrediction

=

based on Narcissism &_J

Narcissistic
behavior
detection

A Individuals tend to trarfer
offline behavioronline.

A Convicted insiders do share this
personality trait (narcissisim

A Utilize graph theoretic tools to
perform analysis.

A Detection via sociahedia
popularity and usagatensity.

A Trait of narcissismelatesto
delinquent behavior via

I senseof entitlement,

i lackof empathy,

i angerr YR AaNB @Sy 3S:
syndrome and

i inflated selfimage.
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Dataset. General parameters

A Focus on a Greékwitter community:
T Context sensitive research.

i Utilize ethnological features rooted in locality.
i Extract and analyze results.

A Analysis otontent and measures afiserinfluence
andusage intensity.

A Usercategories: follower, following anetweeter.

A Graph: 7.125.561connections
i Each user is mode. among them
I Every interaction is directed edge.

A 41.818 fully crawled users (personal and statistical data)

I Name, ID, personal description, URL, languggelocation profile
state, lists, # of following/followers, tweets, # of favorites, # of
mentions, # ofetweets

Twitter (Greece, 20143)



