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Abstract. It is an undisputable fact that nowadays many different types
of crime are conducted by utilizing some type of electronic device -
communication. To address this new situation, modern forensics tools
evolved, becoming sophisticated enough to handle almost all kinds of
digital content. However, surprisingly enough, collecting and validating
the authenticity of online content remains, until now, a problem to re-
solve. The common practice is to capture (screen-shot) or save a web
page, the authenticity of which is usually validated in a judicial process
by an expert’s testimony. In this paper, we introduce ProCAVE , a sim-
ple software architecture with a set of accompanying procedures, and we
argue that their combined use can deliver evidence from online sources
in the court, in a sound and privacy-preserving manner.

1 Introduction

The web today is used by billions of people, facilitating business, communication
and exchange - dissemination of information. However, this new reality also has
a “dark side” [5], since a series of crimes are committed through and with the
use of it. Such crimes are known as: (a) “Computer Crimes” i.e. those posing a
direct threat to data, information systems and networks, (b) “Computer Related
Crimes”; i.e. crime perpetrated by means of a computer such as computer fraud,
property rights infringements, and (c) “Content-related Crime”; such as child
pornography, defamation via internet, etc.

In the legal system of most countries, guilt in a criminal proceeding is the
summation of means, motive and opportunity [4]. However, the presence of those
three elements is often not sufficient to convict someone; appropriate evidence
must be presented that will prove that the opportunity was indeed taken by the
accused for the crimes that he/she is charged (a U.S. example is stated in [4]).
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Nevertheless, legal systems are mostly tailored to traditional types of crime.
Any information obtained from the Internet has to convince the truth of a deed,
which means that it must have all the attributes of conventional evidence. It has
to be “irrefutable authentic”, i.e. it must be possible to positively tie evidentiary
material to the incident [5] and collected in accordance with formal requirements
to establish its reliability [13] and admissibility. As for conventional crime, in
order to prove the guilt and convict a person for having committed an offense,
it is required to recognize, recover, reconstruct and present the digital evidence
in a way that it renders it admissible in legal proceedings [11].

World Wide Web has become not only a crime scene, but also a breeding
ground for primary and secondary sources of evidence. However, internet evi-
dence, as internet content, is ex natura ephemeral and volatile, since it can be
easily altered or deleted. Even though it should be stressed that, in general, with
the advent of European digital signature legislation (Directive 2000/31/EC on
electronic commerce), electronic material has gained a comparable legal status
as paper material.

Considering crimes in which online content plays a crucial role, the main
challenge is its collection, preservation and admissible presentation. In order to
achieve its goal, i.e. allow and assist the court to form and pass a judgment, this
online content has to be properly collected and its authenticity validated.

To this end, a number of different procedures have been employed around
the world. Perhaps the most common one is taking a screenshot of a web site,
printing it and validating its authenticity in the court by a witness’ testimony
[2,6]. The same procedureis followed with web pages that have been saved
using the “Save As” function of the browser, or with other means of web page
downloading. Recently, there are some tools that have also been proposed, mainly
for forensics purposes, that save online content locally and perform some hashing
and/or apply the current timestamp to the downloaded content [26].

There are cases where the aforementioned procedure, based on a witness’
testimony, is not enough [3]. Furthermore, it is possible the content in question
to be removed, so an expert from a certain company (usually WebArchive) is
being called to provide evidence of what a web page looked like at a certain point
of time. When this is not feasible, then the owner of the web site in question is
called to testify, in orderto provide evidence of the online content [3].

It is well known among the people involved in judicial processes, that the
approaches described above cause too many controversies and concerns which
often result in non-admissibility of the digital evidence. Some examples are:
“The witness altered/photoshoped the screenshot”, “The witness changed the
html code of the saved web page before signing it”, “The web page was not
publicly available at that time”, “The site’s administrator/owner is in another
country and cannot testify”. Such statements demonstrate that the key element
for online content admissibility is the validation of its authenticity; as stated in
[7], once the authenticity of the electronic evidence has been validated, all other
evidentiary problems are the common problems lawyers face all the time.
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This paper proposes a novel way for collecting online evidence and validating
its authenticity so as to be acceptable for evidentiary purposes. Our approach is
based on the notion of web proxy, which has never been used before in collecting
and validating the authenticity of web site content. It is argued that, as soon as
someone identifies online content related to a crime, he/she can pass the request
through a web proxy (belonging to a trusted authority) that will "freeze” the
content, apply current timestamp and signatures and deliver the evidence to the
user (a natural person, an organization or a public authority). Moreover, the
same request can be simultaneously performed by other web proxies in order
for the evidence to be securely stored in more than one servers. To demonstrate
the applicability of the proposed solution, ProCAVE has been implemented and
tested extensively with various web sites.

The rest of the paper is organized as follows: Section 2 reviews the current legal
and technological status regarding the collection and validation of authenticity
of online content. An overview of the proposed software solution is presented in
Section 3. The experimental evaluation and results are discussed in Section 4
whereas Section 5 refers to some technical and other considerations.

2 Current Status and Motivation

Evidence has been present in legal systems since the first trial in the human
history. All countries have incorporated rules and procedures that are deemed
to be appropriate and legally robust for validating the authenticity of evidence
in the court. Judge Grimm [14] has codified the rules governing the validation
of the authenticity of web page evidence under the US Law. According to this
categorization the most common rules for web pages are the following;:

901(b)(1): witness with personal knowledge,
901(b)(3): expert testimony,
901(b)(4): distinctive characteristics of a web site,
(
(

901(b)(7): publicrecords - usually from government web sites,
901(b)(9): system or process capable of producing a reliable result, and
902(5): official publications.

The important part of validating the authenticity (and thus admissibility) of
the evidence is that one cannot rely on a simple method, since the degree of
foundation which is appropriate in any given case is in the judgment of the
court [14]. Thus, if multiple methods are used it is more likely that a court will
deem the online content as authentic [9]. This is the main reason that all of the
solutions that are currently used fail to produce undisputable results.

First of all, the authenticity of printed copies or captured images of a web site
has to be validated by the witness in order to be admitted [20], a procedure that
many times is still questionable especially when the witness is not independent
(e.g. is not a police officer). Moreover, the exact time that the specific content
was accessible online cannot be proven, since standard time-signing techniques
cannot be applied [10].
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Certain commercial tools [6,26] claim that they supporta sound mechanism
for collecting online evidence; the time issue may be resolved, however once
again the user needs to validate the authenticity of the evidence in the court.
The cost is another drawback, and of course when someone comes across online
content that needs to be collected for legal purposes, no one expects him to buy
a software only for saving an instance of a page!

Expert testimony (as is usually the case with Web Archive) is always an
option. However companies that archive web pages do not store dynamic or
personalized content, and there are also cases that some content has been re-
moved before the page was archived. Moreover, it is surely very difficult (nearly
unfeasible) for experts from Web Archiveto testify in another country.

The last option is to have the web site’s owner testify about the web site’s
content at a certain date/time. But this is very rarely done and of course even if
such a testimony exists, it is still necessary to employ third party tools to prove
the existence of the content.

Another essential feature missing from all above online content preservation
techniques, and which has partially motivated our work, is the notion of pri-
vacy. More specifically, as described in [11], the use of forensics methods may
itself constitute a violation of citizens’ fundamental right to privacy; that's why
digital evidence must - among others - comply with the respective provisions
guaranteeing data privacy.

Finally, as extensively documented over the past few years [8,11,16], forensics,
in general, lack standardization of methods and formats, a fact that causes many
procedural problems. In terms of collection of online content, this is impossible
with existing techniques, since they are proprietary, diverse and depend on each
user’s technical knowledge regarding evidence acquisition.

The above-described needs for a privacy-preserving, standardized method of
independent collection of online content nurtured the seeds of our current work.
To this end, our paper makes the following contributions:

= The first privacy-preserving web-based tool for collecting evidence from web
pages, namely ProCAVE , is presented. It is demonstrated that it fulfills all
the aforementioned requirements.

= A prototype of ProCAVE has beenimplemented and together with a dataset
of known web sites has been used for the evaluation of its effectiveness and
accuracy.

3 Solution Overview

This Section unravels the logic behind the proposed ProCAVE software solution.
To accomplish its goals, ProCAVE is practically comprised of two elements: the
Web Proxy and the Collection and Validation of Authenticity (CVA) Engine.

3.1 Web Proxy

As soonas a user discovers a web site, e.g. www.abc.com, whose content can be
used as evidence, he/she visits the web site www.xyz.com, which serves as the
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Web Proxy of ProCAVE. There he/she is presented - among other options - with
an address field, where he/she can enter the url that he/she wants to navigate to.
He/she enters www.abc.com and the Web Proxy receives the request, forwards
it to www.abc.com and receives and forwards back the result. This procedure is
depicted in Figure 1.

Request for
www.xyz.com/www.abc.com Request for www.abc.com
) a
Response Response

Web server for
www.abc.com

)
9
§ Proxy Server
S
@

WWW.XYZ.Com
Q'

Local storage

Fig. 1. Proxy HTTP request

Therefore, the user requests url www.xyz.com\www.abc.com, and he/she is
presented with the contents of url www.abc.com. However, contrary to a conven-
tional HTTP request, this specific request passes through the ProCAVE Web
Proxy that keeps a copy of the response (i.e. HTML code, CSS, images, scripts
etc.) locally. This means that whenever the user wishes, and provided that the
content is the one that he/she wants to collect, he/she can proceed to the next
step which is the Collection and Validation of Authenticity described next.

3.2 Collection and Validation of Authenticity (CVA)

Currently the user possesses content (a response), which is stored locally in the
Web Proxy. He/she can now proceed with the validation of the authenticity of
the stored content. This will be done, as shown in Figure 2, with the help of
privacy, hashing and digital signing modules.

As soon as the user selects the CVA option, the id of the response is sent to
the Web Proxy, along with some other parameters. These parameters reflect the
privacy level that the user is requesting and correspondingly the confidentiality
level for the collected content. To this end, if the user decides to use the privacy
option, a blacklist/whitelist option is adopted; i.e. the user is allowed to choose
some content and scramble all the other, or scramble some content and leave
all the other intact. This scrambling is accomplished by sending the chosen
HTML element ids, together with the selected option, to the Web Proxy, that
modifies the content accordingly. The scrambling process engages the public key
of the user, and is represented in Figure 2 with a dashed rectangular due to its
optional use.
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Fig. 2. Collection and Validation of Authenticity (CVA) Workflow

Next, a hashing of the (scrambled or unscrambled) content is performed, pro-
ducing the “digest”, which will be later utilized for the verification of the content.
A timestamp (which has been produced at the time of the request) is concate-
nated to the digest, in order for the date and time to be bind to it, according
to [10]. The concatenated “digest + timestamp” is fed once more to the hash
module, producing the final hash value.

Up to now the proposed mechanisms ha maintained the original message while
a message digest has been produced. In the final step of the CVA procedure,
the original message is signed with the engine’s private key, thus validating the
authenticity of the evidence’s creator, which is the engine itself. The final (signed)
elements will be grouped together, forming the evidence of the online content.
This evidence will be returned to the user, and it will be also stored locally for
future reference.

3.3 Multiple Requests

As already discussed in previous sections, a single copy of digital evidence is not
necessarily sufficient to prove a crime. It may be necessary to prove how the
specific web site was visible to various locations around the world. Moreover,
it may be necessary to store the evidence in various, geographically spread,
locations.

The design of ProCAVE satisfies the above requirement. When a certain Web
Proxy receives a request, it creates a copy of this request and forwards it to
other Web Proxies. As a result, each one of these Web Proxies will collect and
validate the authenticity of the www.abc.com web site’s content, returning the
resulting evidence. The returned evidence may be different from one Web Proxy
to another, since the content of the same web site may differ from country to
country. Nevertheless, the collection of online content from different locations
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Request Request
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Fig. 3. Performing multiple requests

serves the purpose of: (a) storing evidence multiple times for security reasons
and (b) depicting how a web site was appearing to the users around the world.
Figure 3 illustrates this procedure.

3.4 Putting It All Together
Let’s consider a simple use case scenario for ProCAVE.

Scenario. The web site www.abc.com contains content that can be presented as
evidence in a judicial process. It must be properly collected and its authenticity
must be validated.

Procedure. The user visits web site www.xyz.com (the Web Proxy) and through
that proxy performs a request to the web site www.abc.com. The result of the
latter request is shown on his/her browser. If this is the content that, according
to the user, is related to a crime, then the user selects the content that he/she
wishes (or does not wish) to be anonymized. Consequently, he/she chooses to
store the content, and the website returns the evidence from multiple locations,
along with validation of its authenticity.

The above procedure addresses all the problems related to evidence from online
content. Specifically, the user has a fully-functional html file that can be pre-
sented to the court as its authenticity is proved. Moreover, the user can prove
the exact date and time that the evidence was created and by which engine.
Therefore if someone questions the initial evidence, he/she can take a copy from
the corresponding engine to see if something has changed. In addition, there
is evidence from multiple locations, something that provides the user with the
opportunity to prove that this content was visible from around the world.
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The way ProCAVE handles digital evidence covers more than one of the re-
quirements stated by [14,24]; they can be admitted to court by a witness, an
expert (administering the local copy of ProCAVE) can testify in the court regard-
ing the locally stored content and this content can also fall under rule 901(b)(7)
as public record, if ProCAVE is run by a governmental organization [15].

Last but not least, the entire procedure respects the privacy of the user, since
he/she is given the option to scramble all the content that he/she wants to be
invisible or not accessible to third/not authorized persons.

4 Implementation and Experimental Evaluation

4.1 Implementation

To evaluate the effectiveness and applicability of the proposed solution, Pro-
CAVE was implemented as a PHP/MySQL software tool [22]. The implemen-
tation was based on a simple web proxy, described in [17], extended to include
the collection and authenticity validation functions described in the previous
sections.

More specifically, each time a request for a web site is performed through the
Web proxy, a random 6-digit hex number is assigned to it and to the subsequent
requests made for downloading the other components of the page (stylesheets,
images, scripts, etc.). Thus, when the viewed page needs to be stored, the CVA
engine uses this number to group all these files together (response). In terms of
hashing, the standard hash_file() php function, with the 320-bit version of the
RIPEMD algorithm, is utilised. On the other hand, digital signing is performed
with the SHA-1 algorithm for hashing, followed by encryption with a private-key
generated with the help of OpenSSL [23].

4.2 Results

ProCAVE was tested with various web sites of diverse content (news, academics,
entertainment). For each of those web sites, evidence was collected through the
proposed tool and was then compared to the content resulted from the usual
“Save As” procedure supported by the browsers. The comparison was performed
with the Similarity Analyzer [19], which examines two web pages and computes
the percentage of HTML similarity and Text Similarity. The results for 10 web
pages are depicted in Table 1.

It can be noticed that in most cases, HTML Similarity is close to 90%. This is
an expected result, since both ProCAVE and the browser’s “Save As” function
change the links in the downloaded HTML code to point to local locations, which
is different for those two methods. On the other hand, Text Similarity is close
to 98%, which means that what someone can see through the browser is very
close to what is saved through ProCAVE. The 2% difference on average is mainly
due to text parts that are downloaded/altered in the browser, with standard or
asynchronous scripting and not in the content saved through ProCAVE.

A graphical representation of the results, together with their mean values, is
depicted in Figure 4.
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Table 1. Results of the comparison between ProCAVE and the “Save As” function

HTML Similarity

Hex Web page HTML Similarity | Text Similarity
298168 inria.fr 99,86% 99,98%
558404 ssl.ds.unipi.gr 100% 100%
20d62f news.yahoo.com 93,23% 96,72%
337ecb spiegel.de 94,68% 99,38%
408faa |behind-the-enemy-lines.com 48,56% 90,59%
418f7e maawg.org 94,57% 98,75%
75a048 ansa.it 97,31% 98,05%
79031e bbc.co.uk 87,58% 95,79%
7a777b slashdot.org 96,14% 99,13%
82400b xked.xom 84,03% 100%
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Fig. 4. Graphical representation of the results and their mean values

5 Anti-forensics and other Considerations

As stated in [1], from the very first day that digital computers and networks
appeared, data hiding was, and continues to be, an issue. Since it is not expected
that ProCAVE will be an exception to that, this section refers to technical and
other issues that have mainly to do with anti-forensics.

Considering that ProCAVE will run in centralized locations (servers), a per-
petrator could find all the domain names and ip addresses used by the tool
and deny all requests originating from them - or, even worse, present legitimate
content to them. A simple solution to that would be the use of a dynamicip
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address pool for the server’s outgoing traffic, or the use of ip proxy servers that
periodically change ip address.

Another anti-forensic technique would be the use of programming tools to
present content to the user in a way not supported by ProCAVE, e.g. syn-
chronous/asynchronous scripts. However, this is something that can be easily
addressed through minor modifications of the way ProCAVE works. For instance,
in the current implementation a javascript/ajax request would produce a false
result, since it would modify content locally without making the correct changes
in the saved copy. A solution would be to supportlistening of local events and
simulating them to the remote end (with the use of a scriptable Web browser,
like in [18]). Especially for the AJAX case, it is not a major issue since according
to [25] only 3.2% of all web sites use this technology.

There are certain applications that do not fall under the above mentioned
case; those would be flash-based web sites, specific chatting technologies etc.
We believe that those services are out of this work’s scope, since they represent
instantly available content which does not resemble the traditional online content
that ProCAVE deals with.

Since the functionality of ProCAVE will be publically available, it will be
also vulnerable to attacks like denial-of-service (DOS), abusing etc. To that end,
standard techniques for protecting a web site must be adopted, like firewalls,
intrusion prevention systems, etc. Moreover, access to the website can be limited
to registered users (perhaps owning a digital certificate), who will be able to
perform a certain number of requests per minute.

Furthermore, regarding the use of digital certificates in ProCAVE’s privacy
option, a Public-Key Infrastructure (PKI) must be used for their creation, man-
agement and revocation. However, the level of trust that is achieved depends
heavily on the chosen Certificate Authority (CA). Simple implementations can
make use of open source tools, like OpenSSL [23], but for large-scale use a com-
monly trusted entity must be employed.

Last but not least, an important issue refers to the authority which could
be considered as being trustworthy enough to be held responsible for running
this tool and keeping local copies of evidence. We argue that this issue has to be
handled in accordance to the legal framework and the jurisdiction of the Forensics
Department of each Country or Region; however, the distributed design of our
tool and the fact that multiple requests can be performed (and multiple copies of
the evidence can be saved) by remote servers, makes it easy for every individual
or organization to run an instance of ProCAVE. In any case, we may assume
that if more ProCAVE instances are involved, the integrity and acceptability of
evidence and the procedure is better served and preserved.

6 Conclusions and Future Work

In this paper a simple software solution, namely ProCAVE, that can collect and
validate the authenticity of content from online sources has been presented. To
the best of our knowledge, ProCAVE is the first system that avoidsthe usual
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local copies or screenshots of web sites (and the resulting dispute). Instead, it is
based on an online architecture that collects evidence from multiple locations at
the same time and, most importantly, in a privacy-preserving manner.

To verify it’s correctness, a simple implementation of ProCAVE was employed
for conducting a series of representative tests. The results of the tests have proved
that the resulting evidence was of great resemblance to the content that the user
was presented through his/her browser and thus that ProCAVE can produce
acceptable digital evidence in real-time; i.e. during the time that the user sees the
content on his/her screen, without involving him in any complicated procedures.

Future work will include modifications of the software so as to implement
currently unsupported features, like listening to local events and modifying re-
mote content accordingly, grabbing videos etc. The employment of ProCAVE
by Forensics Departments around the world would also be of great importance,
since it would provide valuable feedback from real-life scenarios.
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